PDR M2020003 Discussion

Title: 

ULCS CF State Table - Error Cases for Security ASO

PDR Submission Date:  


14/02/2002

Summary of Defect:

The CF does not include error detection and handling of security events.

Proposed SARPs amendment:

Add a new event (SA-ABORT ind) to the Security ASO upper.  This event would

be used to indicate a security event to the dialogue user.

[If a new state maintaining state information is added (NULL1) or

potentially in state NULL]

Add new row SA-Abort ind in state table:
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28 Feb 2002: SME Commentary:

In fact, the CF DOES include error detection and handling, though not specified in a "clean" way that respects the SASO service boundary.  For example, 4.8.5.3 (Exception Handling) specified that the SASO CF should invoke SE-U-ABORT req and "behave as though an SE-U-ABORT indication has been received."  4.8.5.2.2.4 specifies the behaviour when SE-U-ABORT ind is received, which is to invoke SSO-Stop and "invoke by local means the dialogue service error handling procedures (see 4.3.3.1.2.4)."

This could be tidied up by defining a SA-ABORT ind primitive as proposed. The proposed solution is incomplete, as it does not include the generation of SA-ABORT by the SASO CF in 4.8.5, nor does it describe this new service in 4.8.3.  It would also require additions to Table 4.3-6 and a new subsection in 4.3.3.7 (4.3.3.7.1 could be re-instated).

PDR Validation Status:
The proposed change would need extensive validation by modelling and/or implementation.

Email from Gérard Mittaux-Biron, 28 Feb 2002

     The fact that there should not be any indication of security problem given back to the dialogue user comes from a security sub-group requirement. The only thing that can be returned to the user is a provider abort indication with a "communication problem" reason for the abort.

     Therefore, I still don't see the need for something that only complicates things and does not add anything new that is not already provided by the error management that is specified in the SV4. Furthermore, the impact on the SARPs is not described (except some modifications in the state table) and might impact non neglectable portions of the SV4.

     This is why I consider that the proposed defect as described in PDR M2020003 does not justify the addition of the SA-ABORT service.

Email from Jim Moulton, 28 Feb 2002

Several comments.  First, this has nothing to do with the dialogue user.  It has to do with an ASO having a well-defined interface that can be used.  The CF – ASO interface must be better specified -- it cannot be left to "local means".  Why you might ask -- well, there are impacts on interoperability and coordination of state changes that need to be specified.  There is clean-up that should (must) be consistent across systems (and within a system's ASOs.)

I have no problem with the DS-user getting a provider abort.  However, what happens at the CF level is not yet specified.  It cannot remain a local issue due to interoperability issues.

BTW, we agreed I will forward the email to pursue this avenue.

I am having major problems here  -- and I fear that there is significant risk to SV 4.  I/We (the people working on this within the FAA) have long had problems with the specification currently in SV4.  It seems that the differences of opinion are intractable with the other participants.  Where do we go from here?  I don't see much (if any) purpose in continuing with Ed 3 if we can't figure this one out.

Let me digress:

The modelling in the ULCS is based upon component ASO.  We even try to follow the terminology.

However, the addition of the security ASO violates almost every principle of layering, OSI upper layer architecture, A2CSE architecture, etc.  The purpose of the architecture is to define well-formed and well-behaved "modules" that may be combined and used to form the basis of a coordinated service to a user.  The architecture is based on ASOs and CF wrappers to provide a clean interface to users and supporting services.

To that end, the over-reaching architecture is one where the interfaces are "service" boundaries where the ONLY communication is through well-defined service primitives.  The ULCS has two external interfaces -- one to the DS-user and one to the P-service provider.  If it is not part of the service interface, then it doesn't exist.  This paradigm is extended to the components found in the ULCS -- namely (in edition 2 and below) to ACSE.  It has a specific user interface and provider interface.  That fact that both are "intercepted" by the CF is a nature of the UCLS but is not inherent in the architecture.  Now, the Security ASO does not have a service definition that is either complete or well-defined.  This is a critical problem with the specification.  

In addition, the CF was "complicated" with predicates where new states should be defined. For example, while in state 1 -- any number of SASO pdus (valid or invalid) will be processed by the CF - it's allowed though one could argue, "not intended".

We have had numerous problems with implementors doing things differently based on our SARPs.

The current SV 4 specification is guaranteed to make the problem much, much worse.  I would be happy if we could get a concise, complete service description of the SASO -- that was written like a service description -- where nothing except data is "locally available", where service primitives are used consistently -- e.g., is security "connection-oriented" or "connection-less"?

If both, we need separate primitives.  Where the communication is with the lower service provider is through defined primitives.  Right now the spec says " emit a pdu".  What are the implication of terminating a "security connection" if any?

I cannot with any degree of integrity say that the SV 4 could be given to anyone for implementation with the expectation that the results would be interoperable with anyone but themselves.

Email from Jim Simpkins, 04 Mar 2002

Just another clarification.  The requirement from SGB3 was to not inform the initiating peer of a security error.  If you detect one locally, by all means report it locally.  Just don't give any information back to the remote peer that indicates you aborted the dialogue due to a security problem.  So, the use of an SA-Abort primitive across your local CF-SASO interface is valid, should SGB2 decide it is necessary.

Email from Jim Simpkins, 04 Mar 2002

For item 3 below, I do not believe that the CF nor SASO need to perform metempsychosis per my previous email.  This is the job of the SSO.  To answer the question listed explicitly, use a directory-like repository and put all received certificates in there.  When you get a new D-Start thread, check that repository to see if you already have one.  For the other security information, you will do something similar.

----- Original Message -----

From: "James Moulton" <moulton@ons.com>

Subject: RE: PDR M2020003 - ULCS - CF State Table - Error Cases for Security ASO

For information,

Here is the content of an email from SVT.

     Jim and Tony,

     To recap Friday's phone calls.

     1) Publish Edition 3;  Resolve M1060002.

     2) Steve and Jim can propose a PDR with refinement of predicates (no new states);  and inclusion of SA-Abort.

     3) Steve and Jim can propose GM on State Table de Jim, and "the      knowledge" (how does an instance of communication perform metempsychosis (i.e., how do I know I already got a certificate)).

[Metempsychosis, n.  Transmigration of soul of human being or animal at death into new body of same or different species.]

