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SUMMARY

This paper documents an alternative solution to the VDL 2 Leave Event Latency problem. This solution allows avoiding the periodic transmission of RR frames, to the cost of additional complexity in the airborne and A/G ATN BIS. 

This alternative solution could be proposed as a backup solution, in the event of non acceptance of the first solution.
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Introduction

Inspection of the VDL Mode 2 SARPs has indicated that VDL Mode 2 cannot meet the minimum requirements for Leave Event Latency that are in the process of being incorporated to the Edition 3 of ICAO Doc 9705. 

A solution that could enable VDL Mode 2 to comply with the Leave Event latency requirements has been proposed by the WG2 to the AMCP. The proposed solution requires that aircraft transmit periodic RR frames in the event of no data to send. 

The waste of bandwidth resulting from the periodic transmission of RR frames has been identified as a major drawback of this solution. Hence, possibly, due to its negative effect on the performance of the VDL Mode 2 subnetwork, the solution proposed by WG2 could be: 

· rejected by AMCP

· or, accepted and standardized by AMCP, but rejected and not implemented by the VDL 2 service providers.

This paper documents an alternative solution to the VDL 2 Leave Event Latency problem. This solution allows avoiding the periodic transmission of RR frames, to the cost of additional complexity in the airborne and A/G ATN BIS. 

This alternative solution could be proposed as a backup solution, in the event of non acceptance of the first solution.

1 Summary of the VDL mode 2 Leave Event Latency problem

When an aircraft losses VDL Mode 2 connectivity with one VDL Mode 2 service provider, it is important that a Leave Event be reported in a timely manner to the A/G Router. This is essential when the aircraft moves to another A/G router, in order to initiate the rapid change in the ATN's routing information, and hence insure seamless transition from one router to another. This is essential also when the aircraft maintains communication with the same A/G router (via another VDL Mode 2 Service Provider, or via another mobile subnetwork), in order for the A/G router to route the uplink messages via the remaining available mobile subnetworks. If the Leave event is not reported in a timely manner then communications by the remaining available path(s) may not be possible or may be delayed by an unacceptable time.

Inspection of the VDL 2 SARPs has indicated that VDL Mode 2 Ground Stations may fail to report rapidly a Leave event . 

2 Principle of the new solution

Contrarily to the solution proposed to AMCP, the alternative solution assumes that it will not be possible to change the VDL Mode 2 SARPs and therefore that VDL Mode 2 Ground Stations will fail sometimes (when the DISC frame is not received) to report quickly the Leave event.

It is then considered that a Leave event can be reported to an A/G router, not only by the VDL Mode 2 Ground Station, but also by any other systems that can be quickly aware of the loss of connectivity between the aircraft and the A/G router. And there is at least one other system able to detect quickly the loss of connectivity between an aircraft and an A/G Router: this is the Aircraft's Airborne router.

The proposed solution is then to have the Airborne router reporting the loss of mobile connectivity by sending a "Leave Event notification" message to the A/G router. This message could be communicated from the airborne router to the A/G Router via any remaining available communication path existing between these 2 systems. This path can be: 

· A second mobile subnetwork (e.g. an AMSS subnetwork) through which the Airborne and A/G routers remain in direct contact (In that case, the "Leave Event Notification" message can directly be sent from the Airborne BIS to the A/G BIS via this second mobile subnetwork)

· but also, any ATN internet air/ground path that exists if the Airborne BIS is currently in contact with another A/G router. In that case, provided that the "Leave Event Notification" message is encapsulated within a CLNP DT NPDU, it can be sent from the Airborne BIS to the A/G BIS via the other A/G router and the ground ATN internet.

It may be observed that this solution cannot work when there are no remaining available communication path between the aircraft and the ground (the VDL Mode 2 subnetwork connection that has been lost was the only existing A/G connection of the aircraft). However, this is not considered to be a problem. Indeed, if the aircraft is not in contact anymore with the ground, then, anyway, communication with the aircraft is not possible and it is therefore not a problem if the leave event report to the A/G router, and the update of the routing information are delayed.

A second weakness of this solution is the possibility of loss or corruption of the "Leave Event Notification" message issued by the airborne router (a direct or indirect communication path between an Airborne and an air/ground router is not 100% reliable). Message corruption can easily be detected thanks to the insertion of a checksum within the message. This is therefore assumed not to be an issue. The loss of the message could be recovered, by requesting the A/G BIS to confirm the reception of a "Leave Event Notification" message, and by having the airborne BIS retransmitting the message after some time, in case reception by the A/G router is not confirmed. However, assuming a low error rate, it may be considered that loss of the "Leave Event Notification" message can be tolerated at this rate, provided that the SARPs requirements on maximum leave Event Latency at 95 % are met. Therefore, it is assumed not worth implementing a complex "Leave Event Notification" message retransmission mechanism.

A third weakness of this solution, is that it would solve the VDL Mode 2 leave event latency problem only for Package 2 (i.e. Edition 3) airborne and A/G BISs. On this point, the solution proposed to AMCP is better since it allows resolving the problem both for Package 1 and Package 2 ATN systems (provided that the VDL 2 equipment is upgraded to incorporate the AMCP solution)

Finally, the main weakness of this solution relates to security issues: one must ensure that an unauthorised third party cannot disrupt valid VDL Mode 2 subnetwork connections by sending fake "Leave Event Notification" messages to A/G BISs. At the time this document is produced, no satisfactory solutions have been identified to resolve this security problem. It may however be noted that this security problem may possibly already exist at VDL 2 Level, if a way exists for an unauthorised third party to break a VDL Mode 2 subnetwork connection by sending fake DISC frames to a VDL 2 RGS.

3 Detailed description of the solution

3.1 Negotiation of the mechanism

When an A/G router establishes a new subnetwork connection with an aircraft over a mobile subnetwork that does not report the Leave Event in a timely manner, the A/G router inserts a new parameter in the ISH PDU that is uplinked to the aircraft over this mobile subnetwork. This new parameter is proposed to be called the "Leave Event Notification Request" Parameter.

This parameter indicates that the airborne router must send a "Leave Event Notification" message to the A/G BIS, as soon as the subnetwork connection associated with the ISH is lost.

The parameter includes the following information:

1. The A/G BIS Local Subnetwork Identifier: this is an integer in the range [0 255] used locally by the A/G Router to identify the mobile subnetwork among the set of other subnetworks attached to the A/G router.

2. The A/G BIS Local Subnetwork Connectivity Reference: this is a random integer number in the range [0-64K] used locally by the A/G Router to distinguish the current mobile subnetwork connectivity from any previous or future subnetwork connectivity established over the same subnetwork.

On receipt of an ISH including the "Leave Event Notification Request" parameter, the ISSME of the airborne BIS must record the A/G BIS Local Subnetwork Identifier and the A/G BIS Local Subnetwork Connectivity Reference.

3.2 Generation of the "Leave Event Notification" message by the airborne BIS

When the ISSME of the airborne router receives a Leave Event for the subnetwork connections to a ground DTE, it must check whether the ISH previously received from that DTE on that subnetwork included a "Leave Event Notification Request" parameter.

If the parameter was present, then the ISSME generates the "Leave Event Notification message" to the A/G router.

The "Leave Event Notification" message is conveyed in a CLNP DT NPDU created by the ISSME, and the fields of which are set as follows:

· The Destination Address is set to the value of the Network Entity Title (NET) of the A/G BIS. The NET of the A/G BIS can be extracted from the ISH previously received from the A/G BIS on the subnetwork.

· The Source Address is set to the value of the Network Entity Title of the Airborne BIS.

· The Security Parameter is set to indicate 'ATN Systems Management Communications'

· The Priority Parameter is set to 14

· The data part includes the "Leave Event Notification" message, formatted as indicated in the next paragraph.

The "Leave Event Notification" message consists of the following field

· A message header, containing:

1. An "ISSME Protocol Identifier" (1st octet)

2. A message type identifier

3. A version number

4. A checksum

· An exact copy of the "Leave Event Notification Request" parameter that is extracted from the ISH previously received from the A/G BIS on the subnetwork.

3.3 Receipt of the "Leave Event Notification" message by the A/G BIS

On receipt of a "Leave Event Notification" message, the ISSME of the A/G BIS must verify that:

1) The source address of the message is a known mobile adjacent BIS.

2) The message checksum is valid

3) The 'A/G BIS Local Subnetwork Identifier' that is conveyed in the message corresponds to a valid local identifier of a mobile subnetwork

4) The 'A/G BIS Local Subnetwork Connectivity Reference' that is conveyed in the message corresponds to the local reference of one of the mobile subnetwork connections currently established with that adjacent BIS

If any of the above verification fails, the "Leave Event Notification" message must be discarded.

Otherwise, the ISSME must perform the Air/ground Route Termination Procedure (5.3.5.2.13), in the same way as if a true Leave Event had been received from the mobile subnetwork.

4 Necessary changes to the SARPS

The SARPs changes implied by this proposal would be simple: 

1) Add a new paragraph 5.3.5.2.6.5.1

"When the Mobile Subnetwork is known to have long Leave Event Report Latency, the affected ATN Airborne or Air/Ground Router shall include the Leave Event Notification Request parameter, as defined in 5.8, in the options part of the ISH PDU

2) Add a new paragraph 5.3.5.2.7.4

"If a BIS-BIS connection is acceptable, and the received ISH includes a Leave Event Notification Request parameter, then the ISSME shall record the information contained in this parameter, and be prepared to execute the Leave Event Notification procedure, as defined in 5.3.5.2.15, as soon as this BIS-BIS connection is terminated.

3) In section 5.3.5.2.13

· Update Note 1: add a case "c) by the ISSME entity of the remote BIS, when the Leave Event Notification by the remote router has been requested"

· Update Note 2: add the sentence: "When a Leave event is reported by the ISSME entity of the remote BIS, it applies to all subnetwork connections to a given DTE".

4) Add a new paragraph 5.3.5.2.13.6.1

"Additionally, if the ISH previously received from that DTE on that specified subnetwork included a Leave Event Notification Request parameter, then the ISSME shall execute the Leave Event Notification procedure, as defined in 5.3.5.2.15.

5) Add a new section "5.3.5.2.15 Leave Event Notification procedure" where is specified the generation and format of a "Leave Event Notification message", and according to the outline given in section 4.2 of this document.

6) Add a new section "5.3.5.2.16 Reception of a Leave Event Notification Message" where is specified the ISSME behaviour, on receipt of "Leave Event Notification Message", and according to the outline given in section 4.3 of this document.

7) In chapter 8, add a new section "5.8.2.1.7 Encoding of the Leave Event Notification Request" Parameter" where is specified this new ISH parameter format, according to the outline given in section 4.1 of this document.

5 Backward Compatibility issues

The solution presented in this document is backward compatible with Package 1 systems.
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