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Responses to Communiqué from WG1 to WG2


Security Issues





Routing Information Authentication


WG1 developed a security policy position asserting that authentication of routing information should be for IDRP routing exchanges among air-ground and ground BISs only and not between air-ground and airborne BISs.





WG2 reviewed the policy and has the following comments on it.





WG2 agrees that IDRP routing exchanges among ground and air-ground routers require authentication.





Discussion:


WG2 is recognized that a serious denial of service disruption of the ATN service could result from an unauthorized router having succeeded opening an IDRP connection with an ATN router.


While agreeing in principle with the need for authentication, WG2 noted that it is far more difficult (and unlikely) for an unauthorized router to open an IDRP connection with a ground router by simulating another ground router than to open an IDRP connection with an A/G router by simulating the behavior of an airborne router. Ground-ground IDRP connections are established only when both involved ground (or air/ground) routers have been statically configured to recognize each other. By simply comparing with its local configuration, the received NET and SNPA addresses of a router attempting to initiate an IDRP connection, a ground router may authenticate another adjacent router.


On the other hand, A/G BISs are not necessarily configured in advance with the NET and SNPA addresses of all airborne BISs potentially authorized to open a connection with it. A/G BIS therefore lack the configuration information which would allow them to differentiate a valid airborne BIS from a fake one.


WG2 further recognizes the possibility that dynamic discovery of ground routers may be desired in the future and in this case authentication would be absolutely necessary.





WG2 disagrees with the analysis of the danger associated with an (pseudo) airborne router establishing an unsecured routing session with an air-ground router. That analysis indicated that the danger would be limited to denial of service to a single aircraft.





Discussion:


WG2 believes that due to the nature of the routing protocol a router, appearing as an airborne router, could advertise multiple routes. These routes could be individual routes to other aircraft or with shorter NLRI prefix could be general routes to other routers.


Some examples of routes which could be advertised are: ‘all aircraft’ (the route normally advertised by backbone routers only), ‘all aircraft of a given airline’ (the route normally advertised by the Home Routing Domain), and routes to ground locations (e.g. the route to the French ATS Routing Domain Confederation). The unauthorized router could thus present itself in a number of ways. It could identify itself as being a router on the path to the backbone, to any Home RD, or to any ground or mobile RD. This situation could have serious system-wide impact on the ATN by causing denial of service to potentially many aircraft and/or many ground systems.


Note that although the current SARPs preclude a airborne router from acting as a transit routing domain there is nothing in the routing protocol that checks for this. What this means is that a properly configured and operating router will not advertise itself as a transit but if an attack takes place in this fashion there is nothing to stop it. Further, there is indication that this transit routing domain restriction will be removed in the future.





Alternative:


WG2 offers as an alternative to no authentication on the air-ground link, one of asymmetric authentication of IDRP routing exchange. In this case, an air-ground router would be required to authenticate the routing information coming from an airborne router but there would be no requirement for an airborne router to authenticate the routing information coming from the air-ground router. What this would mean in practice is that the airborne router would sign the information with it’s private key. The air-ground router would then have to access the certificate associated with the airborne router to get the public key needed to authenticate the source (although for efficiency this key could then be stored for subsequent use). Consideration must be given to issues such as the transmission of the necessary additional data over the air-ground link, the potential delay associated with the routing session set-up, storage requirements in the avionics and periodic update requirements.





Security issues related to transition Package 1 and Package 2 routers 


WG2 has an additional concern, not specifically raised by WG1 in its communiqué, related to the transition to Package-2. The concern is that a secure system (or domain) could be compromised through advertisement of routes coming from an unsecured system (or domain).  There is a further concern that the ICS portion of SARPs have not defined (to date) a mechanism such as an Object Identifier (OID) to facilitate backwards compatibility (i.e., the ability of a Package 2 router to recognize a Package 1 router. 





There is no guarantee that Package 1 routers will ever transition, much less when they will transition to Package 2.  SARPs mandate that enhancements (i.e., security) must guarantee backwards compatibility.  WG2 therefore considers that, in addition to the authentication mechanisms used between Package 2 systems, other (basic) additional security mechanisms may need to be specified in Package 2 systems for the purpose of increasing the trust these systems have in adjacent Package 1 systems.











2.	BIS Security Certificate Management


WG1 identified three alternative approaches for BISs to receive and manage security certificates. These three alternatives are as a X.500/X.509 users, local site configuration or configured by a systems manager. WG2 agrees these are the only alternatives to be considered and SARPs will be developed with these three alternatives as options.





