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For the purpose of IDRP authentication, only the use of digital signatures.


Both IDRP connection requests and IDRP routing updates will use digital signatures.


For airborne routers, only the down-link IDRP exchanges will be authenticated.


Proposed Solution


For airborne routers:


the aircraft will have a pre-loaded private key.


the certificate will be (at a minimum) aircraft-based.


the router will calculate a digital signature using its private key and place it in the IDRP header.


the router will ignore any value in the authentication field received from an air-ground router.


For air-ground routers:


the air-ground router will authenticate the digital signature on each airborne router exchange based on the retrieved public key.


the air-ground router may obtain the public key through any means available to it including the use of an X.500 look-up or through local caching.


the air-ground router will not digitally sign IDRP exchanges to the airborne router.


For ground-ground BIS routers:


all BIS routers will use authentication.


each BIS will use its private key (pre-loaded) to generate a digital signature for all IDRP exchanges.


each BIS will authenticate the IDRP exchanges by obtaining the public key of the associated BIS and confirming the digital signature.  A BIS can obtain the public keys through several different methods such as X.500 look-up, local cache, or other local means.  The method used is a local matter.
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5.	Guidance Material is needed on obtaining keys, the use of authentication for routers in a single administrative domain, and use of authentication.


Proposed detailed SARPs text is expected before the Utrecht WG 2 meeting.


An investigation as to whether there is a place in the IDRP UPDATE pdu for authentication information is required to ensure that a standard way of protecting these pdus can be used..


