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This flimsy provides a proposed SARPs amendment for the Proposed Defect Report (PDR) 98060006 which has been presented in WG2/WP 457 (Attachment F).
Add the following note to paragraph 5.3.5.1:

Note 6. The ATSC Class assigned to each Air/Ground Subnetwork is known a priori to the Air/Ground Router and communicated to an Airborne Router using IDRP and the Air/Ground Subnetwork Type Security Tag being part of each route uplinked to the Airborne Router. The Air/Ground Subnetwork Type Security Tag distributed on the ground does not include this information. When the optional non-use of IDRP is implemented by the Airborne Router the ATSC Class assigned to each Air/Ground Subnetwork must be known a priori by the Airborne Router.
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ROUTING INFORMATION EXCHANGE SPECIFICATIONtc  \l 1 "ROUTING INFORMATION EXCHANGE SPECIFICATION"
5.8.1  
Introduction
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5.8.1.1
Scope

Note.— This chapter provides requirements and recommendations pertaining to the use of the ISO/IEC 10747 Inter-Domain Routing Protocol over Air/Ground and Ground/Ground Data Links, and the use of ISO/IEC 9542 in support of Route Initiation over Air/Ground Data Links. This chapter is concerned with the interoperability of protocol implementations and provides a compliance statement and APRL for each of the above protocols. It does not specify how Routing Information exchanged using ISO/IEC 10747 is used by Routers when forwarding ISO/IEC 8473 NPDUs, or the application of Routing Policy controlling route aggregation and re-advertisement of routes. These subjects are covered in  5.3.

5.8.1.2
Applicability of Requirements

5.8.1.2.1
All ATN Airborne Routers, with the exception of Airborne Routers implementing the procedures for the optional non-use of IDRP, shall comply with the provisions contained in 5.8.2, 5.8.3, 5.8.3.2.2 to 5.8.3.2.5 inclusive, 5.8.3.2.8 to 5.8.3.2.11 inclusive, 5.8.3.3.2.1, 5.8.3.3.3 and the APRLs specified for an Airborne Router in 5.8.3.4. 

5.8.1.2.2
Airborne Routers implementing the procedures for the optional non-use of IDRP shall be compliant with 5.8.2.

5.8.1.2.3
All ATN Air/Ground Routers shall comply with the provisions contained in 5.8.2, 5.8.3, 5.8.3.2.2 to 5.8.3.2.11 inclusive, 5.8.3.3.2.2, 5.8.3.3.3 and the APRLs specified for an Air/Ground Router in 5.8.3.4.

5.8.1.2.4
All Ground/Ground Inter-Domain Routers shall comply with the provisions contained in 5.8.2, 5.8.3.2.2 to 5.8.3.2.11 inclusive, 5.8.3.3.2.2, 5.8.3.3.3 and the APRLs specified for an Ground/Ground Router in 5.8.3.4.

5.8.2  
End System to Intermediate System Routing Information
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Exchange Protocol (ES-IS) over Mobile Subnetworks
5.8.2.1
General

5.8.2.1.1
ATN Airborne and Air/Ground Routers directly connected to a Mobile Subnetwork (e.g. Mode S, AMSS or VDL) shall operate ISO/IEC 9542 over each such Mobile Subnetwork.

5.8.2.1.2
Configuration Information shall be exchanged by both ATN Air/Ground and Airborne Routers over each Mobile Subnetwork connection supporting an adjacency between them.

5.8.2.2
ATN Protocol Requirements List - ISO/IEC 9542

5.8.2.2.1
An implementation of the ISO/IEC 9542 protocol shall be used in ATN Airborne and Air/Ground Routers, if and only if its PICS is in compliance with the APRL given in Table 5.8-1.

Table 5.8-1 ISO/IEC 9542 - Intermediate System

Item
Protocol Function
Clauses
ISO Status
ATN  Support

CI
Is configuration information supported over the associated subnetwork?
ATN  SARPs

Ref.: 5.8.2 
O
M

RI
Is redirection information supported over the associated subnetwork?
ATN  SARPs

Ref.: 5.8.2
O
OX


Are the following functions supported?




ErrP
Protocol Error Processing
6.13
M
M

HCsV
PDU Header Checksum Validation
6.12
M
M

HCsG
PDU Header Checksum Generation
6.12
O
O

RpCf
Report Configuration
6.2, 6.2.2
CI:M
M

RcCf
Record Configuration
6.3, 6.3.1
CI:M
M

FlCf
Flush Old Configuration
6.4
CI:M
M

RqRd
Request Redirect
6.8
RI:M
OX

CfNt
Configuration Notification
6.7
CI:O
OX

CTGn
ESCT Generation
6.3.2
CI:O
OX

AMGn
Address Mask (only) generation
6.8
RI:O
OX

SMGn
Address mask and SNPA Mask generation
6.8
RI:O
OX


Are the following PDUs Supported?




ESH-r
<r> End System Hello
7.1, 7.5
CI:M
O

ISH-<r>
<r> Intermediate System Hello
7.1, 7.6
CI:O
M

ISH-<s>
<s> Intermediate System Hello
7.1, 7.6
CI:M
M

RD-s
<s> Redirect
7.1, 7.7
RI:M
OX

RD-r
<r> (ignore) Redirect
6.9, 7.1, 7.7
M
M


Are the following PDU fields supported?




FxPt
<s> Fixed Part

<r> Fixed Part
7.2.1, 7.2.7

7.2.1, 7.2.7
M

M
M

M

SA-r
<r> Source Address, one or more NSAPs
7.3.1/2/3
CI:M
M

NET-s
<s> Network Entity Title
7.3.1/2/4
M
M

NET-r
<r> Network Entity Title
7.3.1/2/4
 ISH-r:M
ISH-r:M

DA-s
<s> Destination Address
7.3.1/2/5
RI:M
OX

BSNPA-s
<s> Subnetwork Address
7.3.1/2/6
RI:M
OX

Scty-s
<s> Security
7.4.2
O
O

Scty-r
<r> Security
7.4.2
O
O

Pty-s
<s> Priority
7.4.3
O
O

Pty-r
<r> Priority
7.4.3
O
O

QoSM-s
<s> QOS Maintenance
7.4.4
RI:O
OX

AdMk-s
<s> Address Mask
7.4.5
RI:O
OX

SNMk-s
<s> SNPA Mask
7.4.6
RI:O
OX

ESCT-s
<s> Suggested ES Configuration Timer
7.4.7
CI:O
OX

ESCT-r
<r> (ignore) Suggested ES Configuration Timer
7.4.7
 ISH-r:M
ISH-r:M

OOpt-r
<r> (ignore) unsupported or unknown options
7.4.1
M
M

OOpt-s
<s> Other options

P
P


Parameter Ranges





HTv
What range of values can be set for the Holding Time Field in transmitted PDUs ?
ATN SARPs Ref.: 5.3.5.2.9
M
M
from: 0 seconds

to: 65535 seconds

with a tolerance of: 10%

CTv
If configuration information is supported, what range of values can be set for the Configuration Timer ?
ATN SARPs Ref.: 5.3.5.2.5
CI:M
M
from: 0 seconds

to: 65535 seconds

with a tolerance of: 10%

.__1 In case where IDRP is used over the Air/Ground link, the Holding Time field of transmitted ISH PDUs is preferably set to 65534 seconds as recommended in 5.3.5.2.9. The purpose of this recommendation is to effectively suppress the regular generation of ISH PDUs on the Air/Ground link.

.__2 In case where the procedures for the optional non-use of IDRP are used on the Air/Ground link, the Holding Time field of the transmitted ISH PDUs and the Configuration Timer are set appropriately based on operational experience so that the exchange of ISH PDUs ensures a regular update of the respective FIBs in both the Air/Ground and Airborne Routers, without overloading the Air/Ground link.

5.8.3  
Intermediate System to Intermediate System Inter-Domain
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Routing Information Exchange Protocol
5.8.3.1
General

5.8.3.1.1
With the exception of Airborne Routers that implement the procedures for the optional non‑use of IDRP, ATN Routers shall implement ISO/IEC 10747, including the ATN Specific Features specified in this section, and the APRLs specified in 5.8.3.4.

5.8.3.2
ATN Specific Features

5.8.3.2.1
Purpose of ATN Specific Features

Note.— The ATN Specific Features specified in the following subsections support user requirements concerned with:

1) Ensuring that application data passed over Air/Ground data links conforms with any national and/or ITU restrictions applicable to that Air/Ground data link;

2) Ensuring that a classification scheme can be applied to routes throughout the ATN Ground Environment, reflecting the expected QoS available over each such route;

3) Ensuring that information on Air/Ground subnetwork types that a route passes over is available for determining which route to choose for a given application’s data;

4) Ensuring that changes to routing information that report negative changes (e.g. a downgrading of the classification of a route) are reported in a timely manner.

5.8.3.2.2
Use of the Security Path Attribute

5.8.3.2.2.1
ATN Routers supporting inter-domain routing shall support the IDRP Security Path Attribute with a Security Registration Identifier set to the value defined in 5.6.2.2.6 for the ATN Security Registration Identifier. 

5.8.3.2.2.2
The Security Information provided with a so identified IDRP Security Path Attribute shall consist of zero one or more Security Tag Sets as defined in 5.6.2.2.6. 

5.8.3.2.2.3
The following Security Tag Sets shall be supported:

1) The Air/Ground Subnetwork type, as defined in 5.8.3.2.3.2, and

2) The ATSC Class, as defined in 5.8.3.2.3.3.

5.8.3.2.2.4
Recommendation. — When an ATN Router supports data classified according to a security policy and for the purpose of implementing mandatory access controls, then the ATN Router should also support the security classification Security Tag Set defined in 5.6.2.2.6.
5.8.3.2.2.5
When a route is available over more than one Air/Ground subnetwork type, then a separate Security Tag Set shall be encoded into this field to identify each Air/Ground subnetwork that may support the route. 

5.8.3.2.2.6 When an Air/Ground Subnetwork is restricted to carrying data of only certain traffic types, then the Security Tag Set that identifies that Air/Ground Subnetwork shall enumerate the Traffic Types that may pass over that subnetwork.
5.8.3.2.2.7 When ATN Operational Communications traffic type – Air Traffic Service Communications traffic category is allowed to pass over an Air/Ground Subnetwork, then the Security Tag Set that identifies that Air/Ground Subnetwork shall also indicate the ATSC Class supported by that Air/Ground Subnetwork. 
Note. – The ATSC Class associated with an Air/Ground Subnetwork supporting an adjacency is conveyed to an Airborne Router in the Air/Ground Subnetwork Type Security Tag. This is in order to enable the Airborne router to make the appropriate routing decision when downlinking packets over an air/ground adjacency which is made up of more than one Air/Ground Subnetwork.
5.8.3.2.2.8
At most one ATSC Class Security Tag Set shall be present in a route’s Security Path Attribute.

5.8.3.2.2.9
An ATSC Class Security Tag Set shall not be present when one or more Air/Ground Subnetwork Security Tag Sets are also present, and when none of these Air/Ground Subnetwork Security Tag Sets indicates support of ATN Operational Communications traffic type — Air Traffic Service Communications traffic category. 

5.8.3.2.3
Encoding of the Security Path Attribute Security Information Field

5.8.3.2.3.1
General

5.8.3.2.3.1.1
The Security Path Attribute Security Information Field shall comprise zero, one or more Security Tag Sets as defined in 5.6.2.2.6.

Note.— The Security Tag Set format defined for use with CLNP in 5.6, has been adopted here as a convenient method for the extensible encoding of security related information.

5.8.3.2.3.2
Encoding of the Air/Ground Subnetwork Type Security Tag Set

5.8.3.2.3.2.1
The Tag Set Name of the Air/Ground Subnetwork Type Security Tag Set shall be set to [0000 0101], and the Security Tag shall  always be two octets in length.

5.8.3.2.3.2.2
The first (lowest numbered) octet of the Security Tag shall define the Air/Ground subnetwork type over which the route may be available according to Table 5.8-2.

Table 5.8-2 Air/Ground Subnetwork Type Security Tag Values

Subnetwork Type
Security Tag (1st Octet)

Mode S
0000 0001

VDL
0000 0010

AMSS
0000 0011

Gatelink
0000 0100

HF
0000 0101

5.8.3.2.3.2.3 The second (highest numbered) octet of the Security Tag shall indicate
0 the Traffic Types allowed to pass over the Air/Ground subnetwork identified in the first octet and, 

1 the ATSC Class supported by that Air/Ground subnetwork, if ATN Operational Communications traffic type – Air Traffic Service Communications traffic category is among the permissible traffic types for this Air/Ground Subnetwork. 

5.8.3.2.3.2.4
Bits 0 through 4 of the second octet shall comprise a bit map, where each bit corresponds to a different Traffic Type and setting a bit to one shall indicate that the corresponding traffic type is allowed to pass over the Air/Ground Subnetwork.. 

5.8.3.2.3.2.5
The assignment of bits to Traffic Type shall be according to Table 5.8-3, where bit 0 is the low order bit:

Table 5.8-3 Identification of Permissible Traffic Types

Bit Number
Traffic Type

0
ATN Operational Communications — Air Traffic Service Communications

1
ATN Operational Communications — Aeronautical Operational Control

2
ATN Administrative Communications

3
General Communications

4
ATN Systems Management Communications

5.8.3.2.3.2.6 Except when routes are exchanged from an Air/Ground router to an Airborne router the semantics of bits 5 to 7 shall be reserved and shall always be set to one.

5.8.3.2.3.2.7   When routes are exchanged from an Air/Ground router to an Airborne router and bit 0 of the second octet of the Air/Ground Subnetwork Type Security Tag is set to one, i.e. ATN Operational Communications traffic type – Air Traffic Service Communications traffic category is allowed to pass over the Air/Ground Subnetwork, then bits 5 through 7 of the second octet of the Air/Ground Subnetwork Type Security Tag shall define the ATSC Class supported by the Air/Ground Subnetwork according to Table 5.8-4:

Table 5.8-4 Identification of Supported ATSC Classes in the Air/Ground Subnetwork Type Security Tag Set

Bit 7
Bit 6
Bit 5
ATSC Class Supported by Air/Ground Subnetwork

0
0
0
A

0
0
1
B

0
1
0
C

0
1
1
D

1
0
0
E

1
0
1
F

1
1
0
G

1
1
1
H

Note. – ATSC Class “H” is the lowest and Class “A” is the highest class.
5.8.3.2.3.3
Encoding of the ATSC Class Security Tag Set

5.8.3.2.3.3.1
The Tag Set Name of the ATSC Class Security Tag Set shall be set to [0000 0110] if the associated route is available to both ATSC and non-ATSC traffic.

5.8.3.2.3.3.2
The Tag Set Name of the ATSC Class Security Tag Set shall be set to [0000 0111] if the associated route is available to ATSC traffic only.

5.8.3.2.3.3.3
The Security Tag shall always be one octet in length.

5.8.3.2.3.3.4
If a Security Tag with one of these Tag Set Names is received which is longer than one octet, then all octets after the first octet shall be ignored.

5.8.3.2.3.3.5
When a Security Tag with one of these Tag Set Names is present, the Security Tag shall identify the ATSC Class(es) supported by the route. 

5.8.3.2.3.3.6
The ATSC Class(es) supported shall be identified according to Table 5.8-4, where bit 0 is the low order bit, and setting a bit to one shall indicate that the corresponding ATSC Class is supported. 

5.8.3.2.3.3.7
A bit set to zero shall indicate that the corresponding ATSC Class is not supported.

Table 5.8-5 Identification of Supported ATSC Classes in the ATSC Class Security Tag Set
Bit Number
ATSC Class

0
A

1
B

2
C

3
D

4
E

5
F

6
G

7
H

Note. – ATSC Class “H” is the lowest and Class “A” is the highest class.

5.8.3.2.4
Update of Security Information

5.8.3.2.4.1
The Air/Ground Subnetwork Type

5.8.3.2.4.1.1
When a Route is:

1) advertised by an Air/Ground Router over an adjacency supported by one or more Air/Ground Subnetworks, and

2) contains a Security Path Attribute, and 

3) has the ATN Security Policy Identifier, as the Security Path Attribute’s Security Registration Identifier, then

the Security Path Attribute’s Security Information shall be updated as follows:

1) an Air/Ground Subnetwork Type Security Tag shall be added for each Air/Ground Subnetwork supporting the adjacency and which is not already contained in the Security Information;

2) for each Air/Ground Subnetwork Type Security Tag present in or added to the route, if ITU requirements or local policies restrict the Traffic Types that may pass over that subnetwork, then bits 0 through 4 of the second octet of the security tag shall be modified to set to zero the bits corresponding to each traffic type not supported by that Air/Ground Subnetwork, and to set to one the bits corresponding to each traffic type supported by that Air/Ground Subnetwork.

3) for each Air/Ground Subnetwork Type Security Tag present in or added to the route and indicating ATN Operational Communications traffic type – Air Traffic Service Communications traffic category being among the set of traffic types permissible over that subnetwork, bits 5 through 7 of the second octet of the security tag shall be modified to identify the ATSC Class supported by that Air/Ground Subnetwork.    

When a Route is:

4) received by an Air/Ground Router over an adjacency supported by one or more Air/Ground Subnetworks, and

5) contains a Security Path Attribute, and 

6) has the ATN Security Policy Identifier, as the Security Path Attribute’s Security Registration Identifier, then

the Security Path Attribute’s Security Information shall be updated as follows:

4) an Air/Ground Subnetwork Type Security Tag shall be added for each Air/Ground Subnetwork supporting the adjacency and which is not already contained in the Security Information;

5) for each Air/Ground Subnetwork Type Security Tag present in or added to the route, if ITU requirements or local policies restrict the Traffic Types that may pass over that subnetwork, then bits 0 through 4 of the second octet of the security tag shall be modified to set to zero the bits corresponding to each traffic type not supported by that Air/Ground Subnetwork, and to set to one the bits corresponding to each traffic type supported by that Air/Ground Subnetwork

6) for each Air/Ground Subnetwork Type Security Tag present in or added to the route, bits 5 through 7 of the second octet of the security tag shall be set to one.

Note.— According to the procedures specified in 5.3.5.2.12 for the optional non-use of IDRP over an air-ground data link, this update of the Security information also includes routes which have been originated by an Air/Ground router on behalf of an Airborne router not implementing IDRP.

5.8.3.2.4.1.2
When a route containing one or more Air/Ground Subnetwork Type Security Tags is advertised over an adjacency that supports only ATSC traffic, the Air/Ground Subnetwork Type Security Tags shall be updated such that the second octet of the security tag shall be modified to set to zero the bits corresponding to all Traffic Types other than ATSC.

5.8.3.2.4.1.3
Any Air/Ground Subnetwork Type Security Tags with bits 0 through 4 set to zero in the second octet shall be removed from the route.

5.8.3.2.4.1.4
If all Air/Ground Subnetwork Type Security Tags present have bits 0 through 4 of the second octet set to zero, then the route shall not be advertised over this adjacency.

5.8.3.2.4.2
The ATSC Class

5.8.3.2.4.2.1
When a route is advertised to an adjacent BIS, then:

1) if the route has been originated by an Air/Ground Router according to the procedures for the optional non-use of IDRP (as specified in 5.3.5.2.12), and the adjacency with the Airborne Router is over at least one Air/Ground Data Link approved for ATSC use, then an ATSC Class Security Tag shall be added to the route identifying the ATSC Class(es) supported by the adjacency with that Airborne Router;

2) if the route had been received from an Airborne Router by an Air/Ground Router and the adjacency with the Airborne Router is over at least one Air/Ground Data Link approved for ATSC use, then an ATSC Class Security Tag shall be added, replacing any that may already be present, identifying the ATSC Class(es) supported by the adjacency with that Airborne Router;

3) if the route

1)
has been originated locally (i.e. within the same Routing Domain), by a Router other than an Airborne Router, and

2)
is to be advertised to an adjacent BIS over an adjacency supported by one or more subnetworks approved for ATSC traffic, then

an ATSC Class security tag shall be added to the route identifying the ATSC Class(es) supported by the adjacency;

Note.— In the case of an Airborne Router, the ATSC Class is inserted by the Air/Ground Router (see case (b) above), and this avoids an Airborne Router having to know which Air/Ground data links are approved for ATSC use.

4) if the route

1)
has been received from another BIS, and

2)
is to be advertised to an adjacent BIS over an adjacency supported by one or more subnetworks approved for ATSC traffic, and

3)
has an ATSC Class security tag that is higher than the ATSC Class that the System Administrator has specified as being supported by the adjacency, then

the ATSC class of the route shall be downgraded, as specified below, to the ATSC Class supported by the adjacency.

5) if the route 

1)
has been received from another BIS and

2)
is to be advertised to an adjacent BIS over an adjacency supported by subnetworks that are not approved for ATSC Traffic, then

the ATSC Class security tag shall be removed from the route before it is advertised to the adjacent BIS.

5.8.3.2.4.2.2
When an ATSC Class Security tag is added to a route, then the value of the Tag Set Name shall be set according to 5.8.3.2.3.3 and depending upon whether the adjacency has been specified to support ATSC traffic only or both ATSC and non-ATSC traffic.

5.8.3.2.4.2.3
When the ATSC Class Security Tag indicating support for both ATSC and non-ATSC traffic is updated then the Tag Set Name shall be changed to that indicating support for ATSC only traffic if the adjacency is specified to support only ATSC traffic.

5.8.3.2.4.2.4
In all other cases, the ATSC Class Security Tag Name shall not be modified.

Note.— The Tag Set Name is set to [0000 0110] when both ATSC and non-ATSC traffic is supported, and to [0000 0111] when only ATSC traffic is supported.

5.8.3.2.4.2.5
When the ATSC Class is downgraded, the ATSC Class Security Tag Set shall be modified such that all bits indicating support for an ATSC Class higher than that supported by the local policy shall be set to zero, and the bit corresponding to the highest ATSC Class supported by local policy shall be set to one. All remaining bits shall be unaffected.

5.8.3.2.4.2.6
An ATSC Class Security Tag shall not be present in a route’s security information, if an Air/Ground Subnetwork Security Tag is also present indicating that the Air/Ground Subnetwork does not support ATSC Traffic.

5.8.3.2.4.2.7
When an ATSC Class Security Tag indicating support for ATSC only is present in a route, an Air/Ground Subnetwork Security Tag when present in the same route shall not indicate support for any traffic type other than ATSC.

5.8.3.2.4.3
The Security Classification

5.8.3.2.4.3.1
When it is required by the local Security Policy that:

1) the router supports classified data, and

2) a route is advertised to an adjacent BIS, and

3) the highest level of protection offered by the subnetworks supporting the adjacency is lower than that reported by a Security Classification Security Tag,

then that Security Tag shall be replaced by a Security Classification Security Tag reporting the highest protection offered by those subnetworks, as specified in the applicable security policy.

5.8.3.2.5
Route Selection

Note.— ISO/IEC 10747 clause 7.16.2 permits a Loc-RIB that is identified by a RIB_Att containing the Security Path Attribute, to contain more than one route to the same NLRI, provided that those routes provide the same level of protection.

5.8.3.2.5.1
When the Security Registration Identifier in the IDRP Security Path Attribute is the ATN Security Registration Identifier, and when no security classification is present in the route’s security information, then all such routes shall be assumed to offer the same level of protection.

Note.— The purpose of this statement is to permit, within the limitations imposed by ISO/IEC 10747, the existence in the Loc-RIB of multiple routes to the same aircraft which differ in the security related information.

5.8.3.2.5.2
During the Phase 2 Routing Decision process, when:

1) two or more routes to the same or overlapping destination are found in the Adj‑RIB‑Ins identified by a RIB_Att that includes the Security Path Attribute, but which differ in the security information contained in their security path attribute, then all such routes shall be selected and copied to the corresponding Loc-RIB.

2) two routes are found in the Adj-RIB-Ins identified by a RIB_Att that includes the Security Path Attribute, which differ in the security information contained in their security path attribute, and when the NLRI of the less preferable route is a proper subset of the NLRI of the more preferable route, then only the more preferable route shall be copied to the corresponding Loc-RIB. Otherwise, both such routes shall be copied to the corresponding Loc-RIB.

5.8.3.2.6
Route Aggregation and Route Information Reduction

5.8.3.2.6.1
General

5.8.3.2.6.1.1
ATN Routers shall implement the procedures for Route Aggregation and Route Information Reduction when required to do so according to 5.8.3.4.2.

.__1 Route Aggregation is defined by ISO/IEC 10747 as a procedure for the merging or aggregation of two routes in order to form a single replacement route. Route Aggregation may be applied as the result of a Routing Policy decision in order to reduce the routing information advertised to an adjacent Router. It is also necessary to aggregate two routes in the same Loc-RIB and with identical NLRI prior to being advertised to an adjacent Router. This latter case of Route Aggregation is automatic, not subject to Routing Policy, and necessary for the proper dissemination of routing information.

.__2 Route Information Reduction is defined by ISO/IEC 10747 as a procedure for replacing two or more NSAP Address Prefixes in a route’s NLRI by a single shorter NSAP Address Prefix. The decision on when to apply Route Information Reduction is also subject to Routing Policy and is typically associated with the application of Route Aggregation when applied as a result of Routing Policy.

5.8.3.2.6.2
Policy Based Route Aggregation

5.8.3.2.6.2.1
Recommendation.— An Air/Ground Router should aggregate all routes to destinations in Routing Domains in its own ATN Island, other than those to destinations in its own Routing Domain.
5.8.3.2.6.2.2
Recommendation.— An Air/Ground Router should aggregate all routes to destinations in ATN Islands, other than those to destinations in its own ATN Island.
5.8.3.2.6.2.3
Recommendation.— ATN Ground/Ground Routers should perform Route Aggregation and Route Information Reduction on routes to ground destinations, in line with local policy requirements for reducing the amount of routing information distributed within the ATN Ground Environment.
Note.— The need for this will be determined according to local topology and NSAP Address Assignment and is outside of the scope of this specification. However, this feature is a necessary condition for the development of a large scale and scaleable internet. 

5.8.3.2.6.2.4
The selection of candidate routes for aggregation shall be performed separately for each adjacent BIS according to a filter on each route’s destination, with a combination of inclusion and exclusion filters. 

Note.— For example, filters might be applied in order to select all routes to NSAP Address Prefixes within the local ATN Island, while excluding those to the local Administrative Domain.

5.8.3.2.6.3
Aggregation of Routes in the Same Loc-RIB with Identical NLRI

5.8.3.2.6.3.1
When two or more routes exist in the same Loc-RIB which have identical NLRI, then such routes shall be aggregated after the application of local policy rules that select routes for re-advertisement to each adjacent BIS.  

5.8.3.2.6.3.2
Such routes shall be consequently copied to the associated Adj-RIB-Out. 

5.8.3.2.6.3.3
For each adjacent BIS, the resulting aggregated route shall be inserted into the associated Adj-RIB-Out.

5.8.3.2.6.3.4
In order to aggregate such routes, an ATN Router shall apply one of the following two strategies:

1) True Route Aggregation: the routes are aggregated according to ISO/IEC 10747 route aggregation procedures and the procedures for aggregation of the security path attribute specified in 5.8.3.2.6.4 below.

2) Route Merging: the routes are merged by arbitrarily selecting one of these routes and updating its security path attribute to the value that would have resulted had the routes been aggregated, as above. The selected route with its updated security path attribute is then the result of the merging procedure.

.__1 The former of the two strategies is preferred.

.__2 The second strategy has been introduced as an interim measure to simplify initial implementations. However, this second strategy leads to a situation where routing decisions based on RD_PATH information cannot be performed, as this information is lost in the merging process. The second strategy may therefore be deleted in a later revision of these SARPs.

.__3 Whenever local policy rules that select routes for advertisement to adjacent BISs select different combinations of routes from the same Loc-RIB and with identical NLRI, for advertisement to different adjacent BISs, then the Route Aggregation or Merging procedure has to be carried out separately for each Adj-RIB-Out. For each Adj-RIB-Out, only those routes which are eligible for advertisement to the corresponding BIS will be input to the merging/aggregation procedure. For example, a route may not be eligible for advertisement to an adjacent BIS due to distribution restrictions or a potential route loop recognised from the RD_PATH information.

.__4 An aggregated route resulting from these procedures may also be aggregated with other routes in an Adj-RIB-Out, due to the application of local policy rules.

5.8.3.2.6.4
Aggregation of the Security Path Attribute Information Field

5.8.3.2.6.4.1
General

5.8.3.2.6.4.1.1
ATSC and non-ATSC routes with dissimilar NLRI shall not be aggregated.

.__1 An ATSC Route is a route containing an ATSC Class Security Tag in its Security Path Attribute.  A non-ATSC Route is similarly a route that does not contain an ATSC Class Security Tag in its Security Path Attribute.

.__2  Two possible strategies for aggregating such routes were considered.  However, neither gave a satisfactory outcome.  This is because the aggregated route must either be identified as an ATSC route, or a non-ATSC route.  If the aggregated route is identified as a non-ATSC route, then this would result in ATSC routes being “hidden” when aggregated with non-ATSC routes.  On the other hand, if the aggregated route is identified as an ATSC route, then this would result in a situation where an aggregated route that was apparently approved for ATSC Traffic, included a destination which could not be reached over a path that was approved end-to-end for ATSC Traffic.  This runs the risk of creating a “black hole” for ATSC Traffic.

5.8.3.2.6.4.1.2
Similarly, routes available to ATSC traffic only and routes available to both ATSC and non-ATSC traffic with dissimilar NLRI shall not be aggregated.

5.8.3.2.6.4.1.3
Otherwise, the aggregation rules for the security information field contained in security path attributes that include the ATN Security Registration Identifier shall be as follows.

5.8.3.2.6.4.2
Air/Ground Subnetwork Type Security Tag

5.8.3.2.6.4.2.1
The aggregated security path attribute shall comprise each air/ground subnetwork type security tag contained in the security path attribute of the component routes.

5.8.3.2.6.4.2.2
However, when an air/ground subnetwork type security tag for the same air/ground subnetwork type occurs in more than one component route, then these shall be combined by a logical “OR” of the second octet of the Air/Ground Subnetwork type security tags.

5.8.3.2.6.4.2.3
Only a single air/ground subnetwork type security tag for each distinct air/ground subnetwork type shall be present in the aggregated route.

5.8.3.2.6.4.3
ATSC Class Security Tag

5.8.3.2.6.4.3.1
General

5.8.3.2.6.4.3.1.1 
If an ATSC Class Security Tag is not present in any component route, then the aggregated route shall not contain an ATSC Class Security Tag.

5.8.3.2.6.4.3.2
Non-Identical NLRI in Component Routes

5.8.3.2.6.4.3.2.1 
If the NLRI of the component routes is not identical then, when an ATSC Class security tag with the same Tag Set Name occurs in all component routes the aggregated route shall contain an ATSC Class security tag with the same Tag Set Name.

5.8.3.2.6.4.3.2.2 
The ATSC Class of the aggregated route shall be the lowest ATSC Class of the aggregated route’s component routes, indicated by setting the value of the corresponding bit in the security tag value to one.
5.8.3.2.6.4.3.2.3 
All the other bits in this tag shall be set to zero.

5.8.3.2.6.4.3.3
Identical NLRI in Component Routes

5.8.3.2.6.4.3.3.1 
If the NLRI of the component routes is identical then, when an ATSC Class security tag occurs in one or more component routes then the aggregated route shall contain an ATSC Class security tag.

5.8.3.2.6.4.3.3.2 
If an ATSC Class Tag Set occurs in all component routes and the ATSC Class Tag Set Names in all such tag sets are identical, then the Tag Set Name of the aggregated route shall be the same as in the component routes.

5.8.3.2.6.4.3.3.3 
If the ATSC Class Tag Set Names in the component routes are different, or one or more component routes do not include an ATSC Class Security Tag, then the ATSC Class Security Tag Set in the aggregated route shall use the Tag Set Name that indicates that the route is available for both ATSC and non‑ATSC traffic.

Note.— This Tag Set Name is defined by 5.8.3.2.3.3.1 to take the value [0000 0110]. 

5.8.3.2.6.4.3.3.4 
The ATSC Class of the aggregated route shall be formed by a logical ‘OR’ of the encoded representation of the supported ATSC Class in each of the aggregated route’s component routes that contains an ATSC Class security Tag.

5.8.3.2.6.4.3.3.5 
If none of the component routes contains an ATSC Class security tag, then the aggregated route shall not contain an ATSC Class security tag.

