
   
















ATNP/WG2/Flimsy 05

Aeronautical Telecommunication Network Panel (ATNP)

Working Group 2 

Meeting 22

August 21-23, 2000

Berlin, Germany

Proposed Changes to Sub-Volume V

for

IDRP Authentication 

Presented by Tom McParland

Summary

The attached flimsy contains proposed changes to Sub-Volume V for IDRP authentication in response to validation defect reports. 

1.   
FAA_IDRP_FVE_100-01 - Support for Point Compression
The defect report is that the public key sub-field does not allow for elliptic curve point compression.  The most recent version (1.1) Sub-Volume VIII requires that point compression always be used (re: 8.5.3.3) 

As a resolution to this defect report, it is recommended that the requirement and associated note of 5.8.3.2.10.3.1.7.6  be modified to read:

5.8.3.2.10.3.1.7.6
The Public Key sub-field shall contain a 22-octet public key.

Note. - The public key is in compressed form 02||x or 03||x where x is the first coordinate of an elliptic curve point as defined in 8.5.1.

In addition, the octet numbers for the Public Key sub-field in Figure 5.8-6 should be modified from “3 … 45” to “3 … 24”

2.   
FAA_IDRP_FVE_100-03 - Requirement detail for setting value in Validation Pattern field
The defect report is that insufficient detail is provided in specification of the setting of the Validation Pattern field, i.e., it is not clear whether the HMAC is applied to the BISPDU including the Validation Pattern field.

As a resolution to this defect report, it is recommended that requirement 5.8.3.2.10.3.2.1 be modified to read:

5.8.3.2.10.3.2.1
For Authentication Type 2, the low order portion of IDRP Validation Pattern field shall contain the Tag resulting from application of the ATN Keyed Message Authentication Code Generation Primitive as specified in 8.5.6.2.1 to the entire BISPDU with all bits of the Validation Pattern field initially set to 0.

3.   
FAA_IDRP_FVE_101-01 – No explicit requirement to perform type 1 authentication on an OPEN PDU. 
The defect report is that there is not an explicit requirement to perform type 1 authentication on an OPEN PDU when the authentication code field is set to 2.  Note that section 5.8.3.2.10.2.1.4 requires that it be generated and ISO/IEC 10747 requires that BISPDUs be discarded in the event that verification fails as is indicated by the note in 5.8.3.2.10.2.6.5

As a resolution to this defect report, it is recommended that that a new requirement be inserted as requirement 5.8.3.2.10.2.6.1 and that the extant requirements in this section be renumbered.  The new requirement is as follows:

5.8.3.2.10.2.6.1
When an ATN Router receives an OPEN PDU with the Authentication Code field set to 2, then it shall validate the Validation Pattern field according to clause 7.7.1 of ISO/IEC 10747.

4. P3DR M0020022 

P3DR M0020022 was only partially resolved during WG2 meeting 21 (re: flimsy 2).   The field sizes in figure 5.8-8 can now be specified based on the size of actual compressed certificates generated as a Sub-Volume VIII validation exercise using elliptic curve point compression. This exercise determined that the actual size of a compressed ATN Router certificate is 124 octets and the size of a compressed ATN CA certificate is 119 octets.  Accordingly the following modifications are proposed.

In figure 5.8-8 change octet numbers:

a. of the ATN Router Certificate sub-field from “Octet 1 … 113” to “Octet 1 … 124”

b. of the Number of CA Certificates sub-field from “114” to “125”

c. of the CA Certificate 1 sub-field from “115 … 241” to “126 … 244”

In addition, the note for figure 5.8-8 should be changed:

Note. – Each CA certificate in Figure 5.8-8 above is 119 octets long.

5. Alignment with Sub-Volume VIII section numbers.

In order to align with version 1.1 of Sub-Volume VIII for compressed certificate definition, the following changes should be made.

In requirement 5.8.3.2.10.3.1.8.5 change “8.4.3.3.3” to “8.4.3.2”

In requirement 5.8.3.2.10.3.1.8.7 change “8.4.3.3.1” to “8.4.3.2”
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