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�
Introduction


At the recent ATNP/WG2 meeting in Munich (24-28/6/96), WG3 stated the following requirements:


Strong QoS shall be applied in support of Operational Traffic Type and ATSC Traffic Category. That is, an NPDU marked ATSC Traffic Type shall be discarded if it cannot be transferred over an ATSC Route.


There is a requirement for the capability for ATSC-only routes. For both air-ground and ground-ground paths, a path may be marked for ATSC-only, or non-ATSC-only, or both.


The first requirement is already satisfied by the ATN Internet SARPs. However, the second requirement is not current met, and no decision was made as to how this requirement should be met. Two approaches were put forward, suggesting that either that the requirement should be handled as a local matter by router configuration, or the SARPs should be changed to add the required route semantic.


This paper has been prepared to analyse the alternatives and to make any necessary change proposal to the SARP. However, the paper starts by reviewing the current specification contained in version 6.0 of the draft SARPs.


Introduction to Issue 1.0 revision 2


This revision of the document provides the CP material in support of new DR submitted in relation to ATSC only routes. The choice has been made to provide a compound CP attachment in order to guarantee that changes are consistently made on SARPs text, e.g. paragraph numberings.


For this reason, all changes made since revision 1 are outlined with revision marks.





The Current Situation


Route Categories


The ATN Internet SARPs currently specify that the Security Information contained within an IDRP Security Path Attribute is used to convey information about the type of traffic that a route can carry and the Air/Ground Subnetworks that the route may pass over, and that this is done through two Security Tags:


The Air/Ground Subnetwork Security Tag


The ATSC Class Security Tag.


The actual use of each tag is described below. However, as far as ground-ground adjacencies are concerned, whether the adjacency supports ground-ground routes or is part of a path for an air/ground route, there are currently, only two possible ways to label a route supported by the adjacency. These are:


The route is not available to ATSC Traffic.


The route is available to both ATSC and non-ATSC traffic and, for ATSC Traffic, the route has a given ATSC Class.


There is no way to specify that a route is available to ATSC Traffic only.


The Air/Ground Subnetwork Security Tag


This tag is added to a route’s security path information, whenever a route passes over an Air/Ground Data Link. The tag records the type of air/ground data link (e.g. Mode S, AMSS, etc.) and the traffic types of data that can pass over the data link (e.g. ATSC, AOC, etc.). If more than one type of Air/Ground Data Link concurrently supports access to the same aircraft, then a tag is added for each such data link.


This Security Tag is used:


to support the AOC user routing policy requests. These allow an application to specify which Air/Ground subnetwork type, out of those available, is used to convey the data, between air and ground. Such requests are also handled in a “strong” manner. That is, if the requested Air/Ground subnetwork type is not available, then the data is discarded.


to avoid data of a given traffic type and addressed to an airborne system, being routed to an Air/Ground Data Link that does not support the uplink of data of that type.


This Security Tag will only be found in routes to aircraft. It is never present in routes to ground destinations except in an Airborne Router. This includes routes that will be used by data that originated in an aircraft, has been downlinked to an Air/Ground Router, and is now in the ground portion of its journey. It cannot therefore be used as a general mechanism for determining the traffic types of data that may pass over a given route.


The ATSC Class Security Tag


This tag is added to a route when that route has been approved for ATSC data, and, additionally, identifies the ATSC Class supported. The tag is added when a route is created. It can be removed, or the ATSC Class reduced, but it can never be added to an existing route, nor can the ATSC Class be increased. The actual encoding of the ATSC Class is a bit-map, so that when routes to the same destination are aggregated, all supported ATSC Classes can be identified in the aggregated route. 


This tag is used to support ATSC User specified routing policy requests. When data has a traffic type of ATSC it can only be routed over an ATSC approved route, and this requirement is met by only forwarding such data over a route with an ATSC Class Security Tag present. Furthermore, when more than one possible route is available, the route is chosen that either:


Supports the same ATSC Class as indicated in the data’s security label; or, if no such route can be found


Supports a higher ATSC Class ; or, if no such route can be found


Supports a lower ATSC Class.


The route is always available to non-ATSC data irrespective of the presence of this tag.


Meeting the WG3 Requirement


Two approaches have been proposed. The first proposes no change to the above specification, and that the “ATSC only” semantic is implemented through purely local routing decisions. The second proposes a second variant of the security tag described in � REF _Ref364043417 \n �2.1.2� above, in order to provide an “ATSC only” semantic for ground segments of a route.


The Network Configuration Solution


In this approach, each Router is assumed to know a priori whether a given adjacency is available for ATSC, or non-ATSC traffic, or both. As each CLNP PDU has its traffic type identified in the PDU header, it is therefore possible to implement a purely local policy whereby some adjacencies, or individual data links, are identified as ATSC only, and PDUs are only ever forwarded over such adjacencies, or data links, if their CLNP header identifies their Traffic Type  as ATSC. However, as described below, there are global implications of the scheme, even though the implementation is local.


� REF _Ref363985014 \* MERGEFORMAT �Figure 3-1� illustrates a simple network of Routers, containing a single adjacency marked as ATSC only, with all other adjacencies being available to all traffic types. Router ‘B’ may receive a route generated by Router ‘E’ via either Router ‘C’ or Router ‘D’, and typically such a route will be received from both. In each case, the route will be marked as available for both ATSC and non-ATSC traffic, as there is no other suitable semantic. Typically, one of these two routes will be selected and advertised to Router ‘A’.
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Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC \r 1 �1� Impact of an ATSC only Route


A priori, Router ‘B’ knows that the adjacency to Router ‘C’ is only available for ATSC traffic. Therefore, when a CLNP PDU arrives from Router ‘A’, and addressed to a system served by Router ‘E’, and its traffic type is not ATSC, that PDU will be forwarded to Router ‘D’. When a CLNP PDU arrives from Router ‘A’, addressed to a system served by Router ‘E’, and that PDU is marked as ATSC, then it may be forwarded to either Router ‘D’ or Router ‘C’. Typically, Router ‘B’ would be expected to prefer the adjacency with Router ‘C’ for such traffic. However, what happens should the route via Router ‘D’ be lost.


The route to Router ‘E’ still exists via Router ‘C’. However, this route is only available to ATSC traffic, and, in this scheme, there is no mechanism for informing Router ‘A’ explicitly of that restriction. 


In this situation, Router ‘B’ has two possible strategies. It may either withdraw the route to Router ‘E’ from Router ‘A’, or it may continue to advertise it as a route available to both non-ATSC and ATSC traffic. If it takes the former approach, then communication may be lost for ATSC traffic even though a route clearly exists. If it takes the latter approach, then any non-ATSC traffic sent from ‘A’ to ‘B’ will be discarded by Router ‘B’, as it cannot send it over the ATSC only path. This will not be an issue if this was anyway the only route from ‘A’ to ‘E’, but if another less preferable route was available, the fact that ‘B’ was continuing to advertise the route prevents the less preferable route from being used and a network “black hole” has been created.


Neither approach leads to a desirable outcome. If an alternative route for non-ATSC traffic from ‘A’ to ‘E’ did exist, then another strategy may be to configure Router ‘A’ so that it considers the adjacency to ‘B’ to be a priori ATSC only. However, this denies the availability of the route via Router ‘D’ to non-ATSC traffic. Such an approach is really the partitioning of the ATN into ATSC only and non-ATSC parts as the effect of a single ATSC only adjacency is to force many other adjacencies to all be labelled as ATSC only. It is also a considerable complication for network configuration as “local policy” becomes affected by a priori knowledge about the existence of ATSC only adjacencies downstream of a router and the possibility of alternative routes for non-ATSC traffic, and is not just a purely local decision based on knowledge of local restrictions.


It should also be noted that, in the ATN, the existence of alternative routes is a very real possibility given that aircraft may well have concurrent air/ground connections to multiple ground stations for reasons of availability, application requirements and traffic restrictions on certain air/ground networks. This issue cannot therefore be ignored.


The New Security Tag Solution


The WG3 requirement is not currently met because the existing ATSC Class Security Tag only permits route semantics of non-ATSC or both ATSC and non-ATSC to be applied to routes. This is essentially an oversight based on incomplete knowledge of the user requirement. The WG3 requirement can be met by adding an ATSC only semantic to this Security Tag.


The simplest way to do this is to add a flag bit to the tag’s value field indicating whether or not the associated route is also available to non-ATSC traffic. However, a change of this nature will affect existing implementations and, in order not to destabilise existing validation activities, it is proposed to amend the specification of the ATSC Class Security Tag set, such that the Tag Set Name may take either of two values. The existing value ([0000 0110]) is used when the associated route is available to both ATSC and non-ATSC traffic, while a new value ([0000 0111]) is used when the associated route is available to ATSC traffic only. It should be noted that this approach effectively puts the ATSC/both bit in the Tag Set Name rather than the value field.


To implement this change, there needs to be complementary changes to the Route Aggregation rules for the ATSC Class Security Tag and the Forwarding Rules. The following changes are proposed to version 6.0 of the draft SARPs.


Proposed change to section 5.8.3.2.3.3


The following change defines the new Tag Set Name.


5.8.3.2.3.3.1 The Tag Set Name of the ATSC Class Security Tag Set shall be set to [0000 0110] if the associated route is available to both ATSC and non-ATSC traffic.


5.8.3.2.3.3.2 The Tag Set Name of the ATSC Class Security Tag Set shall be set to [0000 0111] if the associated route is available to ATSC traffic only.


5.8.3.2.3.3.3 The Security Tag shall always be one octet in length. 


5.8.3.2.3.3.4  If a Security Tag with one of thesethis Tag Set Names is received which is longer than one octet, then all octets after the first octet shall be ignored.


5.8.3.2.3.3.5 When athis Security Tag with one of these Tag Set Names is present, the Security Tag shall identify the ATSC Class(es) supported by the route. 


5.8.3.2.3.3.6 The ATSC Class(es) supported shall be identified according to Table 5.8-4, where bit 0 is the low order bit, and setting a bit to one shall indicate that the corresponding ATSC Class is supported. 


5.8.3.2.3.3.7 A bit set to zero shall indicate that the corresponding ATSC Class is not supported.


Proposed Revisions to section 5.8.3.2.4.1


Add at the end of the section:


5.8.3.2.4.1.2 When a route containing one or more Air/Ground Subnetwork Tags is advertised over an adjacency that supports only ATSC traffic, the Air/Ground Subnetwork Tags shall be updated such that the second octet of the security tag shall be modified to set to zero the bits corresponding to all Traffic Types other than ATSC.


5.8.3.2.4.1.3 Any Air/Ground Subnetwork Security Tags with a second octet that is all zeroes shall be removed from the route.


5.8.3.2.4.1.4 If all Air/Ground Subnetwork Security Tags present have a zero second octet then the route shall not be advertised over this adjacency.


Proposed Revisions to section 5.8.3.2.4.2


Add the following new text before the existing 5.8.3.2.4.2.2:


5.8.3.2.4.2.2 When an ATSC Class Security tag is added to a route, then the value of the Tag Set Name shall be set according to 5.8.3.2.3.3 and depending upon whether the adjacency has been specified to support ATSC traffic only or both ATSC and non-ATSC traffic.


5.8.3.2.4.2.3 When the ATSC Class Security Tag indicating support for both ATSC and non-ATSC traffic is updated then the Tag Set Name shall be changed to that indicating support for ATSC only traffic if the adjacency is specified to support only ATSC traffic.


5.8.3.2.4.2.4 In all other cases, the ATSC Class Security Tag Name shall not be modified.


Note: The Tag Set Name is set to [0000 0110] when both ATSC and non-ATSC traffic is supported, and to [0000 0111] when only ATSC traffic is supported.


Renumber existing 5.8.3.2.4.2.2 and .3 as 5.8.3.2.4.2.5 and .6.


Add after newly renumbered 5.8.3.2.4.2.6:


5.8.3.2.4.2.7 When an ATSC Class Security Tag indicating support for ATSC only is present in a route, an Air/Ground Subnetwork Security Tag when present in the same route shall not indicate support for any  traffic type other than ATSC.


Proposed Change to 5.8.3.2.6.4.1


It is proposed to insert the following new requirement before the existing 5.8.3.2.6.4.1.2:


5.8.3.2.6.4.1.2 Similarly, ATSC only and routes with dissimilar NLRI and available to both ATSC and non-ATSC traffic with dissimilar NLRI shall not be aggregated.


Proposed Change to 5.8.3.2.6.4.3.2.1


5.8.3.2.6.4.3.2.1If the NLRI of the component routes is not identical then, when an ATSC Class security tag with the same Tag Set Name occurs in all component routes the aggregated route shall contain an ATSC Class security tag with the same Tag Set Name.


Proposed Change to 5.8.3.2.6.4.3.3


It is proposed to insert the following new requirements before the existing 5.8.3.2.6.4.3.3.2


5.8.3.2.6.4.3.3.2 If an ATSC Class Tag Set occurs in all component routes and the ATSC Class Tag Set Names in all such tag sets are identical, then the Tag Set Name of the aggregated route shall be the same as in the component routes.


5.8.3.2.6.4.3.3.3 If the ATSC Class Tag Set Names in the component routes are different, or one or more component routes do not include an ATSC Class Security Tag, then the ATSC Class Security Tag Set in the aggregated route shall used the Tag Set Name that indicates that the route is available for both ATSC and non-ATSC traffic.


Note: This Tag Set Name is defined by 5.8.3.2.3.3.1 to take the value [0000 0110].


Proposed Changes to 5.3.2.2


A number of minor changes are necessary to the forwarding rules for General Communications, AOC and Administrative Communications, in order to prohibit the forwarding of such data over routes that are ATSC only. The proposed changes are as follows:


To 5.3.2.2.2.1:


5.3.2.2.2.1 When a CLNP NPDU is received by an ATN Router and that NPDU does not contain a Security Parameter in the PDU Header then that NPDU shall be forwarded over the route, if present, that either:


contains a security path attribute comprising the ATN Security Registration Identifier and security information that does not contain an ATSC Class Security Tag indicating support for only ATSC traffic, and comprises:


either an Air/Ground Subnetwork Security Tag that has “General Communications” in its set of permissible Traffic Types, or


no Air/Ground Subnetwork Security Tag,


or


2.	does not contain any security path attribute.


It is proposed to append the following text to the end of 5.3.2.2.3.3.1.1, 5.3.2.2.3.3.32.1, 5.3.2.2.3.3.3.1, 5.3.2.2.3.4.1


and which does not contain an ATSC Class Security Tag indicating support for only ATSC traffic.


Proposed Changes to 5.3.7.1.3.1


It is proposed that the last sentence of paragraphs 5.3.7.1.3.1.c), 5.3.7.1.3.1.d) and 5.3.7.1.3.1.f) should be replaced by: “The Security Path attribute shall contain an ATSC Class Security Tag indicating support for both ATSC and non-ATSC traffic, and for all ATSC classes supported for Air/Ground data interchange, if any.”





Impact of Proposed Changes


The proposed changes to chapter 5.3 are to enforce the simple rule that traffic types other than ATSC and Systems Management are prohibited from being forwarded over ATSC only routes. Such rules would also have to be implemented with the kind local policy solution that was described in � REF _Ref364054305 \n �3.1� above.


The proposed changes to chapter 5.8, first define the additional new value for the ATSC Class Security Tag Type, and then define how it is updated and aggregated. The update rules are intended to specify that a route that passes over an adjacency that only supports ATSC traffic will have its ATSC Class Security Tag changed to reflect this semantic, if they do not do so already.


On the other hand, the revised aggregation rules, first prohibit the aggregation of a route with the ATSC only semantic and non-identical NLRI with routes that convey other traffic types for reasons that have been discussed in earlier defect reports. When the NLRI is identical, an ATSC only route may be safely aggregated with routes that convey other traffic types, and the aggregated route will be available for all such traffic types.


The result of these changes is that routes can take on ATSC only semantics without giving rise to further complications. For example, referring back to � REF _Ref363985014 \* MERGEFORMAT �Figure 3-1�, the route advertised from Router ‘C’ to Router ‘B’ will have the ATSC only semantic (ATSC Security Tag [0000 0111]), while the route advertised from Router ‘D’ to Router ‘C’ will be available to both ATSC and other traffic types (ATSC Security Tag [0000 0110]). As these are both routes to systems served by Router ‘E’, they will have identical NLRI and may be aggregated before being advertised to Router ‘A’. The aggregated route will be available to both ATSC and other traffic types. This is correct as Router ‘B’ has both such routes available.


If the route to ‘E’ via Router ‘C’ goes down, then there is no change to the route advertised to Router ‘A’, while if the route via Router ‘D’ goes down, the route via Router ‘C’ is no longer aggregated with the route view ‘D’, and the route advertised to ‘A’ changes to ATSC only. This again properly reflects route availability and enables ‘A’ to choose an alternative route for non-ATSC traffic.


Conclusion


Meeting the WG3 requirement through “local policy” has global implications and has many downside implications. On the other hand, the changes to the SARPs appear limited and do not involve any radical new concepts. It is therefore recommended by this Change Proposal to adopt the changes to version 6.0 of the SARPs specified in � REF _Ref364052711 \n �3.2�.


1.2.6 Change Proposal 96100079.CP		Attachment to 
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