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1.	Introduction


During a review of the draft ATN SARPs Sub-Volume 5, it was agreed that the SARPs in 5.8.3.2.6.4.1.(c).1 in respect of the aggregation of the ATSC Class Security Tag, did not result in an appropriate outcome, and that in this case, aggregation should be prohibited. It was  also agreed that it was necessary to explain the background behind the required action.


2.	Proposed New Text for 5.8.3.2.6.4.


Aggregation of the Security Path Attribute Information Field


General� TC "5.� STYLEREF "Titre 5" \n \* MERGEFORMAT �0� Aggregation of the Security Path Attribute Information Field " \l 5�


ATSC and non-ATSC routes with dissimilar NLRI shall not be aggregated.


Note 1. — An ATSC Route is a route containing an ATSC Class Security Tag in its Security Path Attribute. A non-ATSC Route is similarly a route that does not contain an ATSC Class Security Tag in its Security Path Attribute.


Note 2. — Two possible strategies for aggregating such routes were considered. However, neither gave a satisfactory outcome. This is because the aggregated route must either be identified as an ATSC route, or a non-ATSC route. If the aggregated route is identified as a non-ATSC Route, then this would  result in ATSC Routes being “hidden” when aggregated with non-ATSC Routes. On the other hand, if the aggregated route is identified as an ATSC Route, then this would result in a situation where an aggregated route that was apparently approved for ATSC Traffi, included a destination which could not be reached over a path that was approved end-to-end for ATSC Traffic. This runs the risk of creating a “black hole” for ATSC traffic.


Otherwise, the aggregation rules for the security information field contained in security path attributes that include the ATN Security Registration Identifier shall be as follows.:


Air/Ground Subnetwork Security Tag


The aggregated security path attribute shall comprise each air/ground subnetwork security tag contained in the security path attribute of the component routes.


When an air/ground subnetwork type security tag for the same air/ground subnetwork type occurs in more than one component route, then these shall be combined by a logical “OR” of the second octet of the Air/Ground Subnetwork type security tags. 


Only a single air/ground subnetwork type security tag for each distinct air/ground subnetwork type shall be present in the aggregated route.


ATSC Class Security Tag


General


If an ATSC Class security tag is not present in any component route, then the aggregated route shall not contain an ATSC Class security tag.


Non-Identical NLRI in Component Routes


When aggregating an ATSC Class Security Tag,


If the NLRI of the component routes is not identical then, when an ATSC Class security tag occurs in all component routes the aggregated route shall contain an ATSC Class security tag. 


The ATSC Class of the aggregated route shall be the lowest ATSC Class of the aggregated route’s component routes, indicated by setting the value of the corresponding bit in the security tag value to one. 


All the other bits in this tag shall be set to zero. If at least one of the component routes does not contain an ATSC Class security tag, then the aggregated route shall not contain an ATSC Class security tag.


Identical NLRI in Component Routes


Otherwise, If the NLRI of the component routes is identical then, when an ATSC Class security tag occurs in one or more component routes then the aggregated route shall contain an ATSC Class security tag. 


The ATSC Class of the aggregated route shall be formed by a logical ‘OR’ of the encoded representation of the supported ATSC Class in each of the aggregated route’s component routes that contain an ATSC Class security. If an ATSC Class security tag is not present in any component route, then the aggregated route shall not contain an ATSC Class security tag.


Security Classification security tag


When a Security Classification security tag occurs in all component routes, then the aggregated route shall contain a Security Classification security tag. 


This tag shall be set to the lowest classification from the classifications given to the aggregated route’s component routes. 


If a Security Classification security tag is not present in at least one component route then the aggregated route shall not contain a Security Classification security tag.





� REF Doc_title  \* MERGEFORMAT �Aggregating the ATSC Class�		� REF Doc_ref  \* MERGEFORMAT �Flimsy #3�





�Doc_date�27/6�	�Doc_revno�Issue 1.2�	�PAGE�1�











