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�
Introduction


As agreed in Brussels with WG3,an NPDU the security parameter of which includes a traffic type of ATN Operational Communications and a traffic category of Air Traffic Service Communications  must not  be capable of going through a route which is not approved for ATSC traffic. 


However, the forwarding rule in section 5.3.2.2.3.2.1 of the ATN Draft SARPs Version 5.1, allows an NPDU with a security parameter sets to “ATN Operational Communications Traffic Type - ATSC Traffic Category - No Traffic Type Policy Preference” to go through a route not approved for ATSC traffic.


Proposed Modification


It is proposed to modify the section 5.3.2.2.3.2.1 as follows:�



5.3.2.2.3.2.1 No Traffic Type Policy Preference� TC "5.� STYLEREF "Titre 6" \n \* MERGEFORMAT �0� No Traffic Type Policy Preference " \l 6�


Note 1.— This case corresponds to a Traffic Type and Associated Routing Policy Security Tag value of 000 00001.


5.3.2.2.3.2.1.1 If the NPDU contains a CLNP NPDU Header Security Parameter in the globally unique format, and encodes:


security related information according to 5.6.2.2 under the ATN Security Registration Identifier, and


a traffic type of ATN Operational Communications and a traffic category of Air Traffic Service Communications, and


no Traffic Type Policy Preference, 


then the NPDU shall be forwarded over a selected route to the NPDU’s destination that contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises:


An Air/Ground Subnetwork Security Tag that has “ATN Operational Communications - Air Traffic Services Communications” in its set of permissible Traffic Types, or


no Air/Ground Subnetwork Security Tag, and


and an ATSC Class Security Tag indicating support of the lowest class out of all such routes available.


no ATSC Class Security Tag, or, 


if no such route is present, then an ATSC Class Security Tag indicating support of the lowest class out of all such routes available.


Note 2.— ATSC Class “H” is the lowest and Class “A” is the highest.


5.3.2.2.3.2.1.2  If no such route can be found, then the NPDU shall be discarded.
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