ATN Routing

�Introduction

Scope

This chaptersection provides requirements and recommendations pertaining to the deployment of ATN components within the ATN Internet; use of routing information distributed according to ISO/IEC 10747 in order to support policy based and mobile routing in the Aeronautical Telecommunications Network; and the Route Initiation procedures for initiating the exchange of routing information using the ISO/IEC 10747 protocol. In the case of air-ground data links, route initiation also includes the use of the ISO/IEC 9542 protocol. This chaptersection is not concerned with compliancy with the ISO/IEC 10747 and ISO/IEC 9542 protocols. This is the subject of chaptersection 8.

References

ISO/IEC 10747:1993 - Information Processing Systems - Telecommunications and Information Exchange between Systems � Protocol for exchange of inter�domain routeing information among intermediate systems to support forwarding of ISO 8473 PDUs (IDRP) [c0 6090]

ISO/IEC 9542:1988 - Information Processing Systems - Telecommunications and Information Exchange between Systems � ES to IS routeing exchange protocol for use in conjunction with the Protocol for providing the connectionless�mode network service (ISO 8473) [c0 5160]

ISO TR 9575:1993 - Information Technology � Telecommunications and Information Exchange between Systems � OSI Routeing Framework

ISO 8208 - Information Technology � Data Communications � X.25 Packet Layer Protocol for Data Terminal Equipment  (Revision of Second Edition)

Applicability of Requirements

Note 1—. The classes of ATN Router referred to below are defined in 2.4.

Note 2.— The ATN RDs referred to below are defined in 2.25.

3.1.3.a. ATN Ground-Ground Routers shall comply with the provisions of 3.4 and 3.6. When used as an ATN Router in an ATN RD that is a member of an ATN Island Backbone RDC, an ATN Ground-Ground Router shall also comply with the provisions of 3.7.1. When used in any other ATN Transit Routing Domain, an ATN Ground-Ground Router shall also comply with the provisions of 3.7.3. Otherwise, an ATN Ground-Ground Router shall comply with the provisions of 3.7.4.

3.1.3.b. ATN Air/Ground Routers shall comply with the provisions of 3.4 for ground-ground interconnection, 3.5 for air/ground interconnection and 3.6.  When used as an ATN Router in an ATN RD that is a member of an ATN Island Backbone RDC, an ATN Air/Ground Router shall also comply with the provisions of 3.7.1.  When used in any other ATN Transit Routing Domain, an ATN Air/Ground Router shall also comply with the provisions of 3.7.3.

3.1.3.c. ATN Airborne Routers shall comply with the provisions of 3.5, 3.6, and 3.7.2.

3.1.3.d. When an RD is declared to be an ATN RD then it shall comply with the provisions of 2.25.2.

3.1.3.e. When an RD is declared to be a Mobile RD, then it shall comply with the provisions 2.25.2.3.

3.1.3.f. When an RDC is declared to be an ATN Island RDC then its member RDs shall comply with the provisions of  2.25.3.1.

3.1.3.g. When an RDC is declared to be an ATN Island Backbone RDC then its member RDs shall comply with the provisions of 2.25.4.1.

Service Provided by an ATN Routing Domain

Note 1.— An ATN Routing Domain may operate as an ATN Service Provider, in which case it operates as a Transit Routing Domain and offers routes to other ATN RDs.

Note 2.— an ATN RD may also be considered as providing the facilities of an ATN Service Provider when offering routes to destinations within itself.

3.2.a. A route shall only be advertised by an ATN Service Provider to an adjacent ATN RD when it can be ensured that data sent over that route by the RD to which the route is advertised, is acceptable to every RD and RDC in the route's path, and will be relayed by them to the route's destination. [a6 t 1740]

Note 3.— The acceptability of a route may be determined using a priori knowledge derived from interconnection agreements with other RDs. [a6 n 1020]

3.2.b. An ATN RD shall only forward a CLNP NPDU to an ATN Service Provider when that ATN Service Provider is advertising a route to the NPDU’s destination, and the route is defined below as being a route over which the ATN Service Provider is required to forward the NPDU.

Forwarding CLNP NPDUs

Note 1.— Forwarding decisions that also take into account the CLNP QoS Maintenance Parameter are a local matter and an ATN Service Provider may hence ignore this parameter.

Forwarding a CLNP NPDU when no Security Parameter is present in the PDU Header

3.2.1.1.a. When a CLNP NPDU is received by an ATN Service Provider and that NPDU does not contain a Security Parameter in the PDU Header then that NPDU shall be forwarded over the route, if present, that either:

contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises:

either an Air/Ground Subnetwork Security Tag that has “ATN General Communications” in its set of permissible Traffic Types, or

no Air/Ground Subnetwork Security Tag, or

2.	does not contain any security path attribute.

3.2.1.1.b. If no such route can be found then the NPDU shall be discarded.

Forwarding a CLNP NPDU when a Security Parameter is present in the PDU Header

When a CLNP NPDU is received by an ATN Service Provider and that NPDU contains a Security Parameter in the Globally Unique Format, and encodes security related information according to ChapterSection 6 under the ATN Security Registration Identifier, then the NPDU shall be forwarded according to the procedures specified below. 

Note 1. The CLNP Header Security Parameter is used to indicate the Traffic Type of the application data contained in the NPDU, and the application’s routing policy requirements.

Note 2.— The procedures for handling an NPDU with any other format of Security Parameter, or with any other Security Registration Identifier are outside  the scope of this specification. 

ATN Operational Communications - ATSC Traffic Type

No Routing Policy Specified

Note 1.— This case corresponds to a Traffic Type and Associated Routing Policy Security Tag value of 000 00001.

3.2.1.2.1.1.a. If the NPDU contains a CLNP Header Security Parameter in the globally unique format, and encodes:

security related information according to ChapterSection 6 under the ATN Security Registration Identifier,

a traffic type of ATN Operational Communications - Air Traffic Service Communications, and

no Routing Policy Specified, 

then the NPDU shall be forwarded over a selected route to the NPDU’s destination that contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises:

An Air/Ground Subnetwork Security Tag that has “ATN Operational Communications - Air Traffic Services Communications” in its set of permissible Traffic Types

no ATSC Class  Security Tag, or, if no such route is present, then an ATSC Class Security Tag indicating the lowest class out of all such routes available.

Note 2.— ATSC Class “H” is the lowest and Class “A” is the highest.

3.2.1.2.1.1.b. If no such route can be found then the NPDU shall be discarded.

ATSC Class Specified

Note 1.— This case corresponds to Traffic Type and Associated Routing Policy Security Tag values 000 10000 to 000 10111 inclusive.

3.2.1.2.1.2.a. If the NPDU contains a CLNP Header Security Parameter in the globally unique format, and encodes:

security related information according to ChapterSection 6 under the ATN Security Registration Identifier,

a traffic type of ATN Operational Communications - Air Traffic Service Communications, and

a requirement to route the NPDU over a route of a specified ATSC Class, 

then the NPDU shall be forwarded over a selected route to the NPDU’s destination that contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises:

An Air/Ground Subnetwork Security Tag that has “ATN Operational Communications - Air Traffic Services Communications” in its set of permissible Traffic Types, and

an ATSC Class Security Tag indicating the required class, or a higher class.

Note 2.— ATSC Class “H” is the lowest and Class “A” is the highest.

3.2.1.2.1.2.b. If no such route can be found then the NPDU shall be discarded.

3.2.1.2.1.2.c. If multiple routes are available which meet or exceed the required ATSC Class, then the route with the lowest relative cost shall be selected.

Air-Ground Subnetwork Preference Specified

Note 1 This case corresponds to Traffic Type and Associated Routing Policy Security Tag value 000 00011.

3.2.1.2.2.a. If the NPDU contains a CLNP Header Security Parameter in the globally unique format, and encodes:

security related information according to chaptersection 69 under the ATN Security Registration Identifier,

a traffic type of ATN Operational Communications - Air Traffic Service Communications, and

a requirement to route the NPDU over a specific Air-Ground subnetwork type, with an ordered preference of Mode S first, then VHF Data Link, then Satellite Data Link, then HF Data Link, 

then the NPDU shall be forwarded over a selected route to the NPDU’s destination that contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises no ATSC Class  Security Tag, or, if no such route is present, then an ATSC Class Security Tag indicating the lowest class out of all such routes available, and an Air/Ground Subnetwork Security Tag that indicates:

that the route passes over a Mode S Subnetwork and has “ATN Operational Communications - Air Traffic Services Communications” in its set of permissible Traffic Types, or, 

if such a route does not exist, then such a route that indicates that the route passes over a VDL Subnetwork and has “ATN Operational Communications - Air Traffic Services Communications” in its set of permissible Traffic Types, or,

if such a route does not exist, then such a route that indicates that the route passes over a Satellite Subnetwork and has “ATN Operational Communications - Air Traffic Services Communications” in its set of permissible Traffic Types, or,

if such a route does not exist, then such a route that indicates that the route passes over an HF Subnetwork and has “ATN Operational Communications - Air Traffic Services Communications” in its set of permissible Traffic Types, or,

if such a route does not exist then the NPDU shall be discarded.

3.2.1.2.2.b. If after applying the above procedures, a more specific route is available to the NPDU’s destination, but 

the route has an Air/Ground Subnetwork Security Tag that indicates that the route passes over a lower preference Air/Ground Subnetwork while 

having “ATN Operational Communications - Air Traffic Service Communications” in its set of permissible Traffic Types, then

the more specific route shall be selected in preference to the less specific route.

Note 3.— The purpose of this requirement is to ensure that the NPDU is not forced to visit a default route provider only to find that a higher preference route does not actually exist to the NPDU’s destination.

ATN Operational Communications - AOC Traffic Type

No Routing Policy Specified

Note 1.— This case corresponds to a Traffic Type and Associated Routing Policy Security Tag value of 001 00001.

3.2.1.2.3.1.a. If the NPDU contains a CLNP Header Security Parameter in the globally unique format, and encodes:

security related information according to ChapterSection 6 under the ATN Security Registration Identifier,

a traffic type of ATN Operational Communications - Aeronautical Operational Control, and

no Routing Policy Specified, 

then the NPDU shall be forwarded over a selected route to the NPDU’s destination that contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises:

an Air/Ground Subnetwork Security Tag that has “ATN Operational Communications - Aeronautical Operational Control” in its set of permissible Traffic Types, or

no Air/Ground Subnetwork Security Tag.

3.2.1.2.3.1.b. If no such route can be found then the NPDU shall be discarded.

Air/Ground Subnetwork Type Specified

Note 1.— This case corresponds to Traffic Type and Associated Routing Policy Security Tag values 001 00010 through to 001 00110, inclusive.

Note 2.— The Air/Ground Subnetworks that may be so specified are: Gatelink, VDL, AMSS, HF  and  Mode S.

3.2.1.2.3.2.a. If the NPDU contains a CLNP Header Security Parameter in the globally unique format, and encodes:

security related information according to ChapterSection 6 under the ATN Security Registration Identifier,

a traffic type of ATN Operational Communications - Aeronautical Operational Control, and

a requirement to route traffic only via a specific Air/Ground Subnetwork only, 

then the NPDU shall be forwarded over a selected route to the NPDU’s destination that contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises an Air/Ground Subnetwork Security Tag that indicates that the route passes over that Air/Ground Subnetwork and has “ATN Operational Communications - Aeronautical Operational Control” in its set of permissible Traffic Types.

3.2.1.2.3.2.b. If no such route can be found then the NPDU shall be discarded.

Air/Ground Subnetwork Order of Preference Specified

Note 1.— This case corresponds to Traffic Type and Associated Routing Policy Security Tag values 001 00111 through to 001 01001, inclusive.

Note 2.— The Air/Ground Subnetworks for which an order of preference may be so specified are: Gatelink, VDL, AMSS, HF  and  Mode S.

3.2.1.2.3.3.a. If the NPDU contains a CLNP Header Security Parameter in the globally unique format, and encodes:

security related information according to ChapterSection 6 under the ATN Security Registration Identifier,

a traffic type of ATN Operational Communications - Aeronautical Operational Control, and

a requirement to route traffic only via certain Air/Ground Subnetworks and with a specified order of preference, 

then the NPDU shall be forwarded over a selected route to the NPDU’s destination that contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises:

an Air/Ground Subnetwork Security Tag that indicates that the route passes over the first preference Air/Ground Subnetwork and has “ATN Operational Communications - Aeronautical Operational Control” in its set of permissible Traffic Types, if present, or

an Air/Ground Subnetwork Security Tag that indicates that the route passes over the second preference Air/Ground Subnetwork and has “ATN Operational Communications - Aeronautical Operational Control” in its set of permissible Traffic Types, if present, and so on until a suitable route is found  or no further preferences are specified.

3.2.1.2.3.3.b. If no route can be found then the NPDU shall be discarded.

3.2.1.2.3.3.c. If after applying the above procedures, a more specific route is available to the NPDU’s destination, but 

the route has an Air/Ground Subnetwork Security Tag that indicates that the route passes over a lower preference Air/Ground Subnetwork while 

having “ATN Operational Communications - Aeronautical Operational Control” in its set of permissible Traffic Types, then

the more specific route shall be selected in preference to the less specific route.

Note 3.— The purpose of this requirement is to ensure that the NPDU is not forced to visit a default route provider only to find that a higher preference route does not actually exist to the NPDU’s destination.

ATN Administrative Communications Traffic Type

Note 1.— This case corresponds to a Traffic Type and Associated Routing Policy Security Tag value of 001 10000.

3.2.1.2.4.a. If the NPDU contains a CLNP Header Security Parameter in the globally unique format, and encodes:

security related information according to ChapterSection 6 under the ATN Security Registration Identifier,

a traffic type of ATN Administrative Communications, 

then the NPDU shall be forwarded over a selected route to the NPDU’s destination that contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises:

either an Air/Ground Subnetwork Security Tag that has “ATN Administrative Communications” in its set of permissible Traffic Types, or

no Air/Ground Subnetwork Security Tag.

3.2.1.2.4.b. If no such route can be found then the NPDU shall be discarded.

ATN Systems Management Communications Traffic Type

Note 1.— This case corresponds to a Traffic Type and Associated Routing Policy Security Tag value of 011 00000.

3.2.1.2.5.a. If the NPDU contains a CLNP Header Security Parameter in the globally unique format, and encodes:

security related information according to ChapterSection 6 under the ATN Security Registration Identifier,

a traffic type of ATN Systems Management Communications,

then the NPDU shall be forwarded over a selected route to the NPDU’s destination that:

contains a security path attribute comprising the ATN Security Registration Identifier and security information that comprises:

either an Air/Ground Subnetwork Security Tag that has “ATN Systems Management Communications” in its set of permissible Traffic Types, or

no Air/Ground Subnetwork Security Tag, or

2.	no security path attribute.

3.2.1.2.5.b. If no such route can be found then the NPDU shall be discarded.

The Deployment of ATN Components

Interconnection of ATN RDs

3.3.1.a. ATN RDs shall be interconnected by real subnetworks permitting communication between ATN Routers for each of the interconnection scenarios specified below.

Note 1.— Examples of possible interconnections between ATN Routing Domains are illustrated in Figure 2-1.[a6 t 1020]

Note 2.—   There is no requirement for all ATN RDs to be fully interconnected. [a6 n 0300]

3.3.1.b. Except for the interconnection of Mobile RDs with other ATN RDs, the real subnetwork used for such an interconnection shall be chosen by bilateral agreement and may be any subnetwork that can be used to convey the ISO 8473 protocol and provides the required quality of service. [a6 t 1030]

Note 3.— For example, the chosen subnetwork may be a point-to-point communications link, a public or private PSDN providing the CCITT X.25 network access service, an Ethernet or an ISDN, etc. [a6 n 0310]

Note 4.— The Dynamic procedures for the interconnection of two ground based ATN Routers are specified in 3.4, and for interconnection of an Air/Ground and an Airborne Router in 3.5.  The remainder of this section is concerned with static interconnection requirements.

Interconnection between Members of an ATN Island Backbone RDC

When there is more than one ATN RD in an ATN Island Backbone RDC, each Administration or Aeronautical Industry Member that has elected to participate in that ATN Island's Backbone RDC, shall ensure that its RD is either [a6 t 1040]:

interconnected directly with all other ATN RDs within the ATN Island's Backbone RDC, over a suitable and mutually agreeable real subnetwork  [a6 t 1050]or

interconnected directly as above, with one or more ATN RDs that are also members of the ATN Island's Backbone RDC, and which are able and willing to provide routes to the remaining RDs within the Backbone RDC. [a6 t 1060]

Note.—  The existence of the ATN Backbone RDC prohibits routes between its member RDs via other ATN RDs in the same ATN Island. [a6 n 0320]

Interconnection between Members of an ATN Island Backbone RDC and other ATN RDs within the ATN Island

ATN RDs within an ATN Island RDC that are not members of the ATN Island's Backbone RDC, shall ensure that they are either [a6 t 1080]:

interconnected directly with one or more ATN RDs that are members of the ATN Island’s Backbone RDC, over suitable and mutually agreeable real subnetworks; or  [a6 t 1090]

interconnected with one or more other ATN RDs that are members of the same ATN Island RDC and which are able and willing to provide routes to and from one or more ATN RDs within the same ATN Island’s Backbone RDC, and to all destinations reachable via the ATN Island's Backbone. [a6 t 1100]

Interconnection of ATN Islands

3.3.1.3.a. ATN Islands shall only interconnect via ATN RDs which are members of each ATN Island’s Backbone RDC. [a6 t 1110] 

3.3.1.3.b. When an ATN RD is a member of more than one ATN Island RDC, its routing policy shall not permit it to operate as a TRD between sources and destinations in different ATN Islands unless the RD is a member of each island's Backbone RDC. [a6 t 1120]

Interconnection of Mobile and Fixed RDs

Note 1.—  A Mobile RD may interconnect concurrently with multipleany ATN RDs which are attached to the mobile subnetworks and which are accessible to the Mobile RD at any given time. The purpose of such interconnections is to provide data link communications services when required by CNS/ATM applications and other aeronautical or airline industry applications.

In order to meet the availability requirements of CNS/ATM applications, Airborne and Air/Ground Routers shall be capable of supporting multiple concurrent adjacencies with other Routers; these adjacencies are supported by multiple subnetwork connections at the same or different priorities, using the same or different air/ground subnetworks.

 Note 2. — Dynamically, such adjacencies may be established and released in a « make before break » fashion permitting continuous communications availability, and for the suitability of a newly available adjacency to be determined before a no longer needed adjacency is released.

Note 3. — It is not within the scope of this specification to set minimum requirements in respect of the number of adjacencies and subnetwork connections that an Airborne or Air/Ground Router must support. Such requirements are dependant on the published coverage and number of air/ground subnetworks, application availability requirements and additionally, in the case of Airborne Routers, on Airline operating policies. Implementors are advised to interpret « multiple »  as, in the context of the above requirement, implying at least two adjacencies or connections, and, in practice, a larger number is anticipated as being the likely minimum requirement. 

Interconnection of ATN RDs and non-ATN RDs

Note.—  ATN RDs may interconnect with non-ATN RDs whether they are members of the same Administrative Domain or not. [a6 n 0340]

Ground-Ground Interconnection

Interconnection Scenarios

Note 1.— Ground-Ground interconnection procedures apply to the interconnection of two Ground-Ground Routers, and to the interconnection of an Air/Ground Router and a Ground-Ground Router.

Note 2.— Formally, these procedures only apply to interconnection between ATN Routers in different Administrative Domains. However, in practice, they are also applicable to interconnection scenarios within the same Administrative Domain.

Ground-Ground Route Initiation

Note 1.— Route Initiation is defined to be the point at which routing information exchange can begin, and the route initiation procedures are those that permit the exchange of routing information to commence.

3.4.2.a. When the Network Administrators agree to the Ground-Ground interconnection of one or more ATN Routers within their Administrative Domains, they shall:

Make available suitable subnetwork connectivity including, where necessary the physical installation of suitable communications equipment for end-to-end communications between the ATN Routers, and supporting the Quality of Service necessary for the applications data that will be routed over this interconnection.

Note 2.— The choice of appropriate subnetwork(s) to support the interconnection is a matter for bilateral agreement between network administrators, including agreement on responsibility for installation, operating and maintenance costs, and fault management.

Using global or local Systems Management mechanisms, establish one or more subnetwork connections between the two ATN Routers, unless the subnetwork technology is connectionless when this step may be omitted.

Note 3.— Typically (e.g. with X.25), one ATN Router will be placed in a state where it will accept an incoming connection from the other ATN Router, and then the other ATN Router is stimulated to initiate one or more subnetwork connection(s) to the other ATN Router.

Note 4.— Multiple concurrent subnetwork connections over the same or different subnetworks may be required in order to meet throughput and other QoS requirements.

Using global or local Systems Management mechanisms, ensure that the forwarding information base in each ATN Router, used to support the connectionless network protocol specified in ChapterSection 6, contains sufficient information to forward CLNP NPDUs addressed to the NET of the other ATN Router, over the newly established subnetwork connection(s).

Note 5.— This step is necessary to ensure that the connectionless network service can be used to exchange the BISPDUs of IDRP.

Using global or local Systems Management mechanisms:

append the NET of the remote ATN Router to the externalBISNeighbor  attribute of the BIS’s idrpConfig MO, 

create an AdjacentBIS Managed Object (MO) in each ATN Router to represent the other ATN Router, and 

invoke the start event action on each such MO, in order to initiate a BIS-BIS connection between the two ATN Routers.

Note 6.— As a matter for the bilateral agreement of the Network Administrators, either (a) both ATN Routers will attempt to open the BIS-BIS connection using the active open procedures, that is with the ListenForOpen MO attribute set to false, or (b) one and only one sets this attribute to true.

Ground-Ground Routing Information Exchange

Routing information shall be exchanged using the ISO/IEC 10747 Inter-Domain Routing Protocol according to the profile specified in ChapterSection 8. In support of Air/Ground communications, the exchange of routing information shall be subject to appropriate routing policies specified in 3.7.1, 3.7.3, or 3.7.4, depending upon the role of the Routing Domain in which each ATN Router is located.

Ground-Ground Route Termination

Note 1.— Route Termination is defined to be the point at which routing information ceases to be exchanged between two ATN Routers, and, in consequence, the routes made available over the adjacency cease to be useable and must be withdrawn. The route termination procedures are those procedures which terminate the exchange of routing information.

Note 2.— Route Termination may result from a failure in the underlying subnetworks causing a loss of communication between the two ATN Routers. Alternatively, it may result from a deliberate decision of Network Administrators to terminate the interconnection, either temporarily or permanently.

Note 3.— No special recovery procedures are specified if route termination is due to a network fault. Once the fault has been repaired, the procedures of 3.4.2 are re-invoked, as appropriate to re-establish communication, and to exchange routing information.

3.4.4.a. When a Network Administrator decides to temporarily or permanently terminate an interconnection between two ATN Routers then, using global or local Systems Management mechanisms applied to either or both of the two ATN Routers, the deactivate action shall be invoked on the AdjacentBIS MO that represents the remote ATN Router with which the BIS-BIS connection is to be terminated.

3.4.4.b. If the adjacency is to be permanently terminated, then the AdjacentBIS MO shall also be deleted, and the forwarding information base shall be updated to remove the route to the NET of the remote ATN Router.

3.4.4.c. For either temporary or permanent termination, and if required, by using global or local Systems Management mechanisms, the Network Administrator(s) shall also terminate the underlying subnetwork connections.

Air-Ground Interconnection

Interconnection Scenarios

Note 1.— Air-Ground interconnection applies to the interconnection between an ATN Airborne Router and an ATN Air/Ground Router over one or more mobile subnetworks.

Note 2.— The significant difference between Air-Ground and Ground-Ground Interconnection is that in the former case interconnection is automatic and consequential on the availability of communications and local policy, while, in the latter case, interconnection is a deliberate and planned action with the direct involvement of Network Administrators.

Note 3.— While IDRP is also intended to be used over Air-Ground Interconnections, as an interim measure, the optional non-use of IDRP over Air-Ground Interconnections is permitted by this specification and according to 3.5.2.11.

Note 4.— For the purposes of this specification, the functional model of a Router illustrated in Figure 3-1 is assumed. This model illustrates the basic functional entities in a router, the data flow between them as thick lines, and the flow of certain events and control information, by dashed lines. 

Note 5.— Figure 3-1 introduces a new architectural entity, the Intermediate System - Systems Management Entity (IS-SME). As specified below, this plays an important role in the realisation of Route Initiation in Air/Ground Operations, by responding to changes in subnetwork connectivity and thereby controlling the route initiation and termination procedures.

Air-Ground Route Initiation

3.5.2.a. BIS-BIS communications over a mobile subnetwork shall be either air-initiated or ground-initiated, with one of these two modes of operation selected for all instances of a given subnetwork type. [a6 t 0010]

Note 1.— Three classes of procedure are distinguished by this specification. These are: (a) Air Initiated i.e. when the Airborne Router initiates the procedure, (b) Ground Initiated i.e. when the Air/Ground Router initiates the procedure, and (c) Air or Ground Initiated i.e. when either the Airborne or the Air/Ground Router may initiate the procedure.
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Figure 3-1 Assumed ATN Router Architecture for Air/Ground Route Initiation

Note 2.— Two types of mobile subnetworks are also recognised by this specification. These are: (a) those which provide information on the availability of specific mobile systems on the subnetwork through the Join Event defined in this section, and (b) those which do not. The latter type are only appropriate to Route Initiation Procedures which are Air Initiated.

Note 3.— For a given mobile subnetwork type, the use of air-initiated or ground-initiated procedures, and the implementation of Join Events is outside of the scope of this specification, and is a matter for the SARPs specified by the relevant ICAO  panel.

Note 4.— The interfaces to all mobile subnetworks are assumed to be compatible with ISO 8208. The ISO 8208 term DTE is also used in this specification to refer to a system attached to a mobile subnetwork,

3.5.2.b. For Air-Initiated Subnetworks that do not provide information on the availability of specific mobile systems, Airborne Routers shall comply with the procedures specified in 3.5.2.2.1, and Air/Ground Routers shall comply with the procedure specified in 3.5.2.1.

3.5.2.c For Air-Initiated Subnetworks that do provide information on the availability of specific mobile systems, Airborne Routers shall comply with the procedures specified in 3.5.2.2.2, and Air/Ground Routers shall comply with the procedure specified in 3.5.2.1.

3.5.2.d. For Ground-Initiated Subnetworks, Air/Ground Routers shall comply with the procedures specified in 3.5.2.3, and Airborne Routers shall comply with the procedure specified in 3.5.2.1.

3.5.2.e. For Air or Ground-Initiated Subnetworks, Air/Ground and Airborne Routers shall comply with the procedures specified in 3.5.2.1 and 3.5.2.4.

Route Initiation Procedures for a Responding ATN Router

Note 1.— Route Initiation is always asymmetric with a clearly defined initiator and responder. In all cases, the ATN Router in the responder role, follows the same procedures, as specified below.

Note 2.— For Air-Initiated Route Initiation, the Air/Ground Router is the responding ATN Router. For Ground-Initiated Route Initiation, the Airborne Router is the responding ATN Router.

3.5.2.1.a. Each ATN Router that is specified to take the responder role for a given Mobile Subnetwork type, and when attached to a subnetwork of that subnetwork type, shall be configured into a state whereby it “listens” for Call Indications on that subnetwork.

3.5.2.1.b. For each Call Indication received, a responding ATN Router shall either:

Accept the incoming call immediately using a Call Accept Packet

Validate the calling DTE and either accept the call using a Call Accept Packet, or if the call is unacceptable then it shall be rejected using a Clear Request Packet.

Note 3.—  Whenever such a Call Indication is received the ATN Router validates the calling DTE and determines the acceptability of the call, using procedures outside the scope of this specification. [a6 n 0040]

Note 4.— The number of simultaneous virtual circuits that the ATN Router needs to support will be subject to an implementation limit, that needs to be sufficient for the role in which the Router is deployed.

3.5.2.1.c. When a subnetwork connection is successfully established, then the procedures of  3.5.2.5 shall be applied to that subnetwork connection.

Emergency Use of a Mobile Subnetwork

In the case of Air Initiated Mobile Subnetworks, an Air/Ground Router shall not refuse a Call Indication or  refuse to establish a BIS-BIS connection with an ATN Airborne Router, when a Call Indication from the ATN Airborne Router is received less than 5 minutes after a Call Indication was rejected, or a call terminated by systems Management. The Air/Ground Router shall permit, through the implementation of an appropriate routing policy, the use of a so established connection for emergency and distress data.

Note 5.—  This situation arises when the Airborne Router has no other air-ground connectivity, and refusal to accept a connection may cause a safety hazard. An Air/Ground Router may limit the use of such connections through routing policy, or permit full access, as a local matter.

Whenever a Clear Indication is received in response to a Call request that indicates rejection by the called DTE and includes a call clearing diagnostic code of 133, 160..163, or 240..249, then the Airborne Router shall implement a « back-off » procedure. The back-off procedure shall comprise the effective quarantining of the called subnetwork address for a period configurable on a per subnetwork basis from 5 minutes to 20 minutes. During this period, a Call Request shall not be issued to the subnetwork address.

Note. — Certain call clearing diagnostic codes in the range 128..143 are used by the Mobile SNDCF specified in chapter 7. The semantics of these codes is described there.

Air-Initiated Route Initiation

Airborne Router Procedures for use of an ISO 8208 Mobile Subnetwork that does not Provide Information on Subnetwork Connectivity

3.5.2.2.1.a. An Airborne Router’s IS-SME shall be configured with a list of subnetwork addresses for each mobile subnetwork of this type that it supports. This list should include the addresses which are necessary to meet the communication needs of the aircraft.

Note.— In the case of the AMSS, the Airborne Router’s IS-SME will be configured with a list for each GES that the aircraft will use to communicate.  Each such list will include the subnetwork addresses (e.g. DTEs) of the air/ground routers attached to the GES in question through which communications services may be required.

3.5.2.2.1.b. An Airborne Router’s IS-SME shall continually issue a Call Request to each subnetwork address on each appropriate list with which it does not currently have a subnetwork connection and which is not subject to a back-off period (see 3.5.2.2.1.1), in turn. The period between each successive Call Request shall be configurable to ensure that the mobile subnetwork is not rendered unavailable.

3.5.2.2.1.c. When a subnetwork connection is successfully established, then the procedures of 3.5.2.5 shall be applied to that subnetwork connection. The polling procedure shall continue for the remaining subnetwork addresses on the list. [a6 t 0040]

Call Request Failure

3.5.2.2.1.1.a. Whenever a Clear Indication is received in response to a Call Request that indicates rejection by the called DTE, the Airborne Router shall implement a "back off" procedure. [a6 t 0130] The back off procedure shall comprise the effective quarantining of the called subnetwork address for a period configurable on a per subnetwork basis from 5 minutes to 20 minutes. [a6 t 0140] During this period, a Call Request shall not be issued to the subnetwork address. [a6 t 0150]

3.5.2.2.1.1.b. However, during any period when an Airborne Router does not have any subnetwork connections over mobile subnetworks, then all back off procedures shall be suspended until connectivity is established with at least one Air/Ground Router. [a6 t 0160]

Note.— The purpose of the backoff procedure is to avoid unnecessarily overloading the network with Call Requests.

Airborne Router Procedures for use of an ISO 8208 Mobile Subnetwork that does Provide Connectivity Information

Note 1.— The connectivity information is provided as a “Join Event”. This is an event generated by a mobile subnetwork when it is recognised that a system has attached to the subnetwork and is available for communication using the subnetwork. The Join Event provides the DTE Address of the newly available system.

Note 2.— An actual implementation of a Join Event may concatenate several distinct Join Events as defined above into a single message.

Note 3.— For air-initiated subnetworks, the Join Event is received by the IS-SME in the Airborne Router. The mechanism by which it is received is both subnetwork and implementation dependent.

3.5.2.2.2.a. On receipt of a Join Event, the Airborne Router shall either:

Issue an ISO 8208 Call Request with the DTE Address reported by the Join Event as the Called Address, or

Validate the DTE reported by the Join Event as to whether or not a subnetwork connection with it is acceptable according to local Routing Policy. If such a connection is acceptable then an ISO 8208 Call Request shall be issued with the DTE Address reported by the Join Event as the Called Address. Otherwise, the Join Event shall be ignored.

Note 4.— The Airborne Router validates the DTE that is the subject of the Join Event and determines the acceptability of a subnetwork connection with the so identified ATN Router, using procedures outside of the scope of this specification. [a6 n 0120]

3.5.2.2.2.b. When a subnetwork connection is successfully established, then the procedures of 3.5.2.5 shall be applied to that subnetwork connection.

Ground-Initiated Route Initiation

Note 1.— Ground-Initiated Route Initiation is only appropriate for Mobile Subnetworks that originate  a Join Event from their ground component.

Note 2.— For ground-initiated subnetworks, the Join Event is received by the IS-SME in the Air/Ground Router. The mechanism by which it is received is both subnetwork and implementation dependent.

3.5.2.3.a. On receipt of a Join Event, the Air/Ground Router shall either:

Issue an ISO 8208 Call Request with the DTE Address reported by the Join Event as the Called Address, or

Validate the DTE reported by the Join Event as to whether or not a subnetwork connection with it is acceptable according to local Routing Policy. If such a connection is acceptable then an ISO 8208 Call Request shall be issued with the DTE Address reported by the Join Event as the Called Address. Otherwise, the Join Event shall be ignored.

Note 3.— Option (b) above permits an administration or organisation operating a ground initiated mobile subnetwork to implement procedures, according to its local policy, whereby anThe Air/Ground Router may validates the DTE that is the subject of the Join Event and hence determines the acceptability of a subnetwork connection with the so identified AirborneATN Router., using procedures outside of the scope of this specification The purpose of this facility is to enable efficient management of the available subnetwork resources in areas of overlapping coverage. This facility is not appropriate when its use may result in an aircraft being denied air/ground data communications. [a6 n 0120]

3.5.2.3.b. When a subnetwork connection is successfully established, then the procedures of 3.5.2.5 shall be applied to that subnetwork connection.

Air or Ground Initiated Route Initiation

Note 1.— Air or Ground-Initiated Route Initiation is only appropriate for Mobile Subnetworks that do provide connectivity information through a Join Event to both Airborne  and Air/Ground Routers.

Note 2.— For Air or Ground-initiated subnetworks, the Join Event is received by the IS-SME in the Airborne or Air/Ground Router, respectively. The mechanism by which it is received is both subnetwork and implementation dependent.

3.5.2.4.a. On receipt of a Join Event, the Router shall either:

Issue an ISO 8208 Call Request with the DTE Address reported by the Join Event as the Called Address, or

Validate the DTE reported by the Join Event as to whether or not a subnetwork connection with it is acceptable according to local Routing Policy. If such a connection is acceptable then an ISO 8208 Call Request shall be issued with the DTE Address reported by the Join Event as the Called Address. Otherwise, the Join Event shall be ignored.

Note 3.— The Router validates the DTE that is the subject of the Join Event and determines the acceptability of a subnetwork connection with the so identified ATN Router, using procedures outside of the scope of this specification. [a6 n 0120]

3.5.2.4.b. When a subnetwork connection is successfully established, then the procedures of 3.5.2.5 shall be applied to that subnetwork connection.

Note 4.— When a call collision occurs, then the call collision resolution procedures are applied by the SNDCF in order to ensure that only a single virtual circuit is established  and that connection initiator and responder are unambiguously identified.

Exchange of Configuration Information using the ISO 9542 ISH PDU

3.5.2.5.a. ATN Airborne and Air/Ground Routers shall implement the ISO 9542 "Configuration Information" Function for use over each mobile subnetwork that they support. [a6 t 0050] Whenever a subnetwork connection is established over a mobile subnetwork, the ISO 9542 Report Configuration Function shall be invoked in order to send an ISH PDU containing the NET of the Airborne or Air/Ground Router network entity over the subnetwork connection. [a6 t 0060]

3.5.2.5.b. In the case of an Airborne Router, if it supports the use of IDRP for the exchange of routing information over this subnetwork, then the SEL field of the NET inserted into the ISH PDU shall always be set to 00h (a binary pattern of all zeroes). Alternatively, if the Airborne Router implements the procedures for the optional non-use of IDRP over this subnetwork then the SEL field of the NET inserted into the ISH PDU shall always be set to FEh (a binary pattern of 1111 1110).

Recommendation.— When in the initiator role, an ATN Router should use the ISO 8208 “Fast Select” facility, if supported by the subnetwork, and encode the first ISH PDU in the Call Request user data, according to the procedures for the Mobile SNDCF specified in ChapterSection 7.

Recommendation.— When in the responder role and the initiator has proposed use of the Fast Select Facility, the ATN Router should encode the first ISH PDU in the Call Accept User Data, according to the procedures for the Mobile SNDCF specified in ChapterSection 7.

Note 1.— The purpose of encoding an ISH PDU in call request/accept user data is to minimise the number of messages sent over limited bandwidth mobile subnetworks and the time taken to complete the route initiation procedures.

3.5.2.5.c. Whenever an ISO 9542 ISH PDU is received, either as Call Request/Accept user data, or as data sent over the connection, the Record Configuration function shall be invoked; the routing information necessary for NPDUs to be sent over the subnetwork connection to the indicated NET shall be written into the Forwarding Information Base for use by ISO 8473. [a6 t 0630] A Systems Management Notification shall also be generated to report the arrival of the ISH PDU to the ATN Router’s IS-SME.

Validation of the Received NET

3.5.2.6.a. The IS-SME shall, using the received NET to identify the remote ATN Router, validate the acceptability of a BIS-BIS connection with that remote ATN Router. If a BIS-BIS connection is unacceptable, then a Clear Request shall be generated to terminate the subnetwork connection. [a6 t 0660] Forwarding Information associated with the subnetwork connection shall be removed from the Forwarding Information Base. [a6 t 0640]

Note 2.—  Except for the case of the situation described in 3.5.2.1.1, the acceptability of a BIS-BIS connection with the ATN Router identified by the received NET is determined using procedures outside of the scope of this specification. [a6 n 0140]

3.5.2.6.b. If a BIS-BIS Connection is acceptable then an Air/Ground Router shall apply the procedures of 3.5.2.7, and an Airborne Router shall apply the procedures of 3.5.2.8.

Determination of The Routing Information Exchange Procedure by an Air/Ground Router

3.5.2.7.a. When the arrival of the ISH PDU is reported to the IS-SME of an Air/Ground Router, then the SEL field of the NET shall be inspected: [a6 t 0650]

If the SEL field takes the value of 00h (a binary pattern of all zeroes), then this shall be taken to imply that the Airborne Router that sent this ISH PDU supports the use of IDRP for the exchange of routing information. The procedures of 3.5.2.9 shall be applied.

If the SEL field takes the value of FEh (a binary pattern of 1111 1110), then this shall be taken to imply that the Airborne Router that sent this ISH PDU supports the procedures for the optional non-use of IDRP for the exchange of routing information. The procedures of 3.5.2.11 shall be applied.

Determination of The Routing Information Exchange Procedure by an Airborne Router

When the arrival of the ISH PDU is reported to the IS-SME of an Airborne Router, then if the Airborne Router support the use of IDRP for the exchange of routing information, then the procedures of 3.5.2.9 shall be applied. If the Airborne Router supports the procedures for the optional non-use of IDRP for the exchange of routing information, then the procedures of 3.5.2.11 shall be applied.

Establishment of a BIS-BIS Connection

3.5.2.9.a. The IS-SME shall append the NET received on the ISH PDU to the externalBISNeighbor attribute of the BIS's idrpConfig Managed Object, if not already present, and create an adjacentBIS Managed Object for the remote ATN Router identified by this NET, if one does not already exist. [a6 t 0680] An IDRP activate action shall then be invoked to start the BIS-BIS connection according to ISO/IEC 10747, if such a BIS-BIS connection does not already exist. [a6 t 0690]

3.5.2.9.b. If the ISH PDU was received from a subnetwork connection which was established with the local ATN Router in the responder role, then the BIS-BIS connection shall be established with the ListenForOpen MO attribute set to false. Otherwise, the ListenForOpen MO attribute shall be set to true.

Note 1.— This procedure minimises the route initiation exchanges over a bandwidth limited mobile subnetwork. The reversal of initiator and responder roles for the BIS-BIS connection compared with the subnetwork connection ensures the fastest route initiation procedure.

3.5.2.9.c. If a BIS-BIS connection was already established with the remote ATN Router, then the IS-SME shall cause the IDRP Routing Decision function to be invoked in order to rebuild the FIB taking into account the additional subnetwork connectivity. This shall include re-update of the security information contained routes received from the remote ATN Router, according to ChapterSection 8.

3.5.2.9.d. The IS-SME shall also check to ensure that the procedures for the optional non-use of IDRP are not concurrently being applied to routing information exchange with an ATN Router with the same NET over a different subnetwork connection. This is an error and shall be reported to Systems Management; a BIS-BIS connection shall not be established in this case.

Recommendation.—  When a BIS-BIS connection has been established, the periodic transmission of ISH PDUs should be suppressed, except when a watchdog timer is applied to the subnetwork connection (see 3.5.2.12). [a6 r 0030]

Note 2.— Normally, the IDRP KeepAlive mechanism is sufficient to maintain a check on the “liveness” of the remote ATN Router. However, when watchdog timers are necessary it is also necessary to ensure a “liveness” check on a per subnetwork connection basis. The ISH PDU fulfils this role.

Exchange of Routing Information using IDRP

Once a BIS-BIS connection has been established with a remote ATN Router then:

An Airborne Router shall advertise routes to the Air/Ground Router in accordance with the Routing Policy specified in 3.7.2.

An Air/Ground Router shall advertise routes to the Airborne Router in accordance with the Routing Policy specified in 3.7.1.3 or 3.7.3.3 as appropriate for the role of the Air/Ground Router’s RD.

Procedures for the Optional non-use of IDRP over an air-ground data link

Note.— In this case, there is no recommendation to suppress the periodic re-transmission of ISH PDUs according to the ISO 9542 Report Configuration Function. In the absence of IDRP, this re-transmission is necessary to maintain the “liveness” of the connection.

Air/Ground Router

3.5.2.11.1.a. Through the actions of the IS-SME as specified below, an Air/Ground Router shall simulate the existence of a BIS-BIS connection with an Airborne Router that implements the procedures for the optional non-use of IDRP by implementing the following procedure:

The NET of the remote ATN Router shall be appended to the externalBISNeighbor attribute of the BIS's idrpConfig Managed Object, if not already present, and an adjacentBIS Managed Object created for the remote ATN Router identified by this NET, if one does not already exist. An Adj-RIB-in and an Adj-RIB-out shall hence be created for this remote ATN Router and for the Security RIB-Att.

Note 1.— No activate action will be applied to this MO and the implementation will hence need to be able to process information in the Adj-RIB-in even though the MO is in the “idle” state. There is also no need to ever place routes in the Adj-RIB-out. Implementations may choose to optimise the operation of these procedures with a special interface to IDRP.

Truncating the NET received on the ISH PDU to the first eleven octets and using the resulting NSAP Address Prefix as the NLRI of a route which is then inserted into the Adj-RIB-in for the remote ATN Router and identified by the Security RIB-Att, as if it had been received over a BIS-BIS connection.  This route shall include an RD_Path attribute with the received NET as the Routing Domain Identifier of the originating RD, and an empty security path attribute.

Note 2.— According to the rules for the update of path information specified in ChapterSection 8, the security path attribute will be updated by the Routing Decision process to include an Air/Ground Subnetwork type security tag and an ATSC Class security tag, if this is appropriate. This procedure is identical to the normal use of IDRP over a mobile subnetwork.

3.5.2.11.1.b. If a subnetwork connection is concurrently established with the remote ATN Router over which the procedure for the optional non-use of IDRP have been applied, then the IS-SME shall not repeat the above procedures for the new subnetwork connection. Instead, the IS-SME shall cause the IDRP Routing Decision function to be invoked in order to rebuild the FIB taking into account the additional subnetwork connectivity. This shall include re-update of the security information contained routes received from the remote ATN Router, according to ChapterSection 8.

3.5.2.11.1.c. The IS-SME shall also check to ensure that a normal BIS-BIS connection does not concurrently exist with an ATN Router with the same NET. This is an error and shall be reported to Systems Management; the procedures for the optional non-use of IDRP shall not be applied in this case.

Airborne Router

3.5.2.11.2.a. An Airborne Router implementing the procedures for the optional non-use of IDRP over a mobile subnetwork shall simulate the operation of IDRP by maintaining a Loc-RIB for the Security RIB_Att, which is then used to generate FIB information.

3.5.2.11.2.b. Through the actions of its IS-SME, an Airborne Router shall derive entries for this loc_RIB from the ISH PDU received from an Air/Ground Router as follows:

The IS-SME shall insert into the loc-RIB, a route derived by truncating the NET received on the ISH PDU to the first eleven octets and using the resulting NSAP Address Prefix as the NLRI of a route. This route shall include a security path attribute with the Air/Ground Subnetwork Type and ATSC Class security tags (if any) determined from locally known information.

Note 1.— This provides routing information for destinations in the Air/Ground Router’s RD and assumes that the eleven octet prefix of the Air/Ground Router’s NET is common to all destinations in that RD.

The IS-SME shall insert into the loc-RIB, other routes available through the Air/Ground Router and determined using locally known information.  This route shall include a security path attribute with the Air/Ground Subnetwork Type and ATSC Class security tags (if any) determined from locally known information.

Note 2.— As these routes are not subject to dynamic update, their availability must be ensured by the operator of the Air/Ground Router, within the limits specified for the applications that will use them.

Air-Ground Route Termination

Note 1.— The “Leave Event” is defined to signal when subnetwork connectivity with a remote ATN Router over a mobile subnetwork ceases to be available. This event may be generated by (a) the subnetwork itself using mechanisms outside of the scope of this specification, or (b) the SNDCF when it receives a clear indication from the subnetwork reporting either a network or a user initiated call clearing. The Leave Event is always reported to the IS-SME.

Note 2.— When a Leave Event is generated by a subnetwork, it applies to all subnetwork connections to a given DTE. When it is generated locally by the SNDCF, it typically applies to a single subnetwork connection.

3.5.2.12.a. When a mobile subnetwork does not provide a network generated Clear Indication (e.g. to indicate that an aircraft has left the range of the mobile subnetwork, or when some other communication failure occurs, etc.), an ATN Router shall maintain a "watchdog" timer for each affected subnetwork connection and clear each such subnetwork connection once activity has ceased for a configurable period.  When such a “watchdog” timer expires, this shall be reported as a “Leave Event” for that subnetwork connection.

Recommendation.— The timer should be configurable according to the characteristics of the subnetwork.

Note 3.—  An ATN Router maintains a "watch-dog" timer for each applicable subnetwork connection to detect the event of an aircraft leaving coverage (or other communication failure), if such an event detection is not provided by the subnetwork. [a6 n 0110]

3.5.2.12.b. When an IS-SME receives a Leave Event for a subnetwork connection or a DTE on a subnetwork, then it shall ensure that respectively, either the affected subnetwork connection or all subnetwork connections on that subnetwork and with the identified DTE, are cleared.

3.5.2.12.c. If, as a result of this procedure, there are no other subnetwork connections with the ATN Router that was the ultimate subject of the Leave Event then, except for the case of an Airborne Router implementing the procedures for the optional non-use of IDRP, an IDRP deactivate action shall be invoked to terminate the BIS-BIS connection with that ATN Router. [a6 t 0540] 

Note 4. As a consequence of the deactivate action and following normal IDRP operation, the IDRP Routing Decision process will be invoked, the local FIB updated and routes previously available via the remote ATN Router may be withdrawn if suitable alternatives are not available.

3.5.2.12.d. In the case of an Airborne Router implementing the procedures for the optional non-use of IDRP, the receipt of a Leave Event by the IS-SME shall result in the removal from the loc-RIB of all routes that had been inserted into it as a result of an ISH PDU having been received from the Air/Ground Router for which the Leave Event reports a loss of connectivity.

3.5.2.12.e. If the BIS-BIS connection is not re-established within a period configurable from 1 minute to 300 minutes, or when the resources are required for other use, then the adjacentBIS Managed Object associated with the initiating BIS shall be deleted, and the initiating BIS's NET removed from the externalBISNeighbor attribute of the BIS's idrpConfig Managed Object.
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Air/Ground Router - Connection Initiator
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Termination Procedures
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�Handling Routing Information

3.6.a. All ATN Routers in the same RD shall implement the same routing policy. [a6 t 1130]

Note 1.— As specified in ChapterSection 8, an ATN Router supports both the empty (default) RIB_Att, and the RIB_Att comprising the Security Path Attribute identifying the ATN Security Registration Identifier, only. An ATN Router therefore includes two RIBs known as the default RIB and the Security RIB, each of which comprises a loc-RIB, and an Adj-RIB-in and an Adj-RIB-out for each adjacent BIS.

Note 2.—  Each ATN RD will necessarily have a distinct routing policy that depends on its nature, and the nature of the RDs to which it is interconnected.  This section specifies the baseline Routing Policy for each class of RD identified in 2.5.  ATN RDs may then extend the specified baseline to match their actual requirements. [a6 n 0350]

Note 3.— Each Routing Policy is expressed as a set of policy statements or rules. [a6 n 0360]

Note 4.— These baseline policy statements given below are always subject to the ISO/IEC 10747 requirement that routes are only advertised when the DIST_LIST_INCL and DIST_LIST_EXCL path attributes, if present, permit the route to be so advertised. Routes may never be advertised to an RD or RDC which the route has already traversed. [a6 n 0370]

Policy Based selection of Routes for Advertisement to Adjacent RDs

Note.— In general, the selection of routes for advertisement to adjacent Routing Domains is performed according to local routing policy rules. This specification mandates such routing policy rules for support of air-ground routing only. Routing Policy rules for support of ground-ground routing are a local matter.

Routing Policy Requirements for Members of an ATN Island Backbone RDC

An ATN RD that is a member of an ATN Island Backbone RDC shall implement a Routing Policy that is compatible with the policy statements given in this section and its subordinate sections. [a6 t 1180]

Note.—  The routing policies expressed in this section do not constrain RD policies as much as define whether an RD’s policies define it as being in the backbone or not. [a6 n 0380]

Adjacent ATN RDs within the Backbone RDC

Note 1.—  These policy statements apply to the routes advertised by an ATN Router in a RD that is a member of a Backbone RDC, to an adjacent ATN Router in a different RD,  which is also a member of the same ATN Island Backbone RDC. [a6 n 0390]

Each ATN Router that is in an RD that is a member of an ATN Island’s  Backbone RDC, shall provide the following routes to each adjacent ATN RD within the same Backbone RDC, and for the Security RIB-Att : [a6 t 1190]

A route to NSAPs and NETs contained within the RD; the route's destination shall be one or more NSAP Address prefixes common to all NSAP Addresses and NETs in the RD. If restrictions on distribution scope are applied by local routing policy, then they shall not prevent distribution of this route to any member of the same ATN Island RDC.[a6 t 1200]

Note 2.— The well known discretionary attribute DIST_LIST_INCL may also be present.  For example, to restrict the scope of the information to members of the ATN Backbone RDC only. The RDIs of other RDs and RDCs may also be present at the discretion of the local Administrative Domain, and by bilateral agreement. [a6 n 0400]

Note 3.—   The objective of this rule is to ensure that a member of a backbone RDC will tell all its neighbours within the backbone about itself. [a6 n 0410]

The selected route to every Mobile RD for which a route is available. [a6 t 1210]

Note 4.—  The objective of this rule is to ensure that a member of a backbone RDC will inform all other backbone RDC members within the island about all routes to all mobiles that it has available. [a6 n 0420]

The selected route to every Fixed ATN RD in the same ATN Island, for which a route is available. [a6 t 1220]

Note 5.—  The objective of this rule is to ensure that a member of a backbone RDC will tell other members of the same backbone RDC about all fixed RDs that it knows about. [a6 n 0430]

Each selected route to a Mobile RD's "home". [a6 t 1230]

Note 6.—  The objective of this rule is to ensure that a member of a backbone RDC will tell all fixed RDs about all the “homes” that it knows about. [a6 n 0440]

Note 7.—  Such a route can be characterised by an NSAP Address Prefix which ends at the VER field and the VER field takes either the value 041h or the value 0c1h. [a6 n 0450]

All other ATN RDs within the ATN Island

Note 1.—  These policy statements apply to the routes advertised by an ATN Router in an RD that is a member of a Backbone RDC to an adjacent ATN Router in a different RD, which is also a member of the same ATN Island RDC, but which is not a member of that ATN Island’s Backbone RDC. [a6 n 0470]

An ATN Router that is in an RD that is a member of an ATN Island Backbone RDC shall provide the following routes to each adjacent ATN RD within the ATN Island RDC, which are not members of the ATN Island’s Backbone RDC, and for the Security RIB�Att : [a6 t 1240]

A route to NSAPs and NETs contained within the RD; the route's destination shall be one or more NSAP Address prefixes common to all NSAP Addresses and NETs in the RD. If restrictions on distribution scope are applied by local routing policy, then they shall not prevent distribution of this route to any member of the same ATN Island RDC. [a6 t 1250]

Note 2.— The well known discretionary attribute DIST_LIST_INCL may also be present. For example, to restrict the scope of the information to members of the ATN Island only.  The RDIs of other RDs and RDCs may also be present at the discretion of the local Administrative Domain, and by bilateral agreement. [a6 n 0480]

Note 3.—  The objective of this rule is to ensure that a member of a backbone RDC will tell all RDs within the island about itself. [a6 n 0490]

The selected route to every Fixed ATN RD in the same ATN Island for which a route is available. [a6 t 1260]

Note 4.—  The objective of this rule is to ensure that an ATN Router located in an RD that is a member of a backbone RDC, will tell all RDs within the island about all the fixed RDs it knows about. [a6 n 0500]

A route to all AINSC mobiles and all ATSC Mobiles. The well known discretionary attribute DIST_LIST_INCL shall be present, and shall contain the RDI of the ATN Island RDC as its value.

Note 5.— The objective of this rule is to tell the rest of the Island that each RD in the Backbone RDC provides a default route to all aircraft.

Note 6.— The distribution scope of the route is limited because the ATN Island defines the domain of the default route provider. This route is invalid outside of the ATN Island.

Note 7.— This route is formally the result of aggregating all the routes to mobile systems and routes to “Home” RDs, known to the ATN Router.



A route to each Mobile RD for which the adjacent RD is advertising a route to the Mobile RD's "home". [a6 t 1360]


Note 8.—  The objective of this rule is to ensure that a member of a backbone RDC will tell all adjacent off Backbone RDs about all routes to mobile RDs which have “home” routes advertised. [a6 n 0670]




Mobile RDs

Note 1.—  These policy statements apply to the routes advertised by an ATN Router in an RD that is a member of a Backbone RDC to an adjacent ATN Router in a Mobile RD. [a6 n 0570]

When IDRP is being used to exchange routing information with an airborne router, an ATN Router in an RD that is a member of a Backbone RDC shall provide to each adjacent Mobile RD a route to NSAPs and NETs contained within the RD for the Security RIB�Att; the route's destination shall be one or more NSAP Address prefixes common to all NSAP Addresses and NETs in the RD.

Note 2.—  The objective of this rule is to ensure that an RD that is a member of a backbone RDC will tell all adjacent mobiles about itself. [a6 n 0580]

Recommendation.—  An ATN RD that is a member of a Backbone RDC should also provide to each adjacent Mobile RD, and for the Security RIB�Att  and for which a suitable route exists:

An aggregated route to NSAPs and NETs contained within the local ATN Island RDC; [a6 t 1310]

Note 3.—  The objective of this rule is to ensure that an RD that is a member of a backbone RDC provides to each connected mobile RD, a route to all fixed ATN RDs within the island. [a6 n 0590]

An aggregated route to NSAPs and NETs contained within all other ATN Islands for which a route is available. [a6 t 1320]

Note 4.—  The objective of  this  rule is to ensure that an RD that is a member of a backbone RDC will be willing to provide to each connected mobile RD routing information to the backbone of other ATN islands. [a6 n 0600]

ATN RDs in other ATN Islands

Note 1.—  These policy statements apply to the routes advertised by an ATN Router  in an RD that is a member of a Backbone RDC to an adjacent ATN Router in a different RD, which is a member of a different ATN Island's ATN Island Backbone RDC. [a6 n 0610]

3.7.1.4.a. An ATN Router in an RD that is a member of a Backbone RDC shall provide the following routes to each adjacent ATN Router that is a member of a Backbone RDC in another ATN Island, and for the Security RIB�Att : [a6 t 1330]

An aggregated route to NSAPs and NETs contained within the ATN Island RDC. [a6 t 1340]

Note 2.—  The objective of this rule is to ensure that an RD that is a member of a backbone RDC will tell all adjacent RDs that are members of backbone RDCs in different ATN Islands about the local ATN Island. [a6 n 0620]

A route to the common NSAP Address Prefix for each group of Mobile RDs for which the "home" exists on the RD's ATN Island. [a6 t 1350]

Note 3.—  The objective of this rule is to ensure that a backbone RD will tell all adjacent R
D
d
s that are member of a backbone RD in different islands about routes to mobiles whose “home” is in that island. [a6 n 0640]

Note 4.—  The "home" identified above needs not correspond to a geographical notion of a home. [a6 n 0650]

Note 5.—  The "home" is typically identified by an NSAP Address Prefix that identifies all the RD's belonging to the organisation responsible for the Mobile RD (i.e. aircraft), or all the Mobile RDs belonging to the organisation. The former is only possible if all such Fixed RDs are part of the same ATN Island RDC. [a6 n 0660]

A route to each Mobile RD for which the adjacent RD is advertising a route to the Mobile RD's "home". [a6 t 1360]

Note 6.—  The objective of this rule is to ensure that a member of a backbone RDC will tell all adjacent RDs in different islands about all routes to mobile RDs which have “home” routes advertised. [a6 n 0670]

A route to each Mobile RD for which there is no known home. [a6 t 1370]

Note 7.—  The objective of this rule is to ensure that an RD that is a member of a backbone RDC will tell all adjacent RDs that are members of backbone RDCs in different ATN Islands about all of the Mobile RDs that they know about. [a6 n 0680]

Routing Policy Requirements for a Mobile RD

When IDRP is being used to exchange routing information with an airborne router, a Mobile RD shall provide to each ATN RD to which it is currently connected, a route to NSAPs and NETs contained within the Mobile RD for the Security RIB�Att . [a6 t 1380]

Note 1.—  The objective of this rule is to ensure that a mobile RD will tell adjacent RDs about itself. [a6 n 0730]

Note 2.—  This  policy statement applies to the routes advertised by an ATN Router in a Mobile RD to an adjacent ATN Air/Ground Router in a Fixed ATN RD. [a6 n 0740]

Routing Policy Requirements for an ATN TRD that is not a Member of the ATN Island Backbone RDC

An RD that is a member of an ATN Island RDC, and is a TRD, but which is not a member of that ATN Island's Backbone RDC shall implement a Routing Policy that is compatible with the policy statements given in this section and its subordinate sections. [a6 t 1390]

Note.— An ATN RD that operates as a transit routing domain is referred to in this chaptersection as an ATN TRD.

Adjacent ATN RDs that are Members of the ATN Island’s Backbone RDC

Note 1.—  These policy statements apply to the routes advertised by an ATN Router in an ATN TRD to an adjacent ATN Router in an RD which is a member of the local ATN Island's Backbone RDC. [a6 n 0750]

When an ATN TRD that is not itself a member of a Backbone RDC is adjacent to an RD that is a member of an ATN Backbone RDC, then it shall provide the following routes to each such adjacent ATN RD, and for the Security RIB�Att : [a6 t 1400]

A route to NSAPs and NETs contained within the RD; the route's destination shall be one or more NSAP Address prefixes common to all NSAP Addresses and NETs in the RD.  [a6 t 1410]

Note 2.— The well known discretionary attribute DIST_LIST_INCL may also be present. For example, to restrict the scope of the information to members of the ATN Island only.  The RDIs of other RDs and RDCs may also be present at the discretion of the local Administrative Domain, and by bilateral agreement. [a6 n 0760]

Note 3.—  The objective of this rule is to ensure that an ATN TRD that is not itself a member of the Backbone RDC, will tell all adjacent ATN RDs which are members of the Backbone RDC about itself. [a6 n 0770]

The selected route to every Mobile RD for which a route is available. [a6 t 1420]

Note 4.—  The objective of this rule is to ensure that a ATN TRD that is not itself a member of the Backbone RDC, will tell all adjacent ATN RDs which are members of the Backbone RDC about all mobiles it knows about. [a6 n 0780]

The selected route to every Fixed ATN RD in the ATN Island for which a route is available. [a6 t 1430]

Note 5.—  The objective of this rule is to ensure that a ATN TRD that is not itself a member of the Backbone RDC, will tell all adjacent ATN RDs which are members of the Backbone RDC about all fixed RDs it knows about in the same ATN Island.



A route to each “Home” that the ATN TRD itself provides for Mobile RDs. This route has as its destination, the common NSAP Address Prefix(es) for those Mobile RDs.


Note 6. - The objective of this rule is to support the operation of the Home Domain concept on any ATN TRD directly connected to a Backbone RD.
 [a6 n 0790]

Adjacent ATN RDs within the same ATN Island and which are not Members of the ATN Island’s Backbone RDC

Note 1.—  These policy statements apply to the routes advertised by an ATN Router in an ATN TRD to an adjacent ATN Router in an ATN RD on the same ATN Island. [a6 n 0800]

3.7.3.2.a. An ATN TRD shall provide the following routes to each adjacent ATN RD within the ATN Island RDC, other than other ATN RDs which are members of the Backbone RDC, and for the Security RIB�Att  [a6 t 1440]

A route to NSAPs and NETs contained within the RD for the Security RIB�Att; the route's destination shall be one or more NSAP Address prefixes common to all NSAP Addresses and NETs in the RD. [a6 t 1450]

Note 2.— The well known discretionary attribute DIST_LIST_INCL may also be present. For example, to restrict the scope of the information to members of the ATN Island only. The RDIs of other RDs and RDCs may also be present at the discretion of the local Administrative Domain, and by bilateral agreement, including the RDI of the Backbone RD or RDC, when the adjacent RD is providing the local RD's route to the Backbone. [a6 n 0810]

Note 3.—  The objective of this rule is to ensure that an ATN TRD that is not itself a member of the Backbone RDC, will tell all adjacent RDs within the island about itself. [a6 n 0820]

The selected route to every Fixed RD in the same ATN Island for which a route is available. [a6 t 1460]

Note 3.—  The objective of this rule is to ensure that an ATN TRD that is not itself a member of the Backbone RDC, will tell all adjacent RDs within the island about all fixed ATN RDs in the same ATN Island that it knows about. [a6 n 0830]

If the RD is currently advertising the preferred route to all AINSC and ATSC Mobiles, then every route to an AINSC Mobile and an ATSC Mobile that is known to the local RD shall be advertised to this RD, subject only to constraints imposed by any DIST_LIST_INCL and DIST_LIST_EXCL path attributes.

Note 4.- The objective of this rule is to ensure that the provider of the default route to all aircraft (i.e. the Backbone) is kept informed of the actual location of every aircraft adjacent to the Island.



The preferred route to all mobiles, except when the RD is the source of this route.


Note 5. - The objective of this rule is to ensure propagation of the default route to all mobiles throughout the ATN Island.

A route to each Mobile RD for which the adjacent RD is advertising the preferred route to the Mobile RD's "home". [a6 t 1360]

Note 6.—  The objective of this rule is to ensure routes to mobile RDs are propagated to off backbone Homes.

A route to each “Home” that the ATN TRD itself provides for Mobile RDs. This route has as its destination, the common NSAP Address Prefix(es) for those Mobile RDs.

Note 7. - The objective of this item is to ensure that all RDs in the ATN Island are aware that the identified “Homes” are located here.


Mobile RDs

Note 1.—  These policy statements apply to the routes advertised by an ATN Router in an ATN TRD to an adjacent ATN Router in a Mobile RD. [a6 n 0860]

When IDRP is being used to exchange routing information with the airborne router, an ATN TRD shall provide to each adjacent Mobile RD a route to NSAPs and NETs contained within the RD for the Security RIB�Att ; [a6 t 1490] the route's destination shall be one or more NSAP Address prefixes common to all NSAP Addresses and NETs in the RD. [a6 t 1500]

Note 2.—  The objective of this rule is to ensure that an ATN TRD will tell adjacent mobile RDs about itself. [a6 n 0870]

Recommendation.—  An ATN TRD should also provide to each adjacent Mobile RD, and for the Security RIB�Att  and for which a suitable route exists:

an aggregated route to NSAPs and NETs contained within the local ATN Island RDC; 

an aggregated route to NSAPs and NETs contained within all other ATN Islands for which a route is available. [a6 r 0130]

Note 3.—  The objective of this rule is to encourage an RD to provide to each adjacent mobile RD routing information to: a) all fixed RDs within the island, and b) other ATN islands. [a6 n 0880]

The Routing Policy for a Fixed ATN ERD

A Fixed ATN ERD shall provide to each ATN RD to which it is currently connected, a route to NSAPs and NETs contained within the RD, for the Security RIB�Att . [a6 t 1510] 

Note 1—. The well known discretionary attribute DIST_LIST_INCL may be present, unless the RD permits routes to destinations within itself to be advertised by other ATN RDs without restriction to any other ATN RD, or non-ATN RD. [a6 t 1520] [a6 t 1530]

Note 2.—  These policy statements apply to the routes advertised by an ATN Router in a fixed ATN ERD to an adjacent ATN Router in an ATN RD. [a6 n 0930]

Note 3.—  An ERD does not advertise routes to destinations in any other RD, to another RD. [a6 n 0940]

Use of the Forwarding Information Base 

3.8.a. The forwarding processes for a CLNP NDPU shall operate by selecting the FIB identified by the combination of the QoS Maintenance and Security Parameters found in the CLNP Header, and selecting from that FIB, the entry, if any, identified by the longest matching NSAP Address Prefix. The next hop information found in this FIB entry is then used to forward the NPDU.

3.8.b. Two routes shall only be aggregated when their SECURITY attributes, if present, identify the same Security Policy. [a6 t 1720] When two routes are aggregated, if a security classification is present in either of the component routes, then the classification of the aggregated route shall be set to the lower of the two classifications.
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