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SUMMARY

This is the Validation Report for the ATN Systems Management provisions.  This report presents the results of the validation and implementation programmes that have been reported by various States and Organisations, which apply to the Systems Management provisions in Sub-Volume VI of the ATN Technical Provisions (draft third edition of ICAO Doc. 9705).  It summarises the validation results and analyses them against a set of high-level validation objectives (VOs).
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1. Introduction

1.1 Scope

Since the publication of the first edition of the Manual of Technical Provisions for the Aeronautical Telecommunication Network (ATN) (ICAO Doc. 9705), there has been ongoing work to specify the requirements for ATN Systems Management (SM).  The resulting specifications add new functionality, and hence new technical provisions, which need to be validated before publication by ICAO.

The additions have been designed for backward compatibility and interoperability with the first and second editions of Doc 9705, and this compatibility also needs to be validated. 

1.2 Background

The ATN SM provisions have been progressed by the ATNP Joint Sub-Group on Systems Management (WG1/JSG-SM).  This section summarises the history of their development and provides traceability between different evolutions of the provisions.

1.2.1 Development of SM Technical Provisions

The recent change history of the ATN SM technical provisions is summarised in the following table.

Table 1.1.  ATNP SV6 Change History

Revision
Description
Affected Parts
Date

0.1
Initial outline for SG3 review
All
07/10/97

0.2
Minor updates from WG3/SG3 Toulouse meeting.  Presented at WG3-11 Redondo Beach, October 1997
All
24/10/97

1.0
First substantive version.  Input to WG3-12, Rio de Janeiro, March 1998
All
March 1998

1.1
Updated working draft incorporating editing instructions from WG3-12.  Input to WG3-13, Utrecht, June 1998
All
June 1998

1.2
Updated working draft reflecting discussions of JSG-SM.  SARPs and GM split into 2 documents.  All Convergent MIB layer MOs moved to Guidance.  Input to ATNP WG and JSG/SM meetings, Honolulu, January 1999
All
December 1998

1.3
Post Honolulu. Restructuring to better reflect two CMIP profiles.  Fig 6.1-1 from CONOPS.
All
March 1999

1.4
Post Palo Alto and Naples meetings.  General recommendations from Fault, Performance, Accounting and Security analysis WPs.  Naming from JSG WP12-05.  Cross-domain MIB from JSG WP12-04.
All
July 1999

1.5
Post Toulouse meeting July 99.  6.4 split into two – 6.4 now is only comms profile, new 6.5 is AOM 2x (management functions).  Security MOs removed.  Application recommendations from WP13-06rev.  AMHS MOs from WP13-10rev.  XMIB structure revised.
All
August 1999

1.6
Post Toulouse meeting September 99.  XMIB structure re-thought.  Access control removed from scope.  Various updates after JSG review.  Profiles renamed.  D-START mappings clarified.  Input to ATNP WG meetings in Gran Canaria.
Fig 6.1-1, 6.1.5.8, 6.1.5.9, 6.1.6, 6.3.1, 6.3.2, 6.4.1, 6.4.2, 6.4.3, 6.5.1.7, 6.6.1.1, 6.6.2.1, 6.6.3-7, 6.7
September 1999

3_01
Conversion from Word to WordPerfect.  Input to JSG-SM meeting in Sterling VA.  Updated atnBIS/ES and AMHS XMIB definitions.  Numerous editorial updates resulting from ongoing review, GDMO syntax check (by hand) and comments received from Gran Canaria meetings.
All
November 1999

3_02
Output from JSG-SM Sterling meeting.  GDMO definitions completed and compiled.  XMIB chapter restructured.
6.6
November 1999

3_03
Post-Sterling updates resulting from GDMO compilation results, optionality, and reorganisation of XMIB chapter.
All
November 1999

10 December 1999
Output of Tokyo WG meetings, input to ATNP/3.

1.  atnAdjacentGroundBIS MO - WG1 queried why is it limited to ground BISs only.  The answer is that air-ground routes are much too dynamic and numerous to model meaningfully in this way.  XMIB is only relevant for the ground-ground part of the ATN Internet.  This has been explained in Guidance.

2. Consistency of terminology.  SV6 defines and uses the term "SM Agent", but refers to "System Manager".  Also the terms Network Manager and System Manager are used interchangeably.  Terminology aligned on "SM Manager".

3.  In 6.4.3 the range of invokeID and linked-ID was incorrectly specified as  2**(31-1) rather than (2**31)-1.

4.  In 6.2, initial nodes of Object Identifier definitions removed, replaced with reference to Sub-Volume IX.

5.  In 6.6.5 XMIB definition, atnFIS MOC split into two separate MOC for FIS/ATIS and FIS/METAR, which are considered to be separate applications with distinct communication characteristics.

6.  In 6.6.5 XMIB definition, atnMHS renamed atnAMHS for consistency with Sub-Volume III.

7.  Editorial changes.  Headers and footers updated, Table of Contents added.  Minor typos corrected.
All
December 1999

Version 1.0
Edited by ICAO for presentation to ATNP/3
Footers
February 2000

Version 1.1
Input to Berlin WG meetings, WGW/4.

1.  ISO/IEC standard references updated to include equivalent ITU-T Recommendations, where such equivalents exist.

2.  Cross-Domain Management Information Base (XMIB) definitions updated to remove residual problems found when validating with a commercial GDMO compiler.  

Package atnFIS-P renamed to atnFISatis-P in atnFISatis MO class definition

Package atnFIS-P renamed to atnFISmetar-P in atnFISmetar MO class definition

Package registrations poi 11 -35 added to Package definitions.

New Package atnFISmetar-P added.

Unused Package securityAlarm-P deleted.

Attribute syntax reference corrected in aMHSgatewayAeAxAddress attribute definition.

Attribute syntax reference corrected in mTCUMaxBinaryMessageSize attribute definition.

Unused Behaviour definition aPAddress-B deleted.

Description of aTNapplicationEntity-B Behaviour corrected.

AdjacentComCentr corrected to AdjacentComCentre in ASN.1 module

MTCUName corrected to MTCUname in ASN.1 module

3.  Document footers updated to “Version 1.1".
6.1.3.1, 6.1.3.2, 6.1.6.1, 6.4.1.1, 6.4.3.3, 6.4.3.14.3, 6.4.3.15.1, 6.4.3.15.2, 6.6.1, 6.6.1.1, 6.6.1.4, 6.6.1.5, 6.6.2.4, 6.6.4.1, 6.6.5.1
August 2000

1.3 Dependencies on External Standards

The SM provisions incorporate by reference a number of standards and profiles produced by accredited international standards bodies.  A potential advantage of using ISO/IEC or ITU-T standards is that they are pre-validated, i.e. studied and approved by national standards bodies, implemented and interoperability demonstrated between independent implementations.  To benefit from such pre-validation, the validation status of each referenced standard needs to be verified.  For each referenced external standard, the following points must be answered:

· What is the status of the standard (committee draft, draft or fully ratified)?

· Do implementations exist?  

· Has interoperability been demonstrated?

· Are there any outstanding defect reports?

· Are the references to the standard sufficiently precise (version number, amendments and defect reports included)?

Note.—  The international standards and profiles for OSI systems management, which are used as the basis for ATN management, are numerous, and there are many complex cross-references between them.  The first list of references is to standards directly referenced by the SV6 provisions.  It is then necessary to consider the standards that are in turn referenced from these direct references.

Standards referred to in Sub-Volume VI are:

ISO/IEC 8326 : 1996 | ITU-T Recommendation X.215 (1995), Information technology – Open Systems Interconnection – Session service definition

ISO/IEC 8327-1 : 1996 | ITU-T Recommendation X.225 (1995), Information technology – Open Systems Interconnection – Basic connection oriented session protocol – Part 1: Protocol Specification

ISO/IEC 8649 : 1996 | ITU-T Recommendation X.217 (1995), Information technology – Open Systems Interconnection – Service definition for the Association Control Service Element

ISO/IEC 8650-1 : 1996 / Amd.1:1997 | ITU-T Recommendation X.227 (1994)/Amd. 1 (1996), Information technology – Open Systems Interconnection – Connection-oriented protocol specification for the Association Control Service Element – Part 1: Protocol Specification – Amendment 1: Incorporation of extensibility markers

ISO/IEC 8822 : 1994 | ITU-T Recommendation X.216 (1994), Information technology – Open Systems Interconnection – Presentation service definition

ISO/IEC 8823-1 : 1994/Amd.1:1997 | ITU-T Recommendation X.226 (1994)/Amd. 1 (1997), Information technology – Open Systems Interconnection – Connection oriented presentation protocol – Part 1: Protocol Specification – Amendment 1: Efficiency enhancements

ISO/IEC 8824-1 : 1995 | ITU-T Recommendation X.680 (1995), Information technology – Abstract Syntax Notation One (ASN.1) – Part 1: Specification of basic notation

ISO/IEC 8825-1 : 1995 | ITU-T Recommendation X.690 (1995), Information technology – ASN.1 encoding rules - Part 1: Specification of basic encoding rules (BER), canonical encoding rules (CER) and distinguished encoding rules (DER)

ISO/IEC 8825-2 : 1996 | ITU-T Recommendation X.691 (1995), Information technology – ASN.1 encoding rules - Part 2: Specification of packed encoding rules (PER)

ISO/IEC 9072-1 : 1989 | CCITT Recommendation X.219 (1988), Information processing systems – Text communication – Remote operations – Part 1. Model, notation and service definition

ISO/IEC 9072-2 : 1989 | CCITT Recommendation X.229 (1988), Information processing systems – Text communication – Remote operations – Part 2. Protocol specification

ISO/IEC 9595 : 1997 | ITU-T Recommendation X.710 (1997), Information technology – Open Systems Interconnection – Common management information service definition

ISO/IEC 9596-1 : 1997 | ITU-T Recommendation X.711 (1997), Information technology – Open Systems Interconnection – Common management information protocol – Part 1: Protocol specification

ISO/IEC 10040 : 1992 | CCITT Recommendation X.701 (1992), Information technology – Open Systems Interconnection – Systems management overview

ISO/IEC 10164-4 : 1992 | CCITT Recommendation X.733 (1992), Information technology – Open Systems Interconnection – Systems management: Alarm reporting function

ISO/IEC 10164-5 : 1993 | CCITT Recommendation X.734 (1992), Information technology – Open Systems Interconnection – Systems management: Event report management function

ISO/IEC 10164-6 : 1993 | CCITT Recommendation X.735 (1992), Information technology – Open Systems Interconnection – Systems management: Log control function

ISO/IEC 10164-7 : 1992 | CCITT Recommendation X.736 (1992), Information technology – Open Systems Interconnection – Systems management: Security alarm reporting function

ISO/IEC 10165-1 : 1992 | CCITT Recommendation X.720 (1992), Information technology – Open Systems Interconnection – Structure of management information: Management information model

ISO/IEC 10165-2 : 1992 | CCITT Recommendation X.721 (1992), Information technology – Open Systems Interconnection – Structure of management information: Definition of management information

ISO/IEC 10165-4 : 1992 | CCITT Recommendation X.722 (1992), Information technology – Open Systems Interconnection – Structure of management information: Guidelines for the definition of managed objects

ISO/IEC 10165-5 : 1994 | CCITT Recommendation X.723 (1993), Information technology – Open Systems Interconnection – Structure of management information: Generic management information

ISO/IEC 10165-6 : 1997 | CCITT Recommendation X.724 (1996), Information technology – Open Systems Interconnection – Structure of management information: Requirements and guidelines for implementation conformance statement proformas associated with OSI management

ISO/IEC 10747:1994, Information technology -- Telecommunications and information exchange between systems -- Protocol for exchange of inter-domain routeing information among intermediate systems to support forwarding of ISO 8473 PDUs 

ISO/IEC 11588-8 : 1997 | ITU-T Recommendation X.467 (1996) Information technology – Message handling systems (MHS) management – Part 8: Message Transfer Agent management

ISO/IEC ISP 11183-1 Information technology – International Standardised Profiles AOM1n OSI Management – Management Communications – Part 1: Specification of ACSE, Presentation and Session protocols for the use by ROSE and CMISE

ISO/IEC ISP 11183-2 Information technology – International Standardised Profiles AOM1n OSI Management – Management Communications – Part 2: CMISE/ROSE for AOM12 -Enhanced Management Communications.

ISO/IEC ISP 12060-1 : 1995 Information technology – International standardised profiles - OSI management – Management functions – Part 1: AOM211 – General management capability 

ISO/IEC ISP 12060-4 : 1995 Information technology – International standardised profiles - OSI management – Management functions – Part 4: AOM221 – General event report management

ISO/IEC ISP 12060-5 : 1995 Information technology – International standardised profiles - OSI management – Management functions – Part 5: AOM231 – General log control

ISO/IEC DISP 12060-9 : 1997 Information technology – International standardised profiles - OSI management – Management functions – Part 9: AOM2432n – Access control

ITU-T X.500 Series of Recommendations (1997) – Information technology – Open systems interconnection - The Directory

CCITT Recommendation M.3100 (1992), Maintenance: Telecommunications Management Network - Generic Network Information Model

Standards and profiles referred to indirectly include:

ISO/IEC ISP 12059-0 Information technology – International Standardised Profiles - OSI Management – Common information for Management Functions – Part 0: Common definitions for management function profiles

ISO/IEC 10164-8 | ITU-T Recommendation X.740  Information technology – Open Systems Interconnection – Systems management: Security Audit Trail function

ISO/IEC 10164-9 | ITU-T Recommendation X.741  Information technology – Open Systems Interconnection – Systems management: Objects and attributes for access control

The referenced standards are assumed to be stable and validated.  All have progressed through their various review stages and attained the status of fully ratified International Standards.  It is proposed not to perform any additional direct validation of these standards.  Their use will be indirectly validated through their inclusion in the various implementation activities of States and Organisations. 

2. High Level Validation Objectives

At the lowest level of validation, every technical provision clause (“shall” and “should” statement) is validated for correctness, consistency, lack of ambiguity and lack of duplication.  This is typically done as an integral stage of implementation.  This validation report concentrates instead on high-level validation objectives.  Each validation objective is categorised as:

· System Level Validation Objective (SVO), relating to the system level requirements which are based on operational requirements within the ICAO Draft Manual of ATS Data link Applications, or elsewhere.

· Functional Validation Objective (FVO), relating to the functional characteristics described in the Technical Provisions.

· Technical Validation Objective (TVO), relating to the technical details in the Technical Provisions

The following Table lists the high-level validation objectives adopted for the ATN Systems Management provisions.

Table 2.1.  Validation Objectives


VO
Description


SVO 1
To determine which System Level Requirements are satisfied by the functional descriptions in combination with the user requirements and recommended practices.


SVO 2
To determine if the ATN specifications are mutually consistent and that backwards compatibility is achieved.


FVO 1
To determine if the functional descriptions are compatible with the technical requirements.


FVO 2
To determine if the user requirements and recommended practices are compatible with the technical requirements.


FVO 3
To determine if the technical provisions are complete.


FVO 4
To determine if the technical provisions are unambiguous.


FVO 5
To determine if the technical provisions are consistent.


FVO 6
To determine if there are redundant technical provisions, i.e. requirements that would have no effect if removed.  
Note:  This VO should be interpreted to mean that there are no requirements that are not necessary for the defined functionality, or to achieve migration to future functionality.  It is not meant to eliminate possible duplicated statements of requirement that are known to exist.


FVO 7
To determine if provision has been made to ensure that the technical provisions are implementation independent.


TVO 1
To determine if the protocol description supports the stated end to end services.


TVO 2
To determine if the protocol description has any unacceptable behaviour


TVO 3
To determine if the abstract service interface parameters are mapped appropriately to PDU fields and/or communication service interface parameters, and vice versa.


TVO 4
To determine if protocol errors in the peer application entity are correctly handled.


TVO 6
To determine if the APDUs are correctly specified.


TVO 7
To determine if provision for QOS management has been addressed.


TVO 8
To determine if provision for future migration has been addressed.


TVO 9
To determine if efficiency requirements have been addressed, e.g. minimising size of data transfer, appropriate maintenance of dialogue.


TVO 10
To determine that the functionality described in the technical provisions is implementable.


TVO 11
To determine that independent implementations built in accordance with the technical provisions will be able to interoperate.


TVO 12
To determine that the way security is handled is compliant with the overall ATN security framework.

2.1 Grouping of Requirements

For the validation of the ATN SM requirements, the following functional groups of requirements have been identified:

a) “Standard” CMIP profile over ATN ICS

b) “Efficient” CMIP profile over ATN ULCS

c) Recommendations for intra-domain management

d) Security provisions

e) General event and log management

f) Cross-Domain Management Information base (X-MIB)

g) Naming and Addressing

Each of these groupings (“high-level requirements”) is made up of an identified set of low-level requirements (“shall” clauses) and recommendations (“should” clauses).

3. Validation Means

The following generic means of validation have been identified, and are used in Table 4.1.

a) Two or more independently developed interoperating implementations validated by two or more states/organisations.

b) Two or more independently developed interoperating implementations validated by one state/organisation.

c) One implementation validated by more than one state/organisation.

d) One implementation validated by one state/organisation.

e) Partial implementation validated by one or more state/organisation.

f) Simulation, analysis using tools e.g. ASN.1 compiler, modelling tools.

g) Analysis and inspection.

4. Functional Validation Achieved by States and Organisations

The following table summarises the validation activities that have reported to date. The letters in the table correspond to the validation means given in section 3.

Note.— The symbol “*” indicates that the activity is still in progress.

Table 4.1.  Validation Activities Summary

Group
ATNP/WG1/JSG-SM 
CENA CHARME
FAA
ProATN

“Standard” CMIP profile over ATN ICS
g)


b)

“Efficient” CMIP profile over ATN ULCS
g)
d)

N/A

Recommendations for intra-domain management
g)


d)

Security provisions
g)
d)*

N/A

General event and log management
g)


b)

Cross-Domain Management Information base (X-MIB)
f)

f)
e)

Naming and Addressing
g)

f)
e)

Summary of Activities Supporting Validation

4.1 Paper Studies

The “Efficient” CMIP profile specified in SV6 is ATN-specific, and does not therefore benefit from the external validation of international standardisation.  To offset these concerns, a study was performed by STNA in France to assess the compatibility between the ULCS and the protocol support required by CMIP.  It was concluded that:

“There is no objection to the integration of the System Management Application (SMA) within the ICAO-specified ATN Upper Layer Architecture.”

Ref: ATNP/WG1/SG3/WP04-12 System Management Application (SMA) – the Fast MIP Option (February 1998) 

4.2 Use of Tools by JSG-SM 

The ATNP joint subgroup on Systems Management (JSG-SM) made use of a COTS tool when producing the GDMO definition of the Cross-Domain Management Information Base (XMIB).  See 5.4.2. for details.  This ensured that the GDMO and associated ASN.1 definitions in Sub-Volume VI are syntactically complete and correct.  In fact, section 6.6 (XMIB specification) incorporates the text file generated by the COTS GDMO compiler, and should therefore be capable of being imported directly into similar tools for use in implementation projects.

4.3 CENA CHARME project

The objectives of CHARME are to provide the French DGAC with:

a) an ATN platform for data-link experiments on Package-1 applications,

b) a base for the prototyping of future air/ground data-link applications,

c) an infrastructure for the validation of some of the ATN Package-2 features, with a priority on: security services, naming and addressing extension, system management related to security, and key management mechanisms by CM ASE.

The CHARME developments consist of commercial off the shelf (COTS) products, and CENA-originated components. The COTS components are: the CO Session and Presentation layers, an ASN.1 compiler and associated PER runtime libraries, and the development environment for the CENA components.  This COTS environment provides testing and integration facilities, and proved to enable the porting of CHARME components to various hardware platforms and operating systems.  CENA developments for CHARME include: the CL Session, Presentation and CO/CL Application layers, together with ASEs issued from OSI (CO/CL ACSE/Ed 2, ROSE, CMISE) or ICAO Package-1 specifications (ADS, ADS Report Forwarding, CM, CPDLC, and FIS).  APIs are provided for each ASE, and for the Dialogue Service.

CHARME has successfully been integrated on SUN and DEC ALPHA systems with the ProATN lower layers.  This integration resulted in:

a) a Package-1 connection oriented full ATN stack,

b) a Package-2 connection oriented, and connectionless ATN stack (complete up to the Dialogue service). 

The Package-2 stack includes the ATN ASEs, ROSE and CMISE for system management, and the Security ASO for upper-layers security.

CHARME is part of the simulated data-link infrastructure of CENA, which includes:

a) simulated sub-networks (Mode S, AMSS and VDL mode 2) access, real sub-network access (X.25 WAN, LAN) and loop-back facilities.

b) air traffic simulator, cockpit simulator and pseudo-pilot interface,

c) experimental ground control facilities.

The following CHARME developments are completed:

a) a full package 1 connection oriented ATN stack: CO Session and Presentation layers, ACSE and Dialogue control function, together with APIs,

b) CO and CL Session and Presentation layers,

c) CO/CL package 2 dialogue control function, and CO/CL ACSE,

d) Security ASO for upper-layers security (based on WG3/SG3 Toulouse 2000 meeting outputs),

e) Package 2 ATN applications (FIS ATIS/METAR, ADS, ARF, CM CPDLC).

f) ROSE and CMISE ASEs integrated with Upper Layers (“FastMIP” profile).

Future CHARME activities (post mid-2000) should address:

a) System management for the management of security,

b) Prototyping activities (X.500).

4.3.1 “FastMIP” profile prototyping and validation

The CHARME project developed a prototype of the SM ASO as described in Sub-Volume VI draft SARPs and conducted validation exercises as follows:

a) the software of CMISE and ROSE was produced and integrated with the ATN upper layer architecture of the CHARME platform.

The integration of the security provisions for the SM ASO is in progress.  This activity is planned to be completed by mid-2000.

4.4 FAA Validation Activities

4.4.1 Overview

The FAA currently has two programs underway for the validations of the enhancements to ICAO Doc. 9705.

The FAA Technical Center (ACT-350) is sponsoring the validation of the security changes to Sub-Volume 5.  This is reported elsewhere (out of scope of Sub-Volume VI validation).

The FAA (AUA-200 and AOP-600) is also sponsoring the validation of security changes and other enhancements to Sub-Volume IV.  Previously developed implementations will be modified to incorporate naming and addressing, connectionless and security enhancements.  The validation project is also implementing the ATN directory service and the ATN system management enhancements.  Interoperability testing is planned with external organisations.

The Systems Management Validation Exercise corresponds to the following validation activities: 

· an Analysis case, e.g. document inspection, case study, etc.

· an Experiment with prototype and/or pre-operational systems

This validation activity provides the following approved ‘applicable’ validation method:

Rigorous prototyping of a limited-scale ATN, a rigorous implementation for detailed validation of protocol requirements and operations, and with the goal of discovery of aspects of the draft third edition of the Doc 9705 Sub-Volume VI that may lead to implementation difficulties.

4.4.2 SM Validation Objectives

The FAA ONS Systems Management validation exercise mainly aims at demonstrating that: 

1. the requirements of the third edition of Doc 9705 Sub-Volume VI Cross Domain Management Information Base (XMIB) are implementable, 

2. the GDMO definitions provided by Sub-Volume VI are syntactically correct,

3. the containment and inheritance relationships of the Cross Domain Management Information Base are feasible, correct and complete.

4.4.3 Validation Tool Description

SolsticeTM TMN Agent Toolkit 2.0 is the COTS validation tool selected by the FAA.  It offers a complete CMIP Development Environment for TMN Agent Development and runtime products like CMIP and OSI.  It includes core agent functions and standard methods for agent/managed object communication.  

It hides much of the complexity of the XMP, and XOM APIs, and provides core agent functions and standard methods for agent/object communications.

The Solstice TMN Agent Toolkit comprises the following tools

· A GDMO compiler, which generates an agent skeleton.  The compiler reads standard GDMO input files, and outputs C-structures and skeleton callback functions that can be linked with the core agent.  In case of error, the compiler generates helpful error messages. 

· A core agent, which contains a library of functions common to all CMIP agents.  These include all CMIP requests (get, set, action, create, delete, cancel-get), scoping and filtering, linked replies, event report generation, and association handling.  The core agent manages a MIB, to which it provides synchronous and asynchronous access.

System Requirements

The initial validation activities were completed on a platform including:

· SPARCTM platform with 64 MB of memory minimum. 

· SolarisTM 2.5 and 2.5.1 operating environments for SPARC systems. 

· CMIPTM  

4.4.4 Validation Results Reported to Date

4.4.4.1 Validation Period

The reported validation of the Cross Domain Management Information Base (XMIB) spans a period from October 1999 through February 2000. 

Within this period, the following activities were accomplished:

1. Selection of the validation tool by the FAA that would best accomplish the validation objections of the project.

2. The importation of the XMIB managed object definitions into the tool. 

3. The validation tests of the managed object definitions and containment/inheritance relationships between them.

4.4.4.2 Results

The FAA validation initiative is in progress, and planned to be completed by June 2000.  A number of experiments remain therefore to be conducted to complete coverage of the high level ATN Validation Objectives.  Refer to Future Validation Work below for a high-level description of remaining validation activities.

Completed validation activities include:

1. Syntactic validation of the XMIB GDMO/ASN.1 definitions.

2. Semantic validation of the XMIB GDMO/ASN.1 definitions.

3. Validation of conformant containment relationships between the defined managed objects.

Running the WGW/3 (Tokyo) GDMO text file through the GDMO compiler came up with several errors, as reported in section 6 below:

The activity also raised the following issues:

1.  The MO for FIS was split into two: FISatis and FISmetar.  However, the package and attributes have not been split out.  This has been rectified in XMIB Version 1.1.

2.  Results of running the Solstice Registration tool on the OIDs.  Some GDMO Packages have registered identifiers, others do not.  All AHMS Packages are registered.  JSG/SM decided initially not to register 'inline' packages, but then the GDMO Tool text output moved all Package definitions out of the MO template.  In XMIB Version 1.1, separate OID's have been assigned for each of the package templates.

The Solstice Registration tool does not allow the use of reference OIDs with other references contained within them (e.g.  moi OBJECT IDENTIFIER ::= { xmib1 managedObjectClass (3)}.   Therefore it is necessary to specify the whole arc for Object Identifiers moi, poi, nboi, aoi, acoi, noi in order for the tool to use them as reference OID's within the templates.

4.4.5 Future Validation Work

Future validation work by the FAA will focus on incorporating the validated XMIB managed objects into ATN agents.  

Future validation activities include:

1. Validating the correctness and un-ambiguity of the agent and agent actions.

2. Validating the selected SMFs.

3. Validating the interoperability, across domains, of the ATN agent and Cross Domain Management Information Base.

4.5 ProATN Manager – Agent Integration / Validation

Interoperability trials have been performed between independently developed SM Manager and SM Agent implementations, enabling a SM Management station to perform management operations on an ATN Router.

Eurocontrol funded the Integration/Validation of the Network Management System developed by the ProATN Consortium (P‑NMS) and the NMA‑1P Agent Application developed by ACI.  

Tests were performed between January and April 2000, and took into account Single and Multi Domain aspects for ProATN.

The NMA-1P Network Management Agent is dedicated to the ProATN Router.  The Network Management System (P-NMS) is dedicated to the management of ProATN ATN components, i.e. Routers and End Systems.  Both systems are based on commercial off-the-shelf (COTS) products (except for the ProATN GBIS), the lower layers stack being provided by ProATN. 

The essential components of the system are:

· P-NMS application based on BULL ISM manager,

· SUNLink OSI,

· ProATN GBIS,

· Atos OSIAM stack,

· NMA-1P agent based on DSET Agent Toolkit from Atos.

The system under test comprised two NMS, hosting a P‑NMS Application, and two G_BIS hosting an NMA‑1P Application.

4.5.1 SM Manager System

The P‑NMS Application manages ProATN Systems and connections between them, i.e.

· Ground End Systems (G_ES),

· Ground Boundary Intermediate Systems (G_BIS),

· Connections between G_BIS,

· Connections between G_ES,

· Connections between G_ES and A_ES/BIS.

The G_ES host applications that can exchange information with applications hosted on other G_ES, even if they are connected to different subnetworks.

ProATN Systems belong to a Management Domain under the responsibility of a unique P‑NMS Application.  

The management architecture is based on a Manager/Agent model such that each P‑NMS Application has a Manager role, and each ProATN System can host an application that acts as an Agent.

The P‑NMS Application implements the following functions:

· Configuration Management,

· Fault Management,

· Event Management,

· Network Supervision.

4.5.2 SM Agent System

The NMA-1P is a Network Management Agent for the ProATN Ground BIS, developed by ACI-LLC.  Based on the ProATN components, the NMA-1P is a standard (“full stack”) CMIP agent able to exchange ProATN Ground BIS (GBIS) management information with the Network Manager System (NMS).  The management information is defined in a “MIB-1P” GDMO specification and mainly focuses on the network layer Managed Objects.

The NMA-1P software consists of the following components:

1. The OSIAM Stack, implementing the upper OSI protocol layers, from the session layer up to the Association Control Service Element (ACSE).  It interfaces with the Ground BIS through the Transport Service Interface (TSI), and with the GBIS Agent through its proprietary user mailbox interface offering the ACSE service.

2. The GBIS Agent, implementing the management information model of the NMA-1P.  It interfaces with OSIAM through the ACSE service, and with the Ground BIS through the GBIS Administrative Interface Module (AIM).  The logical Q3 interface between the Manager and the NMA-1P is specified by the GDMO management information model.

4.5.3 Functional Interface

The critical factor in achieving interoperability between Manager and Agent is the definition of a common interface specification.

Manager and Agent applications must have a common understanding of the structure and content of the Managed Objects available.  To this end, the ProATN/ACI Convergent Management Information Base (C-MIB) specification was developed under the framework of a task team initiated by Eurocontrol.

The interface between the P‑NMS Application hosted on a Network Management Station and the NMA‑1P Application hosted on a ProATN System (restricted to the G_BIS type) is described in the Interface Control Document (ICD).

The ICD contains a number of Implementation Conformance Statements (ICS), as specified in ISO 10165-6:

· Protocol Implementation Conformance Statement (PICS) for CMIP

· Management Conformance Summary (MCS)

· Management Information Conformance Statement (MICS)

· Managed Object Conformance Statements (MOCS)

· Managed Relationship Conformance Statements (MRCS)

The ICD requires the use of the AOM 12 profile for CMIP, in conformance with the “Full” profile of Doc. 9705, draft Sub-Volume VI, section 6.4.2.

It also contains a formal description in GDMO notation of the ProATN MIB, which is a subset of the Convergent MIB V1.4.  

4.5.4 Details of Tests Performed

The following sets of Test Cases were demonstrated as evidence of successful integration and interworking.

Initialization and Shutdown Test module (PMS_INITxx)

This set of tests verifies:

a) The P‑NMS Application can be started and stopped on each NMS, and for each user profile, assuming the NMS are properly configured

b) The presence of event forwarding discriminator (EFD) and logs on ProATN Systems and EFD on the subordinate manager

User Interface Principles Test Module (PMS_IF_PRINCxx)

The main purpose of this test module is to check requirements with a generic manner that apply to all graphical objects (displayed by the PMS).

Event Management Test module (PMS_EVT_MGTxx)

This test module checks four main functions:

a) Creation/deletion of filters on a ProATN System;

b) Log events received from a ProATN System;

c) Display events stored in the Manager log;

d) Display equipment logs.

The event storage capacity is checked in this module.

Fault Management Test module (PMS_FLT_MGTxx)

This module mainly checks that the Bull ISM-Alarm application is compliant with the requirements of this capability.  The alarm storage capacity is checked.

Network Supervision Test module (PMS_NET_SUPxx)

Network Supervision is composed of several functions:

a) Navigation function to display maps, panels, matrices or tables

b) Modification function to configure attribute values

c) Animation function (of icons and attribute values)

d) Animation function of links (IDRP, Transport and Application connections)

e) Configuration function of animation

Each of these functions depends on the “map” where it is used (ATN map, Network map, IDRP map, Transport map and Application map).  Not all maps are relevant for a G_BIS or a G_ES. 

Since the integration of the PMS is restricted to the agent hosted by a G_BIS, only test cases relevant for the G_BIS were checked, so no test cases on Transport Map and Application Map were done.

4.5.5 Contribution to ATNP Validation Results

The Manager and Agent described here use the standard CMIP protocol, but do not otherwise conform to the ATN provisions for Systems Management in the draft Sub-Volume VI of ICAO Doc. 9705, third edition.

Although not conforming to the ATN Cross-Domain Systems Management provisions, these trials demonstrate the feasibility and interoperability of CMIP-based management for inter-domain management, and demonstrate the utility of the “Convergent MIB” for intra-domain management.

Intra-domain SM is not subject to ICAO standardisation.  However, the draft Systems Management Guidance Material refers to the ProATN/ACI Convergent MIB 1.4 as an example of a suitable interface between Manager and Agent for ATN purposes.  

It is recommended that for reference purposes, the Convergent MIB specification should be placed on the ICAO ATNP web site when this is developed.

The Manager / Agent integration and validation activities described here contribute to the ATN Systems Management Validation Report in the following specific areas:

Functional Group 
Validation Level
Comment

“Standard” CMIP profile over ATN ICS
b)
ATN-specific Transport Service parameters not used (COTS limitation), so not fully compliant.

“Efficient” CMIP profile over ATN ULCS
N/A
“FastMIP” profile not implemented

Recommendations for intra-domain management
d)
Indirectly validated, assuming that the Convergent MIB is aligned with the Sub-Volume VI Recommendations.  Lower layer subset of Convergent MIB implemented.  Manager and Agent used same specification, hence level d) rather than b).

Security provisions
N/A
Not implemented

General event and log management
b)
EFD and log management in the XMIB is based on the same ISO standards as the Intra-domain Convergent MIB.

Cross-Domain Management Information base (X-MIB)
e)
XMIB not implemented, but there is a common subset with the Convergent MIB.

Naming and Addressing
e)
XMIB not implemented.

Defect Report Summary

Note.— Since Sub-Volume VI has not previously been published by ICAO, it has not been subject to the formal defect handling process of the ATNP CCB.  Therefore there are no PDRs to report.  Refer to section 1.2 for the change history of the Sub-Volume.

The following defects have been reported since the draft Sub-Volume VI was presented at ATNP/3 in February 2000.

Error ref.
Description
Action

1
atnFIS-P in atnFISatis not defined
Change package definition in MO template to atnFISatis-P.

2
AtnFIS-P in atnFISmetar not defined
Package specified was incorrect.  There is no corresponding package definition for atnFISmetar. Used atnFISatis-P temporarily. Generate open issue for needed definition of atnFISmetar-P.

3
attribute fISsumId in namebinding atnFISatis-atnApplicationServices not referenced in inherited class atnFISatis.
No action needed.  Fixing reference in Error 1 corrected this error.

4
attribute fISsumId in namebinding atnFISmetar-atnApplicationServices not referenced in inherited class atnFISmetar.
No action needed. Fixing reference in Error 2 corrected this error.

5
ASN.1 type CDSM.AeAxaddress in aMHSgatewayAeAxAddress not defined.
Correct ASN.1 type in Attribute template by change the 'a' in address to uppercase 'A'.

6
ASN.1 type CDSM.AdjacentComCentre not defined.
Correct ASN.1 construct "AdjacentComCentr" in CDSM module by adding an ending 'e'.

7
ASN.1 type CDSM.SIzeInOctets referenced in mTCUMaxBinaryMesasgeSize not defined.
Correct ASN.1 type in Attribute template by changing the 'I' in SIzeInOctets to a lowercase 'i'.

8
ASN.1 type CDSM.MTCUname in mTCUname not defined.
Correct ASN.1 construct "mTCUName" in CDSM module by change the 'N' in name to a lowercase 'n'.

All of the above defects are corrected in Version 1.1 of Sub-Volume VI, presented to ATNP WGW/4 (August 2000).

Results and Analysis

4.6 SVO 1

To determine which System Level Requirements are satisfied by the functional descriptions in combination with the user requirements and recommended practices.

System Level requirements for SM relate to the monitoring and maintenance of the Quality of Service provided to ATSC applications and as such have a direct bearing on Performance Management.  Other system level requirements have been derived from a top-down analysis of requirements for Fault, Performance, Accounting and Security management, and are summarised in the draft SV6 Guidance Material presented to WGW/4.  As determined by inspection, all the system level requirements relevant to ATN SM are satisfied by the provisions of Sub-Volume VI as presented. (g)
4.7 SVO 2

To determine if the ATN specifications are mutually consistent and that backwards compatibility is achieved.

There are no back-compatibility issues for the SM protocols, as this is new functionality introduced in SV6.  For other requirements, such as CLNP support of ECHO and Error PDUs, care has been taken to ensure compatibility with Doc 9705 second edition provisions. (g)

Study and implementation of the ATN SM service and protocol has ensured that they have been specified in a manner consistent with other ATN application and ULCS specifications. (g, d)

It is noted that care has been taken to minimise the impact of the naming and addressing enhancements on existing implementations. (g, d)
4.8 FVO 1

To determine if the functional descriptions are compatible with the technical requirements.

The functional descriptions in Sub-Volume VI were directly derived from a top-down analysis of the requirements for Fault, Configuration, Accounting, Performance and Security management functions.  Traceability has been maintained from the functional descriptions (which currently reside in the draft Guidance material for SV6) and the technical requirements expressed in the Sub-Volume.  In addition, the requirements for ATN performance from ADSP have been used a basis for the top-down analysis of Performance Management.  It has proved possible to express all the required functionality using SM standards.  Modelling and trial implementation has shown that the technical protocol and management information requirements satisfy the function descriptions.  (g, e)

4.9 FVO 2

To determine if the user requirements and recommended practices are compatible with the technical requirements.

The “User Requirements” correspond to the requirements at the CMISE service boundary.  Inspection has shown that all user requirements result in appropriate protocol requirements. (g)
4.10 FVO 3

To determine if the technical provisions are complete.

Test compilation has shown that the XMIB definition is complete.

Reference is made to the ISO-standard CMIP protocol for the “Full CMIP” communications profile, for which numerous COTS implementations exist.  Implementation has shown that the FastMIP communications profile is well-specified. (e)

4.11 FVO 4

To determine if the technical provisions are unambiguous.

Test compilation has shown that the XMIB definition is unambiguous.

Implementation has shown that the FastMIP communications profile is well-specified. (e)

4.12 FVO 5

To determine if the technical provisions are consistent.

Test compilation has shown that the XMIB definition is consistent.

Implementation has shown that the FastMIP communications profile is well-specified. (e)

4.13 FVO 6

To determine if there are redundant technical provisions, i.e. requirements, which would have no effect if, removed.  

Note:  This VO should be interpreted to mean that there are no requirements that are not necessary for the defined functionality, or to achieve migration to future functionality.  It is not meant to eliminate possible duplicated statements of requirement that are known to exist.

No unnecessary requirements have been detected by inspection or reported by the validation projects.  Spurious GDMO definitions have been detected and removed. (g, e)

4.14 FVO 7

To determine if provision has been made to ensure that the technical provisions are implementation independent.

No implementation-dependent provisions have been detected by inspection or reported by the validation projects.  The use of standardised formal languages GDMO and ASN.1 ensures independence from the implementation environment. (g, e)

4.15 TVO 1

To determine if the protocol description supports the stated end to end services.

The CMIP protocol is an ISO/IEC and ITU-T standard, which is known to support the CMIS services in numerous COTS implementations.  The “FastMIP” profile has been implemented and tested.  (d)

The ability of the XMIB to support the required cross-domain services is yet to be verified. (g)

4.16 TVO 2

To determine if the protocol description has any unacceptable behaviour.

The CMIP protocol is an ISO/IEC and ITU-T standard, which has been validated in numerous COTS implementations.  The “FastMIP” profile supports the same functionality as CMIP so can claim the same level of validation.  The “FastMIP” profile uses the ULCS services defined in Sub-Volume IV, which have been independently validated. (d)

4.17 TVO 3

To determine if the abstract service interface parameters are mapped appropriately to PDU fields and/or communication service interface parameters, and vice versa.

The CMIP protocol is an international standard, which is known to support the CMIS services in numerous COTS implementations.  The “FastMIP” profile supports the same abstract service interface. (d)

4.18 TVO 4

To determine if protocol errors in the peer application entity are correctly handled.

The CMIP protocol is an international standard, which is has well-known error handling characteristics in numerous COTS implementations.  The “FastMIP” profile uses the ULCS services defined in Sub-Volume IV, which have been independently validated. (d)

4.19 TVO 6

To determine if the APDUs are correctly specified.

Reference is made to international standards for all APDUs.  There are numerous COTS implementations of the BER-encoded APDUs, and it can be inferred from this that PER-encoded APDUs can also be unambiguously produced.  (d)

4.20 TVO 7

To determine if provision for QOS management has been addressed.

Most of the Quality of Service provisions are concerned with intra-domain management and so are out of scope of standardisation.  Recommended practices for QoS management have been specified based on top down analysis of fault, performance and accounting management requirements.  End-to-end monitoring of performance is supported by the XMIB. (g) 

4.21 TVO 8

To determine if provision for future migration has been addressed.

Future migration has been very much borne in mind in the development of the SV6 provisions.  ASN.1 extensibility has deliberately not been added to the CMIP protocol and MO attribute definitions in the current version, in order to minimise disruption to COTS products and GDMO support tools.  The main extension mechanism is to define a Version 2 XMIB after operational experience is gained with the current version.  Extensibility requirements in the OSI protocols and MO identification mechanisms facilitate migration to future versions. (g)

4.22 TVO 9

To determine if efficiency requirements have been addressed, e.g. minimising size of data transfer, appropriate maintenance of dialogue.

ASN.1 Packed Encoding rules are invoked to minimise the size of data transferred for the Air-Ground profile.  The Air-Ground profile also makes use of the Efficiency enhancements provided by the ULCS for the Session, Presentation and ACSE. (g)
4.23 TVO 10

To determine that the functionality described in the technical provisions is implementable.

“Full CMIP” has been implemented in numerous COTS products.  The “FastMIP” profile (CMIP encoded in PER over the ULCS Dialogue Service) has been implemented by CENA.  The XMIB has been test compiled. (e)

No Manager or Agent implementations that make use of the XMIB have been reported to date.

4.24 TVO 11

To determine that independent implementations built in accordance with the technical provisions will be able to interoperate.

It has been demonstrated that independently developed Manager and Agent implementations are capable of interoperating using full CMIP (b).

There are no reported interoperability tests between FastMIP implementations, or functional interoperability of XMIB managers and agents. (e)

4.25 TVO 12

To determine that the way security is handled is compliant with the overall ATN security framework

There are no specific security requirements for the Full CMIP profile.  The FastMIP profile uses the ULCS Dialogue Service, and is capable of being extended to use the Secure Dialogue Service.  However, use of the Security Requirements parameter is currently left “for further study”.  There is ongoing validation work on systems management for the management of security and integration of security provisions for the SM ASO (see section 5).

5. Conclusions

It is concluded that the technical provisions for ATN Systems Management are sufficiently mature for inclusion in the third edition of ICAO Doc. 9705.  It is recognised that the Cross-Domain MIB (XMIB) is likely to evolve in the light of operational experience and that future, backward-compatible extensions to Sub-Volume VI are probable.  Further developments of a) security provisions for systems management and b) communications priority handling are recommended for future editions.
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