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Summary

The present paper provides information on the Flight Data Exchange validation programme conducted by EUROCONTROL. Exchange of co-ordination data between European ATS Units is achieved according to the On-line Data Interchange (OLDI) Standard which is supported by a communications profile specified by the Flight Data Exchange Interface Control Document Part 1 (FDE ICD Part 1).The main objectives of this validation programme were to focus on the portability of the current FDE ICD Part 1 state machine to a multiprotocol environment and the independence of the FDE ICD state machine from the underlying transport stack.��
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1.	Introduction

The Flight Data Exchange  Interface Control Document Part 1 (FDE ICD Part 1) is a newly published EUROCONTROL Standard. It is a communications profile that supports European flight data exchange applications, namely On-Line Data Interchange (OLDI) and Civil/Military Co-ordination. It is already implemented in a large number of European Civil and Military Air Traffic Control Centres (ATCs).

The purpose of the FDE ICD Part 1 is to provide a simple and permanently available communications service. As such, the FDE ICD Part 1 State Machine can be characterised as a middleware by masking the complexities of X.25. In addition to the Standard, Eurocontrol member states receive an integration test tool named Eurocontrol Test-Tool for Inter-centre Communication (ETIC) accompanied by a User Guide, a FDE ICD integration test plan and a Technical Report dealing with issues of reliability, availability and security.
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Figure 1 - Interconnection Scenarios



2.	FDE Prototype Validation Programme

The FDE prototype validation programme has been completed end of 1998 and was concerned with the portability of the current FDE ICD Part 1 to a multiprotocol environment unaffecting the flight data exchange applications. The major constraint of the programme being no modification to the current FDE ICD Part 1 Standard or “backwards compatibility”. With the exception of the SNMP agent and MIB elements, the following diagram illustrates the protocol stacks that were required to be implemented by the prototype. The message generator simulates the flight data exchange application:
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Figure 2 - Required Prototype Environment

The objectives of the validation programme were to focus on:

the combination of the data communication stacks or co-existence;

application portability;

independence of the FDE State Machine from the underlying transport stack;

application program interfaces (APIs); and

management information bases (MIB).

The nature of the work being software development and the integration of commercial off-the shelf (COTS) products both software and hardware, within a Portable Operating System Interface (POSIX) compliant environment. Naturally, high processing performance or high-available hardware components were not within the scope of this validation programme.

3	FDE Prototype Architecture

The following diagram illustrates the final architecture of the FDE Prototype:
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Figure 3 : Final FDE Prototype Protocol Stack

The below figure, represents which kind of addresses are exchanged between the different modules of the prototype. The Message Transfer User is the message generator or flight data exchange application:
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Figure 4 - Internal Routing Architecture

4.	General Findings of the FDE Prototype Validation Programme

4.1	XTI

XTI is more appropriate for a client/server applications whereby one peer issues connection requests, which has led to the definition of listening and sending ports.

4.2	TP4

TP4 does not support XTI orderly release and the integration of ATN profile specifics (Priority, Security, QoS requirements) cannot be achieved.

4.3	Address Encoding

Limited ATN and TCP/IP addressing schemes: use of the ATN SYS, NSAP, and TSAP fields are not standardised in Europe. Well known TCP port numbers will have to be agreed for ATC applications using TCP/IP.

5.	FDE TCP Findings of the FDE Prototype Validation Programme

5.1	Implementation of the Avoidance of Double TCP Connections

When in the Association Establishment phase, if a T-Connect-Request primitive is outstanding (i.e. no corresponding T-Connect-Confirm or T-Disconnect-Indication primitive has been signalled) and a T-Connect-Indication is signalled two transport connections will be established between the systems. For ease of implementation, the FDE ICD Standard specifies that there should be only one transport connection between two State Machines and there is a mechanism to resolve this situation in the State Machine protocol if such a situation occurs.

Unlike TP4, when using the TCP in combination with XTI, TCP acknowledges the incoming connect requests without referring to the TCP-user. This is known as the TCP lazy accept. As a consequence if two systems try to establish a connection request at the same time there are always two transport connections established. The prototype workaround has been to introduce a wait time parameter in the State Machine before presenting the communications service to the User.

This workaround is not critical to operations as once connections are established, they are only disconnected due to maintenance or lower layer failures.

5.2	Byte-Stream Issue

The prototype has revealed the following issue when using TCP. When two messages are sent in sequence within a short timeframe, TCP sends them in one single TCP byte stream. This means that the recipient cannot determine how many messages have been sent without specific information. The prototype workaround is to add a 4-byte integer to indicate the length of the sent message. This phenomenon is normal as TCP is a byte-stream protocol with which the atomic nature of the data exchange is lost.

This header has been easy to implement in the prototype. In fact, it is added by the State Machine when using TCP only. Other solutions are possible, but this in any case, EUROCONTROL will have to standardise a mechanism to resolve this issue.

6.	FDE Prototype Address Findings

For the State Machine to operate, two values (ATC Unit Identifier and ATC Unit Selector) need to be relayed between the State Machines through the lower layers. The following solutions have been adopted per protocol.

6.1	X.25

This has been standardised by the FDE ICD Part 1 by conveying the calling and called ATC Unit Identifier & Selector in the User Data Field of the X.25 connection request packets

6.2	TCP/IP

A static mapping table will convert {ATC unit identifier, ATC unit selector} pairs into {IP address, TCP port number} pairs. It’s a one-to-one mapping.

6.3	TP4/CLNP

Use of the NSAP SYS field was avoided as it is unknown how this field will be encoded by the ATN End Systems. Consequently, the ATC Unit Identifier & Selector were inserted in the NSEL and TSEL fields as illustrated below. The second octet of the TSEL field is required as a listening port�. This encoding has been chosen as the ATN SARPS mandate a TSEL field of 2 octets.
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Figure 5 : Foreseen ATN Address Encoding

However, the OSSC software allows the XTI user to retrieve information from the TSEL but not the NSEL field. This is in line with OSI Standards. As a consequence, the ATC Unit Identifier field information is lost. The prototype has extended the TSEL field to 3 octets to free the NSEL field. The MAC address of the prototype network interface is mapped into the SYS field.

�

Figure 6 : Final ATN Address Encoding

7.	Conclusions

The prototype has demonstrated that the FDE ICD Part 1 Standard can be easily modified to incorporate a transport stack whether it is TCP or TP4. It has also demonstrated the feasibility and co-existence of three underlying protocol stacks (X.25, TCP and TP4).

As the European operational and communication applications have a clear boundary definition, the inclusion of such transport stacks can be achieved without any modification to the current operational applications. This is a major benefit of the approach taken by the European flight data exchange applications.

The co-existence of the transport protocols has highlighted the fact that the transport users are limited to the common services of the transport protocols. Specifying facilities that do not exist within other protocols works against co-existence or produces highly complex transport users.

In addition, the prototype has pin-pointed the absence of proper standardised address encoding schemes relating to TCP/IP and TP4/CLNP environments. In particular, the current addressing scheme of the ATN NSAP and TSAP fields will require further standardisation to ensure coherent implementation of ATN end-systems.

One may also note that the prototype is incapable of demonstrating that the inclusion of a transport stack actually improves the FDE ICD service. This is especially true as no effort has been invested in making the system reliable or performant. Current thinking, is that the real benefit of including a transport protocol will rationalise interconnection scenarios between FDPS systems in Europe.



� If the X/Open XTI Interface is used to access the TP4 protocol it is needed to open several communications endpoints for a Message Transfer Service user: one for listening to incoming transport connections and one for each transport connection the Message Transfer Service user wants to initiate itself. If the transport implementation does not allow to bind the same protocol address to several communications endpoints, different addresses must be assigned to the same Message Transfer Service user so that he can bind a different address to each communications endpoint that he needs to open.

The listening communications endpoint will start listening on a TSAP of the format described above. The other communications endpoints will bind to the same TSAP as the listening communications endpoint except for the last octet (this is the second octet of the TSEL field) which will be different for each communications endpoint and can have a value from ‘01H’ until ‘0F’. 
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