
ATNP WG3/SG3 WP15-43        

AERONAUTICAL TELECOMMUNICATION NETWORK PANEL (ATNP)

WG3 – Applications and upper layers

SG3 – Upper Layer Architecture

Honolulu, January the 19th, January the 22nd, 1998

First draft of Sv4.8

Prepared by G. Mittaux-Biron

Summary

ICAO is in the process of standardising the requirements for ATN Security. This will allow the development of a secured environment of data transfer between airborne and ground ATN systems, taking into account the various local legislation constraints.

This document presents a first draft of SARPs chapter 4.8 which specifies the implementation of security in the ATN Upper Layers.

4.8. Security Application Service Object descriptionte "4.  INTRODUCTION"
4.8.1.  Scope and Objectives te "4.  Scope and Objectives " \l 2
4.8.1.1  Implementations of the Security ASO, together with the UL elements which provide a secured Dialogue Service (DS), shall exhibit the behaviour defined in this chapter. 

4.8.1.2  The Security ASO is included in the Application Layer of the ATN, under the Dialogue Service.
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 This chapter specifies how ATN Upper Layers use OSI standardised mechanisms in order to secure elements of the various ATN ASEs. It also describes how the ATN upper layers use the OSI Directory authentication framework in order to provide support for peer entities authentication in the ATN environment.

Figure 4.8.1 presents the model for the secured ATN Upper Layers Architecture.

Figure 4.8.1.  Overview of secured ATN Application Entity

4.8.1.4  A secured Application Entity (AE) contains the following functional components:

a) An ATN Application ASE.

b) A Dialogue Control Function.

c) An Association Control Service Element (ACSE), in charge of managing the association establishment and release.

d) A Security ASO, which includes:

1) A Security Control Function in charge of the co-ordination of the various security related service activation,

2) A Security Exchange Service Element (SESE), in charge of the incorporation of the security related information (e.g. security mechanisms identifiers, signature…) in the exchanges.

3) the SSO (System Security Object) in charge of the processing of the security related functions (hashing, encryption…). The SSO implements a set of  System Security Functions (SSF). A System Security Function (SSF) is a capability of an open system to perform security related processing.

Note 1. -  The Security ASO provides a mean to transparently secure the communications which take place between peer ATN-App ASEs. The ATN-App ASEs specify their willingness in term of security through the Security Requirements of the D-Start service, and receive, in response, the level of security which will actually be implemented by the Dialogue.

Note 2. -  In order to prevent potential conflict with various legislation, no encryption mechanisms other than those involved in authentication or in data integrity (i.e. computing of signatures), are provided in the security ASO.

Note 3. -  The implementation of the security mechanisms is on a best effort basis: no dialogue shall be aborted for security reason, nor shall the ATN-App ASEs involved in the dialogue be aware of security problems which could happen during the exchange.

Note 4. -  Appropriate security related events shall be logged and their processing, together with the eventual audit of the system and the recovery of security problems shall be take place under System Management activities.

Note 5. -  Key distribution and management is not described in the Security ASO: initial key distribution is under local responsibility.

4.8.2.  Services offered by the Security ASO te "4.  Structure of UL Communications Service Specification " \l 2
4.8.2.1 4. Implementations of the ATN‑App ASE, together with the UL elements which provide the Dialogue Service (DS) including the Security ASO, shall exhibit the behaviour defined in this abstract service definition.

Note 6. -  The Secured Association Service is the abstract service which is used by a Security ASO user at its lower service boundary.  There is no requirement to implement the SA Service in any product.  ATN end systems will in general be designed in such a way that it is impossible to detect (from external access) whether or not an interface corresponding to the SA Service has been built.

Note 7. -  The SA Service is described from the viewpoint of its user, using abstract service definition conventions. The abstract service definition is a descriptive technique used to specify the behaviour exhibited by part of the ATN application layer.  Specifications of application service elements (ASEs), may include common functionality by reference to the SA Service.  The SA Service allows ASEs to be specified without the need to consider the complexities of the security mechanisms implemented in the underlying communications.

Note 8. -  The SA Service supports a communication relationship between two peers for a duration which exists until the peers agree to terminate the relationship or the relationship is aborted.

Note 9. -  The SA Service defines a service which may be used to support an ASE at its “lower” service boundary.  Such an ASE is denoted a SA‑User.   The SA‑User can be specified to use the SA Service in a variety of ways that can be defined in terms of reliability characteristics.

Note 10. -  An implementation of the SA Service provider will typically be responsible for detection of errors such as:

a) Invalid primitive (primitive unknown or error in parameter(s))

b) Invalid sequence (primitive issued at inappropriate time)

b) Insufficient resources on submission

c) Invalid or unreachable recipient on submission

d) Data field too large on receive (local implementation constraint exceeded)

e) Invalid or unreachable recipient on receive,

f) Failure in authentication or in data integrity check,

g) Expired keys,

Note 11. -  An implementation of an ATN application which makes use of the SA Service has to be designed with error handling procedures for local error conditions.

4.8.3.  Service Primitives te "4.  Service Primitives " \l 2
4.8.3.1 Implementations which claim to support the SA Service functionality shall exhibit the behaviour defined by the service primitives in 1.1Table 4.8-1.

Table 4.8-1. Summary of SA Service primitives

Service
Description

SA-AUTHENTICATE
This is a confirmed service used to authenticate two communicating entities.

SA-SIGN
This unconfirmed service is used by a SA‑User to sign a message to be sent.

SA-ABORT
This unconfirmed service can be invoked to abort the authentication process.


Note.— Table 4.8‑2 lists the parameters used when invoking the services.

Table 4.8-2. Parameters of the SA Service primitives

Service
Parameters

SA-AUTHENTICATE
Security Requirements

Peer ID

User Data

SA-SIGNED
Peer ID

User Data

SA-TERMINATE
Peer ID

User Data

4.8.4.  Security Requirements te "4.  Service Primitives " \l 2
4.8.4.1  An implementation of an ATN application which makes use of the SA Service has to be able to provide the following security services:

a) Peer entities authentication: this service intends to protect ATN communication systems from threats that fall in the scope of identity interception. Peer entities authentication takes place during Dialogue establishment. No provision has been made for this service during release nor during data transfer phases.

b) Data integrity: this service intends to protect ATN communication systems from threats that fall in the scope of masquerade or of data manipulation. Protection of data integrity takes place both during Dialogue establishment, release and during data transfer.

4.8.4.2  Security services abstract values and object identifiers:

4.8.4.2.1. Unsecured Dialogue Service where no protection is provided on the dialogue neither for its establishment, nor during the data exchanges. The associated object identifier is:

unsecuredDS OBJECT-IDENTIFIER ::= {

iso (1) identified‑organisation (3)icao (27) atn-security-requirements (4)  security-services (1) unsecured-dialogue-service (1)}

4.8.4.2.2. Secured Dialogue Service where peer entities authentication is carried out during the dialogue establishment and maintenance, but not during the data exchanges. The associated object identifier is:

securedDS OBJECT-IDENTIFIER ::= {

iso (1) identified‑organisation (3) icao (27)  atn-security-requirements (4)  security-services (1) secured-dialogue (2)}

4.8.4.2.3. Forward Path Secured Application Dialogue where peer entities authentication is carried out during the dialogue establishment and maintenance, and data integrity is checked for all data issued by the initiator of the dialogue. The associated object identifier is:

forwardPathSecuredDS OBJECT-IDENTIFIER ::= {

iso (1) identified‑organisation (3) icao (27) atn-security-requirements (4)  security-services (1) forward-path-secured-application-dialogue (3)}

4.8.4.2.4. Return Path Secured Application Dialogue where peer entities authentication is carried out during the dialogue establishment and maintenance, and data integrity is checked for all data issued by the acceptor of the dialogue. The associated object identifier is:

returnPathSecuredDS OBJECT-IDENTIFIER ::= {

iso (1) identified‑organisation (3) icao (27) atn-security-requirements (4)  security-services (1) return-path-secured-application-dialogue (4)}

4.8.4.2.5. Secured Application Dialogue where peer entities authentication is carried out during the dialogue establishment and maintenance, and data integrity is checked for all data issued by both entities involved in the dialogue. The associated object identifier is:

securedApplication OBJECT-IDENTIFIER ::= {

iso (1) identified‑organisation (3) icao (27) atn-security-requirements (4)  security-services (1)  secured-application-dialogue (5)}

4.8.5.  SA Service definitionte "4.  Service Primitives " \l 2
4.8.5.1  Sequence of primitives

4.8.5.1.1. Implementations that claim to support the Security ASO functionality shall exhibit behaviour allowing two users to:

a) mutually authenticate,

b) sign user data,

consistent with the appropriate use of the corresponding service primitive.

4.8.5.1.2. This behaviour shall also exhibit behaviour allowing two users to:

a) mutually authenticate during association establishment,

b) exchange data with the provision for proof of integrity.

Note 12. -  For the purposes of this service definition, it is only valid for the SA Service User to issue and be prepared to receive primitives for one association according to the permitted sequences of SA Service primitives shown in Table 4.8-3, where intersections marked “Y” show possible primitives which may occur after the primitive in the column heading.

Table 4.8-3. Sequence of AS Service primitives at one AS Service User

The AS Service primitive X ‑>

may be followed by

the AS Service primitive Y
1
2
3
4
5
6
7

1 SA-AUTHENTICATE req








2 SA-AUTHENTICATE cnf
Y







3 SA-AUTHENTICATE ind 








4 SA-AUTHENTICATE rsp


Y





5 SA-TERMINATE req
Y
Y






6 SA-TERMINATE ind
Y

Y





7 SA-SIGNED req
Y
Y
Y
Y
Y
Y
Y

8 SA-SIGNED ind
Y
Y
Y
Y
Y
Y
Y

Note 13. -  For compactness, each AS Service primitive is given a number in the column headings in Table 4.8-3; the numbers have the meanings assigned in the row headings. For simplicity, Table 4.8-3 only shows the case where the primitive activation are accepted by the peer. If a SA-AUTHENTICATE request is rejected, then a SA Service User may not issue or receive any other primitives apart from SA-AUTHENTICATE request or indication or SA-SIGNED request or indication. A SA-AUTHENTICATE request results in a new instance of communication with the peer AS Service User, so it could occur at any time. A SA-SIGNED request can occur at any time and does result in a new instance of communication. Table 4.8-3only applies to a single instance of communication.

4.8.5.2  The SA-AUTHENTICATE service
4.8.5.2.1.  The behaviour defined by the SA-AUTHENTICATE service primitive shall be provided to enable the authentication process between two AS Service Users.
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 SA-AUTHENTICATE is a confirmed service which is invoked by a SA Service User, the initiator, to start a secured association with a peer SA Service User. SA-AUTHENTICATE request, indication, response and confirmation primitives are defined, as illustrated in Figure 4.8.2.

Figure 4.8.2.  SA-AUTHENTICATE sequence diagram

Note 15. -  The initiating SA Service User issues a SA-AUTHENTICATE request primitive.  It is not then valid to issue any other primitives (except ABORT) until a SA-AUTHENTICATE confirmation is received.  When the responding SA Service User receives the SA-AUTHENTICATE indication primitive, it must decide whether or not to accept this instantiation of the SA Service. It may issue only a SA-AUTHENTICATE response or a TERMINATE request primitive.

Note 16. -  The SA-AUTHENTICATE primitives contain a Security Requirements parameter which is used on request and response primitives, in order to specify the user requirements on security and on indication and confirmation, in order to specify the actual selected level of security. The parameters of the SA-AUTHENTICATE primitives are specified in Table 4.8-4.

Table 4.8-4. SA-AUTHENTICATE parameters

Parameter Name
Req
Ind
Rsp
Cnf

Security Requirements
M
M(<=)
M
M(=)

User Data
U
C(=)
U
C(=)

Note 17. -  The Security Requirements parameter allows the SA Service Users to exchange and agree on requirements for security.  The parameter is mandatory in all primitives. In order to provide flexibility and adaptability to various legislation and operational conditions, the initially required level of security can be negotiated during the establishment of the dialogue by the ATN-App ASE and by the Security ASO.

Note 18. -  The ATN-App ASEs involved in the Dialogue establishment can take part in the negotiation of the security requirements; this is based on the use of the Security Requirements parameter of the D-START service: if the requirements specified by the ATN-App ASE initiating the dialogue can be fulfilled by both the underlying dialogue service provider and the peer ATN-App ASE, then the value returned in the confirmation shall be identical to the one required, otherwise, its value shall be "lowered" in order to conform the technical and operational capabilities of both the ATN-App ASE and the SA service provider.

Note 19. -  The same kind of negotiation of security requirements optionally takes place at the Security ASO level; if the requirements specified by the SA Service user can be fulfilled by both peer SA Service provider, then the value returned in the confirmation shall be identical to the one required; otherwise the value returned in the Security Requirements parameter shall be a "lowered" value in order to conform the capabilities of the SA service provider.

Note 20. -  The negotiation shall take place according to the following rules:

a) If the initial requirement abstract value was "Unsecured Dialogue Service" then, in any case, the dialogue shall be established without implementing any security mechanisms.

b) If the initial requirement abstract value was "Secured Dialogue Service" then, according to the dialogue service provider and the peer ATN-App ASE, the dialogue shall be established implementing the security mechanisms associated with one of the following:

· a dialogue implementing all the security mechanisms required for secured dialogue service (the abstract value "Secured Dialogue Service" is returned in the D-START confirm),

· a dialogue implementing security on the forward path only (the abstract value "Forward path secured application dialogue" is returned in the D-START confirm),

· a dialogue implementing security on the return path only (the abstract value "Return path secured application dialogue" is returned in the D-START confirm),

· a dialogue without any security mechanism (the abstract value "Unsecured Dialogue Service" is returned in the D-START confirm).

c) If the initial requirement abstract value was " Forward path secured application dialogue" then, according to the dialogue service provider and the peer ATN-App ASE, the dialogue shall be established implementing the security mechanisms associated with one of the following:

· a dialogue implementing security on the forward path only (the abstract value "Forward path secured application dialogue" is returned in the D-START confirm),

· a dialogue without any security mechanism (the abstract value "Unsecured Dialogue Service" is returned in the D-START confirm).

d) If the initial requirement abstract value was "Return path secured application dialogue" then, according to the dialogue service provider and the peer ATN-App ASE, the dialogue shall be established implementing the security mechanisms associated with one of the following:

· a dialogue implementing security on the forward path only (the abstract value Return path secured application dialogue" is returned in the START confirm),

· a dialogue without any security mechanism (the abstract value "Unsecured Dialogue Service" is returned in the START confirm).

Note 21. -  The User Data parameter allows the peer SA Service Users to sign the optional user data exchanged during the dialogue establishment.  Its presence in the indication primitive is conditional upon it being specified by the SA Service User in the request primitive, and its presence in the confirmation primitive is conditional upon it being specified by the SA Service User in the response primitive.

4.8.5.3  The SA-SIGNED service

4.8.5.3.1.  The behaviour defined by the SA-SIGNED service primitive shall be provided to enable the secured exchange of information between two SA Service Users.
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SA-SIGNED is an unconfirmed service which provides data transfer between peer SA Service Users with data integrity check.  Request and indication primitives are defined, as illustrated in Figure 4.8.3.

Figure 4.8.3. SA-SIGNED sequence diagram

Note 23. -  The parameters of the SA-SIGNED primitives are specified in Table 4.8-5.

Table 4.8-5. SA-SIGNED parameters
Parameter Name
Req
Ind

User Data
M
M(=)

Note 24. -  The User Data parameter contains the data to be signed.

4.8.5.4  The SA-TERMINATE service

4.8.5.4.1.  The behaviour defined by the SA-TERMINATE service primitive shall be provided to enable the abnormal termination of an authentication process, by either SA Service user.

Note 25. -  The SA-TERMINATE service request and indication primitives are as illustrated in Figure 4.2‑5.

Note 26. -  When a dialogue is aborted, data in transfer may be lost.  The parameters of the D‑ABORT primitives are specified in Table 4.8-6.

Table 4.8-6. SA-TERMINATE parameters
Parameter Name
Req
Ind

Originator
U
M

Note 27. -  The Originator parameter is used to distinguish the source of the termination. Its presence in the indication primitive is conditional upon it being specified by the SA Service user in the request primitive.  It can take one of the following abstract values:

a) User — the abort originated from the SA Service user; or

b) Provider — the abort originated in the ATN‑App AE (including the ATN‑App ASE).

Note 28. -  If the SA-TERMINATE Originator parameter is not specified, the default value “Provider” is assumed.

4.8.6.  Application level naming and context definition

4.8.6.1  Naming hierarchy

Note 29. -  The names assigned to upper layers security objects are incorporated in the ATN naming tree. The resulting sub-tree is illustrated in Figure 4.8.4
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4.8.6.2  Presentation Context Identification

4.8.6.2.1.  The value of the Presentation Context Identification assigned to the Security ASO is 2.

4.8.7.  Control Function Specification

4.8.7.1  Security ASO State Definitions

4.8.7.1.1. The Security ASO shall behave as if it has a Control Function which can exist only in one of the following states:

a) Null (STA0) - This is the initial state of the CF. The CF comes back to this state

· From any state, and after

· the SESE has validly issued a SE-ABORT indication, and

· the CF has issued a SA-TERMINATE indication, or

· the SA Service user has validly issued a SA-TERMINATE request and

· the CF has issued a SE-UABORT request.

· From state STA05 and after the CF has issued SA-AUTHENTICATE confirmation,

· From state STA15 and after the CF has issued a SATR PDU with the receiver credentials and optional signature for user data, or

· From STA6 and after the CF has issued the SATR with the signed user data

· From STA7 and after the CF has issued a SA-SIGNED indication.

4.8.7.1.2.  Description of states for authentication on initiator side

a) Outgoing Signature pending (STA01) - The CF enters in this state from STA0 and after

· the SA Service user has issued a SA-AUTHENTICATE request in order to start a peer entity authentication coupled with user data signature,

· the CF has issued the SE-TRANSFER request to the Security Exchange Service Element (SESE), with a request to construct user data signature.

b) Authentication pending (STA02) - The CF enters in this state from

· STA01 and after:

· the SESE has issued a SETR PDU in response to a SE-TRANSFER request, with a request to construct user data signature,

· the CF has issued the SE-TRANSFER request to the Security Exchange Service Element (SESE), with a request to construct a initiator credentials.

· NULL and after:

· the SA Service user has issued a SA-AUTHENTICATE request in order to start a peer entity authentication coupled without user data signature,

· the CF has issued the SE-TRANSFER request to the Security Exchange Service Element (SESE), with a request to construct initiator credentials.

c) Issued credential (STA03) - The CF enters in this state from STA02 and after

· the SESE has issued a SETR PDU in response to a SE-TRANSFER request, with initiator credentials,

· the CF has issued a SATR PDU in response to a SA-AUTHENTICATE request in order to start a peer entity authentication coupled with optional user data signature.

d) Incoming signature pending (STA04) - The CF enters in this state from STA03 and after

· the CF has received a SATR PDU containing the receiver's credential together with signature for user data.

· the CF has issued the SETR to the Security Exchange Service Element (SESE), with the user data signature.

e) Received credentials (STA05) - The CF enters in this state

· from STA03 and after

· the CF has received a SATR PDU containing the receiver's credential together without signature for user data.

· the CF has issued the SETR to the Security Exchange Service Element (SESE), with the receiver credentials.

· from STA04 and after

· the SESE has issued a SE-TRANSFER indication, with the user data signature,

· the CF has issued the SETR to the Security Exchange Service Element (SESE), with the receiver credentials.

4.8.7.1.3. Description of states for authentication on responder side

a) Incoming signature pending (STA11) - The CF enters in this state from STA0 and when:
· the CF has received a SATR PDU containing the initiator's credential together with signature for user data.

· the CF has issued the SETR to the Security Exchange Service Element (SESE), with the user data signature.

b) Authentication pending (STA12) - The CF enters in this state from STA11 and when:
· from STA0 and after

· the CF has received a SATR PDU containing the receiver's credential without signature for user data.

· the CF has issued the SETR to the Security Exchange Service Element (SESE), with the initiator credentials.

· from STA11 and after

· the SESE has issued a SE-TRANSFER indication, with the user data signature,

· the CF has issued the SETR to the Security Exchange Service Element (SESE), with the initiator credentials.

c) Received credentials (STA13) - The CF enters in this state from STA12 and when:
· the SESE has issued a SETR PDU in response to a SE-TRANSFER request, with receiver credentials,

· the CF has issued a SA-AUTHENTICATE request in response to the initial SATR in order to indicate an incoming start of peer entity authentication coupled with optional user data signature.

d) Outgoing signaturepending (STA14) - The CF enters in this state from STA12 and when:
· the SA Service user has issued a SA-AUTHENTICATE response in order to respond to the incoming peer entity authentication, coupled with user data signature,

· the CF has issued the SE-TRANSFER request to the Security Exchange Service Element (SESE), with a request to construct user data signature.

f) Sent credentials (STA15) - The CF enters in this state from

· STA13 and after:

· the SA Service user has issued a SA-AUTHENTICATE response in order to respond to the incoming peer entity authentication coupled without user data signature,

· the CF has issued the SE-TRANSFER request to the Security Exchange Service Element (SESE), with a request to construct initiator credentials.

· STA14 and after:

· the SESE has issued a SETR PDU in response to a SE-TRANSFER request, with a request to construct user data signature,

· the CF has issued the SE-TRANSFER request to the Security Exchange Service Element (SESE), with a request to construct a initiator credentials.

4.8.7.1.4. Description of states for user data integrity

a) Outgoing signed data pending (STA21) - The CF enters in this state from STA0 and after

· the SA Service user has issued a SA-SIGNED request in order to compute and append a signature to user data,

· the CF has issued the SE-TRANSFER request to the Security Exchange Service Element (SESE), with a request for signed data construction.

b) Outgoing signed data pending (STA22) - The CF enters in this state from STA0 and after

· the CF has received a SATR PDU containing signed user data,

· the CF has issued the SETR to the Security Exchange Service Element (SESE), with the signed user data.

4.8.7.2  Security ASO CF State Table

4.8.7.2.1.  The Security ASO CF shall behave as if it has a control function in accordance with the state table specified in Table 4.8-7, Table 4.8-8, and Table 4.8-9, which shows diagrammatically the state transitions and actions performed by the CF in response to incoming events.

Note 30. -  The following conventions are used in Table 4.8-7, Table 4.8-8, and Table 4.8-9:

a) Incoming events are shown in the first two columns of the state table, and are enumerated in Table 4.8-11.

b) When an input event occurs and the state table indicates an action, the CF performs that action.

c) Each cell in the state table shows:

1) optionally, one or more predicates, denoted “pN”, where N is an integer.  The state and action which follow the predicate are only valid if the predicate is TRUE.  The inverse (logical NOT) of a predicate is indicated by the prefix “~” (tilde character).   

2) the new state that the CF enters after the action has been performed

3) the action, if any, which the CF performs.  The possible actions are outlined in Table 4.8-12.

d) Blank cells indicate error conditions.  

e) When an input event occurs and the state table indicates a state transition, the CF enters the new state after any associated action has been performed.

4.8.7.2.2.  For the purpose of specifying CF behaviour, embedded ASEs (SESE) shall be treated as atomic entities, such that when an input event is invoked by the CF, that event is processed to completion by the ASE and the CF responds to any resulting output events from the ASE, all within the same logical processing thread.

Note 31. -  This provision avoids the need to specify further transient states within the CF.  It does not imply any particular implementation architecture.  

4.8.7.2.3.  The following combinations of input events and CF states shall be treated as error conditions:

a) The occurrence of an input event other than those listed in Table 4.8-11; or

b) A combination of input event and CF state which corresponds to a blank cell in Table 4.8-7, Table 4.8-8, and Table 4.8-9; or

c) A combination of input event and CF state which corresponds to a cell in Table 4.8-7 and, Table 4.8-8, and Table 4.8-9 containing one or more predicates, none of which evaluates to TRUE.

4.8.7.2.4.  The error handling shall result in the SA-TERMINATE indication being issued to the SA Service user.

4.8.7.2.5.  In the event of a conflict between the actions implied by the state table and the text in the following paragraphs, the text shall take precedence.

Table 4.8-7. ATN‑App CF State Table in authentication process
Initiator side

Event Source          
State‑‑>

Event
STA0

Null
STA01

Out. Sign. pending
STA02

Auth. pending
STA03

Issued credential
STA04

In Sign. pending
STA05

Received Credential 

From SA Service user
SA-AUTHENTICATE req
p0 and p1: STA01

SE-TRANSFER req

~p0 or ~p1:STA02

SE-TRANSFER req







SA-TERMINATE req

SE-UABORT req

STA0
SE-UABORT req

STA0
STA0
SE-UABORT req

STA0
SE-UABORT req

STA0

From SESE

(upper)
SE-TRANSFER ind




STA05

SETR
STA0

SA-AUTHENTICATE cnf


SE-ABORT ind

STA0

SE-TERMINATE ind
STA0

SE-TERMINATE ind

STA0

SE-TERMINATE ind
STA0

SE-TERMINATE ind

From SESE

(lower)
SETR

STA02

SE-TRANSFER req
STA03

SATR




From

supporting

service
SATR



p2 and p3 and p0:

STA04

SETR

~p2 and ~p3 and ~p0: STA05

SETR



ATN‑App CF State Table in authentication process
Receiver side

Event Source          
State‑‑>

Event
STA0

Null
STA11

In. Sign. pending
STA12

Auth. pending
STA13

Received Credential
STA14

Out Sign. pending
STA15

Sent Credentials 

From SA Service user
SA-AUTHENTICATE rsp



p0 and p1:STA14

SE-TRANSFER req

~p0 and ~p1: STA15

SE-TRANSFER req




SA-TERMINATE req

SE-UABORT req

STA0
SE-UABORT req

STA0
STA0
SE-UABORT req

STA0
SE-UABORT req

STA0

From SESE

(upper)
SE-TRANSFER ind

STA12

SETR
STA13

SA-AUTHENTICATE ind





SE-ABORT ind

STA0

SE-TERMINATE ind
STA0

SE-TERMINATE ind

STA0

SE-TERMINATE ind
STA0

SE-TERMINATE ind

From SESE

(lower)
SETR




STA15

SE-TRANSFER req
STA0

SATR

From

supporting

service
SATR
p2 and p3 and p0: STA11

SETR

~p2 and ~p3 and ~p0:

STA12

SETR






Table 4.8-8. ATN‑App CF State Table in integrity process

Event Source          
State‑‑>

Event
STA0

Null
STA21

Out. Sign. pending
STA22

Inc. Sign. pending

From SA Service user
SA-SIGNED req
p1 and p0: STA6

SE-TRANSFER req



From SESE

(upper)
SE-TRANSFER ind


STA0

SA-SIGNED ind


SE-ABORT ind

STA0
STA0

From SESE

(lower)
SETR

STA0

SATR


From

supporting

service
SATR
p2 and p0: STA7

SETR



Table 4.8-9. Predicates used in Table 4.8-7, Table 4.8-8, and Table 4.8-9
Predicate
Meaning

p0
User data provided.

p1
Data integrity on forward path required.

p2
Data integrity on return path required.

p3
Signature provided.

p4
Initiator of the authentication process.

Table 4.8-10. Incoming Event List

Abbreviated name
Source
Description

SA-AUTHENTICATE req
SA Service user 
SA-AUTHENTICATE Request primitive issued by SA Service User

SA-AUTHENTICATE rsp

SA-AUTHENTICATE Response primitive issued by SA Service User

SA-TERMINATE req

SA-TERMINATE Request primitive issued by SA Service User

SA-SIGNED req

SA-SIGNED Request primitive issued by SA Service User

SATR
Supporting service
SA Transfer PDU issued by underlying service provider

SE- TRANSFER ind
SESE (upper service boundary)
SE-TRANSFER Indication primitive issued by SESE service

SE‑ABORT ind

SE‑ABORT Indication primitive issued by SESE service

SETR
SESE (lower service boundary)
SESE Transfer PDU issued by SESE Protocol Machine (SEPM)

Table 4.8-11. Outgoing Event List

Abbreviated name
Target
Description

SA-AUTHENTICATE ind
SA Service user 
SA-AUTHENTICATE Indication primitive issued to SA Service User

SA-AUTHENTICATE cnf

SA-AUTHENTICATE Confirm primitive issued to SA Service User

SA-TERMINATE ind

SA-TERMINATE Indication primitive issued to SA Service User

SA-SIGNED ind

SA-SIGNED Indication primitive issued to SA Service User

SATR
Supporting service
SA Transfer PDU issued to underlying service provider

SE- TRANSFER req
SESE (upper service boundary)
SE-TRANSFER Request primitive issued to SESE service

SE‑ABORT req

SE‑ABORT Request primitive issued to SESE service

SETR
SESE (lower service boundary)
SESE Transfer PDU issued to SESE Protocol Machine (SEPM)

4.8.7.3 SA-AUTHENTICATE Request primitive

4.8.7.3.1. When Invoked

4.8.7.3.1.1.  When SA-AUTHENTICATE Request primitive is invoked by the SA Service user, a new instance of authentication resource and the CF enters in the null STA0 state.

4.8.7.3.2. Action Upon Invocation

When the SA-AUTHENTICATE Request primitive is validly invoked, the CF shall:

4.8.7.3.2.1. Retrieve the local private information (private key) together with security parameters (authentication and integrity algorithms, algorithms parameters) as defined for the ATN-App AE

4.8.7.3.2.2. If data integrity is required on the forward path and if user data is provided,

4.8.7.3.2.2.1. Apply an initial encoding to the user data according to the initEncRule encoding rules if this parameter exists, or to the INITIAL-ENCODING-RULES default value.

4.8.7.3.2.2.2. Build the signature for user data (ATNSignature security exchange item)

4.8.7.3.2.2.3. Construct a SE-TRANSFER request service with the following parameters:

a) Security exchange identifier set to the object identifier attached to the ATNUISignature security exchange.

b) Invocation identifier set to an unambiguous identifier of the exchange.

c) Security exchange item set to the ATNSignature security exchange item
d) Item identifier set to the object identifier attached to the ATNSignature security exchange item.
e) Start flag set to true in order to specify that this is the first item of the exchange.

f) End flag set to true in order to specify that there should not be more item exchanged.

4.8.7.3.2.3. If data integrity is not required and if user data is not provided,

4.8.7.3.2.3.1. Build the initiator credentials (initiatorCredentials security exchange item)

4.8.7.3.2.3.2. Construct a SE-TRANSFER request service with the following parameters:

a) Security exchange identifier set to the object identifier attached to the dirAuthenticationTwoWay security exchange.

b) Invocation identifier set to an unambiguous identifier of the exchange.

c) Security exchange item set to the initiatorCredentials security exchange item
d) Item identifier set to the object identifier attached to the initiatorCredentials security exchange item.
e) Start flag set to true in order to specify that this is the first item of the exchange.

f) End flag set to false in order to specify that there should be more item exchanged.

4.3.1.1  SA-AUTHENTICATE Response primitive

4.3.1.1.1. When Invoked

4.3.1.1.1.1.  The SA-AUTHENTICATE Response primitive maybe validly invoked by the SA Service user when the CF is the responding CF and is in STA13 state; if it is in any other state then appropriate error recovery action shall be taken.

4.3.1.1.2. Action Upon Invocation

4.3.1.1.2.1.  When the SA-AUTHENTICATE Response primitive is validly invoked, the CF shall:

4.8.7.3.2.3.3. Retrieve the local private information (private key) together with security parameters (authentication and integrity algorithms, algorithms parameters) as defined for the ATN-App AE

4.8.7.3.2.4. If data integrity is required on the return path and if user data is provided,

4.8.7.3.2.4.1. Apply an initial encoding to the user data according to the initEncRule encoding rules if this parameter exists, or to the INITIAL-ENCODING-RULES default value.

4.8.7.3.2.4.2. Build the signature for user data (ATNSignature security exchange item)

4.8.7.3.2.4.3. Construct a SE-TRANSFER request service with the following parameters:

a) Security exchange identifier set to the object identifier attached to the ATNUISignature security exchange.

b) Invocation identifier set to an unambiguous identifier of the exchange.

c) Security exchange item set to the ATNSignature security exchange item
d) Item identifier set to the object identifier attached to the ATNSignature security exchange item.
e) Start flag set to true in order to specify that this is the first item of the exchange.

f) End flag set to true in order to specify that there should not be more item exchanged.

4.8.7.3.2.5. If data integrity is not required on the return path and if user data is not provided,

4.8.7.3.2.5.1. Build the initiator credentials (responderCredentials security exchange item)

4.8.7.3.2.5.2. Construct a SE-TRANSFER request service with the following parameters:

a) Security exchange identifier set to the object identifier attached to the dirAuthenticationTwoWay security exchange.

b) Invocation identifier set to an unambiguous identifier of the exchange.
c) Security exchange item set to the responderCredentials security exchange item
d) Item identifier set to the object identifier attached to the responderCredentials security exchange item.
e) Start flag set to false in order to specify that this is not the first item of the exchange.

f) End flag set to true in order to specify that this is the last item of the exchange.

4.3.1.2  SA-TERMINATE Request primitive

4.3.1.2.1. When Invoked

4.3.1.2.1.1.  Invocation of the SA-TERMINATE Request primitive shall be allowed when the CF is in any valid state involving authentication, except the NULL STA0 state.

4.3.1.2.2. Action Upon Invocation

4.3.1.2.2.1.  When the SA-TERMINATE Request primitive is validly invoked, the CF shall:

4.3.1.2.2.2. if it is in a state where a response is expected from the SESE, as described in Table 4.8-7, Table 4.8-8, and Table 4.8-9, construct a SE-UABORT request primitive,

4.8.7.3.2.5.3. release all resources involved in the authentication process and return in NULL state.

4.3.1.3  SA-SIGNED Request primitive

4.3.1.3.1. When Invoked

4.3.1.3.1.1.  When the SA-SIGNED Request primitive is invoked by the SA Service user, a new instance of communication shall be created, with its CF initially in the STA0 state.

4.3.1.3.2. Action Upon Invocation

4.3.1.3.2.1.  When the SA-SIGNED Request primitive is validly invoked, the CF shall:

4.8.7.3.2.5.4. Retrieve the local private information (private key) together with security parameters (integrity algorithms, algorithms parameters) as defined for the ATN-App AE

4.8.7.3.2.5.5. Apply an initial encoding to the user data according to the initEncRule encoding rules if this parameter exists, or to the INITIAL-ENCODING-RULES default value.

4.8.7.3.2.5.6. Build the initiator credentials (ATNsigned security exchange item)

4.8.7.3.2.5.7. Construct a SESE SE-TRANSFER request service with the following parameters:

a) Security exchange identifier set to the object identifier attached to the atnSignedPDU security exchange.

b) Invocation identifier set to an unambiguous identifier of the exchange.
c) Security exchange item set to the ATNsigned security exchange item
d) Item identifier set to the object identifier attached to the ATNsigned security exchange item.
e) Start flag set to true in order to specify that this is the first item of the exchange.

f) End flag set to true in order to specify that there should not be more item exchanged.

4.3.1.4  SATR PDU

4.3.1.4.1. When Invoked

4.3.1.4.1.1.  The reception of SATR PDU from the supporting service is valid in any of the states as described in Table 4.8-7, Table 4.8-8, and Table 4.8-9
4.3.1.4.2. Action Upon Invocation

4.3.1.4.2.1.  When the SATR PDU is validly received, the CF shall decode it the in order to determine the security exchange items contained in it.

4.3.1.4.2.2.  If the SATR PDU contains two exchange items: initiatorCredentials and ATNSignature then the CF shall:

4.8.7.3.2.5.8. Retrieve the signature decryption parameters (secret key or remote SA Service user public key) together with security parameters (integrity algorithm and parameters) as defined for the remote ATN-App AE,

4.8.7.3.2.5.9. If forward path data integrity is required and if user data is provided, apply an initial decoding to the user data according to the initEncRule encoding rules if this parameter exists, or to the INITIAL-ENCODING-RULES default value.

4.8.7.3.2.5.10. provide the SETR containing the ATNSignature to the SEPM.

4.3.1.4.2.3. If the SATR PDU contains one exchange item, initiatorCredentials then the CF shall:

4.8.7.3.2.5.11. Retrieve the signature decryption parameters (remote SA Service user public key) together with security parameters (integrity algorithm and parameters) as defined for the remote ATN-App AE,

4.8.7.3.2.5.12. provide the SETR containing the initiatorCredentials to the SEPM.

4.3.1.4.2.4. If the SATR PDU contains two exchange items: responderCredentials and ATNSignature then the CF shall:

4.8.7.3.2.5.13. Retrieve the signature decryption parameters (secret key or remote SA Service user public key) together with security parameters (integrity algorithm and parameters) as defined for the remote ATN-App AE,

4.8.7.3.2.5.14. If return path data integrity is required and if user data is provided, apply an initial decoding to the user data according to the initEncRule encoding rules if this parameter exists, or to the INITIAL-ENCODING-RULES default value.

4.8.7.3.2.5.15. provide the SETR containing the ATNSignature to the SEPM.

4.3.1.4.2.5. If the SATR PDU contains one exchange item: responderCredentials then the CF shall:

4.8.7.3.2.5.16. Retrieve the signature decryption parameters (remote SA Service user public key) together with security parameters (integrity algorithm and parameters) as defined for the remote ATN-App AE,

4.8.7.3.2.5.17. provide the responderCredentials to the SEPM.

4.3.1.4.2.6. If the SATR PDU contains one exchange item: ATNSigned then the CF shall:

4.8.7.3.2.5.18. Retrieve the signature decryption parameters (remote SA Service user public key) together with security parameters (integrity algorithm and parameters) as defined for the remote ATN-App AE,

4.8.7.3.2.5.19. provide the SETR containing the ATNSigned to the SEPM.

4.3.1.5 SE-TRANSFER Indication primitive

4.3.1.5.1. When Invoked

4.3.1.5.1.1.  The SE-TRANSFER Indication primitive can be validly invoked by the SEPM when the CF is:

· either the initiator or the responder of the authentication and is in the STA11, or

· is the initiator of the authentication and is in the STA13 state, or

· is the responder of the authentication and is in the STA12 state

4.3.1.5.2. Action Upon Invocation

4.3.1.5.2.1. When the SE-TRANSFER Indication primitive is validly invoked, the CF shall:

4.3.1.5.2.2. If the SATR PDU contains the exchange item initiatorCredentials, check the following SE-TRANSFER parameters:

a) the security exchange identifier is set to the identifier of the dirAuthenticationTwoWay security exchange.

b) the invocation identifier is set to an unambiguous identifier of the exchange.

c) the security exchange item contains the initiatorCredentials security exchange item

d) the item identifier is set to the value of the initiatorCredentials security exchange item.

e) the start flag is set to true in order to specify that this is the first request of the exchange.

f) the end flag is set to true in order to specify that there should be more item exchanged.

4.8.7.3.2.6. Check the signature of the SIGNED Token of the initiatorCredentials, and update the Security Requirements accordingly.

Note 32. -  The SIGNED transformation is mapped on the gulsSignedTransformation security transformation.

4.8.7.3.2.7. Checks the unique identifier validity (Invocation identifier), by verifying that it has not been duplicated and that it has not yet expired, and update the Security Requirements accordingly.

4.8.7.3.2.8. If the CF is in the STA12 state, then construct a SA-AUTHENTICATE indication primitive with the following parameter values:

Table 4.8-12. SA-AUTHENTICATE indication parameters

Parameter Name
Ind

Security Requirements
Set accordingly  to the result of the checks which occured on the authentication and signature SETR

User Data
As provided when receiving the SATR

4.3.1.5.2.3. If the SATR PDU contains the exchange item responderCredentials, check the following SE-TRANSFER parameters:

a) the security exchange identifier is set to the identifier of the dirAuthenticationTwoWay security exchange.

b) the invocation identifier is set to an unambiguous identifier of the exchange.

c) the security exchange item contains the responderCredentials security exchange item

d) the item identifier is set to the value of the responderCredentials security exchange item.

e) the start flag is set to false in order to specify that this is not the first request of the exchange.

a) the end flag set to true in order to specify that this is the last item of the exchange.

4.8.7.3.2.9. Check the signature of the SIGNED Token of the responderCredentials, and update the Security Requirements accordingly.

Note 33. -  The SIGNED transformation is mapped on the gulsSignedTransformation security transformation.

4.8.7.3.2.10. Checks the unique identifier validity (Invocation identifier), by verifying that it has not been duplicated and that it has not yet expired, and update the Security Requirements accordingly.

4.8.7.3.2.11. If the CF is in the STA05 state, then construct a SA-AUTHENTICATE confirm primitive with the following parameter values:

Table 4.8-13. SA-AUTHENTICATE confirm parameters

Parameter Name
Cnf

Security Requirements
Set accordingly  to the result of the checks which occured on the authentication and signature SETR

User Data
As provided when receiving the SATR

4.3.1.5.2.4. If the SATR PDU contains the exchange item ATNSignature, check the following SE-TRANSFER parameters:

a) the security exchange identifier is set to the identifier of the ATNUISignature security exchange.

b) the invocation identifier is set to an unambiguous identifier of the exchange.

c) the security exchange item contains the ATNSignature security exchange item

d) the item identifier is set to the value of the ATNSignature security exchange item.

e) the start flag is set to true in order to specify that this is the first request of the exchange.
f) the end flag set to true in order to specify that this is the last item of the exchange.

4.8.7.3.2.12. Check the integrity of the user data by checking the ATNSignature, and update the Security Requirements accordingly.

Note 34. -  The SIGNATURE transformation is mapped on the gulsSignatureTransformation security transformation.

4.8.7.3.2.13. Checks the unique identifier validity (Invocation identifier), by verifying that it has not been duplicated and that it has not yet expired, and update the Security Requirements accordingly.

4.8.7.3.2.14. If the CF is in the STA11 state, then provide the SETR containing the ATNSigned exchange item to the SEPM

4.3.1.5.2.5. If the SATR PDU contains the exchange item ATNSigned, check the following SE-TRANSFER parameters:

a) the security exchange identifier is set to the identifier of the ATNUISigned security exchange.

b) the invocation identifier is set to an unambiguous identifier of the exchange.

c) the security exchange item contains the ATNSigned security exchange item

d) the item identifier is set to the value of the ATNSigned security exchange item.

e) the start flag is set to true in order to specify that this is the first request of the exchange.
f) the end flag set to true in order to specify that this is the last item of the exchange.

4.8.7.3.2.15. Check the integrity of the user data by checking the ATNSigned.

Note 35. -  The SIGNED transformation is mapped on the gulsSignedTransformation security transformation.

4.8.7.3.2.16. Checks the unique identifier validity (Invocation identifier), by verifying that it has not been duplicated and that it has not yet expired, and update the Security Requirements accordingly.

4.8.7.3.2.17. If the CF is in the STA7 state, then construct a SA-SIGNED indication primitive with the following parameter values:

Table 4.8-14.  SA-SIGNED indication parameters
Parameter Name
Ind

User Data
Clear user data

4.3.1.6  SE-ABORT Indication primitive

4.3.1.6.1. When Invoked

4.3.1.6.1.1.  The SE-ABORT Indication primitive can validly be invoked by the SEPM in any of the states STA6, STA7, STA11, STA14 and STA15.

4.3.1.6.2. Action Upon Invocation

4.3.1.6.2.1.  When the SE-ABORT Indication primitive is validly invoked, the CF shall:
4.3.1.6.2.2.  If construct a SA-TERMINATE indication primitive with the following parameter values:

Table 4.8-15. SA-TERMINATE indication parameters
Parameter Name
Ind

Originator
SA Service provider

4.3.1.7  SETR PDU

4.3.1.7.1. When Invoked

4.3.1.7.1.1.  The SETR PDU can be validly received from the SEPM in each state where the CF is waiting for a response to a previous SE-TRANSFER request.

4.3.1.7.2. Action Upon Invocation

4.3.1.7.2.1.  When the SETR PDU is validly received, the CF shall:

4.3.1.7.2.2. if in state STA01, 

4.8.7.3.2.17.1. Retrieve the local private information (private key) together with security parameters (authentication algorithms and parameters) as defined for the ATN-App AE

4.8.7.3.2.17.2. Build the initiator credentials (initiatorCredentials security exchange item)

4.8.7.3.2.17.3. Construct a SESE SE-TRANSFER request service with the following parameters:

a) Security exchange identifier set to the object identifier attached to the dirAuthenticationTwoWays security exchange.

b) Invocation identifier set to an unambiguous identifier of the exchange.
c) Security exchange item set to the initiatorCredentials security exchange item
d) Item identifier set to the object identifier attached to the initiatorCredentials security exchange item.
e) Start flag set to true in order to specify that this is the first item of the exchange.

f) End flag set to true in order to specify that there should be more item exchanged.

4.3.1.7.2.3. if in state STA02 or STA15:

4.8.7.3.2.17.4. build the SATR PDU based on the received SETR and provide it to the SA Service provider for transfer.

4.3.1.7.2.4. if in state STA14 the CF shall:

4.8.7.3.2.17.5. Retrieve the local private information (private key) together with security parameters (authentication algorithms and parameters) as defined for the ATN-App AE

4.8.7.3.2.17.6. Build the initiator credentials (responderCredentials security exchange item)

4.8.7.3.2.17.7. Construct a SESE SE-TRANSFER request service with the following parameters:

a) Security exchange identifier set to the object identifier attached to the dirAuthenticationTwoWays security exchange.
b) Invocation identifier set to an unambiguous identifier of the exchange.
c) Security exchange item set to the responderCredentials security exchange item
d) Item identifier set to the object identifier attached to the responderCredentials security exchange item.
e) Start flag set to false in order to specify that this is not the first item of the exchange.

f) End flag set to true in order to specify that there should not be more item exchanged.

4.8.8.  ASN.1 Definitions

4.8.8.1  The following ASN.1 definition shall be used to specify the Security ASO protocol:

unsecuredDS OBJECT-IDENTIFIER ::= {

iso (1) identified‑organisation (3)icao (27) atn-security-requirements (4)  security-services (1) unsecured-dialogue-service (1)}

securedDS OBJECT-IDENTIFIER ::= {

iso (1) identified‑organisation (3) icao (27)  atn-security-requirements (4)  security-services (1) secured-dialogue (2)}

forwardPathSecuredDS OBJECT-IDENTIFIER ::= {

iso (1) identified‑organisation (3) icao (27) atn-security-requirements (4)  security-services (1) forward-path-secured-application-dialogue (3)}

forwardPathSecuredDS OBJECT-IDENTIFIER ::= {

iso (1) identified‑organisation (3) icao (27) atn-security-requirements (4)  security-services (1) return-path-secured-application-dialogue (4)}

securedApplication OBJECT-IDENTIFIER ::= {

iso (1) identified‑organisation (3) icao (27) atn-security-requirements (4)  security-services (1)  secured-application-dialogue (5)}

{iso (1) identified‑organisation (3) icao (27) atn-security-requirements (4)  modules(3) }

DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

IMPORTS

-- From Directory Standards: --

Name FROM InformationFramework


{joint-iso-ccitt ds(5) module(1) usefullDefinitions (0) 2}

SecurityProblem FROM DirectoryAbstractService


{joint-iso-ccitt ds (5) module (1) directoryAbstractService (2) 2}

StrongCredentials FROM DirectoryAbstractService


{joint-iso-ccitt ds (5) module (1) directoryAbstractService (2) 2}

-- From GULS Modules: -

notation FROM ObjectIdentifiers


{joint-iso-ccitt genericsULS (20 modules (1) objectIdentifiers (0)}

dirAuthenticationTwoWays FROM GulsSecurityExchanges


{joint-iso-ccitt genericsULS (20 modules (1) gulsSecurityExchanges (2) }

SECURITY-EXCHANGE {}, SE-ERROR {} FROM NOTATION


notation

IntermediateType, gulsSignedTransformation,  gulsSignatureTransformation FROM GulsSecurityTransformations


{joint-iso-itu-t genericULS (20) modules (1) gulsSecurityTransformations (3) }

initEncRules


OBJECT IDENTIFIER  {joint-iso-ccitt asn1 (1) packed-encoding (3) canonical (1) unaligned (1)}}

ATN-Abstract-Syntax ABSTRACT-SYNTAX ::= { PDV-list IDENTIFIED BY ATN-abstract-syntax-object-id}

ATN-abstract-syntax-object-id OBJECT IDENTIFIER ::= {


iso (1) identified‑organisation (3) icao (27) atn-security-requirements (4) abstract-syntax (2)}

ATNUISignature SECURITY-EXCHANGE ::= {


SE-ITEMS { ATNSignature }

IDENTIFIER global : {securityExchanges ATN-Signature (3) }}

ATNSignature SEC-EXCHG-ITEM ::= {


ITEM-TYPE gulsSignature


ITEM-ID 1


ERRORS { signatureCheckFailure }}

ATNUISigned SECURITY-EXCHANGE ::= {


SE-ITEMS { ATNSigned }


IDENTIFIER global : {securityExchanges ATN-Signed (4) }}

ATNSigned SEC-EXCHG-ITEM ::= {


ITEM-TYPE guls-signed


ITEM-ID 1


ERRORS { signatureCheckFailure }}

signatureCheckFailure SE-ERROR ::= {


PARAMETER DirectoryAbstractService.SecurityProblem


ERROR-CODE local : 1}

END
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