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SUMMARY

This is the draft ATNP/3 Validation Report for the major enhancement which has been made to the ATN Automatic Dependent Surveillance (ADS) ATN Application by ATNP/WG3/SG2 including:

· The capability of the aircraft to send a positive acknowledgement before the sending of the ADS report,

· The capability to indicate the reason of the emergency situation in ADS and ARF reports, 

· The alignment of the ADS MET data with the Amendment 72 to Annex 3,

· The capability to activate the secure mode on the air-ground (ADS) and ground (ARF) dialogues.  

This report presents the results of the validation and implementation programmes that have been undertaken by various States and Organisations, which apply to the ADS Application Version 2.  It summarises the results and analyses them against a set of high-level validation objectives (VOs).    

It is proposed that WG3 includes in the Sub-Volume II validation report the attached material for documenting the proposed third edition enhancements to Doc 9705, Sub-Volume II, part 2.2.
1.
Introduction

1.
Scope

Since the publication of the first edition of the Manual of Technical Provisions for the Aeronautical Telecommunication Network (ATN) (ICAO Doc. 9705/AN-956), a number of enhancements to Sub-Volume 2 of that document, the Air-Ground ATN Applications, have been progressed within ATNP/WG3.  The effect of the enhancements in question is to add new functionality, and hence new technical provisions, which need to be validated before they can be published.

This is the draft ATNP/3 Validation Report for the major enhancement which has been made to the ATN Automatic Dependent Surveillance (ADS) ATN Application by ATNP/WG3/SG2 including:

· the capability of the aircraft to send a positive acknowledgement before the sending of the ADS report,

· the capability to indicate in an ADS or ARF report the reason(s) of the emergency situation, 

· the alignment of the ADS MET data with the amendment 72 to Annex 3,

· the capability to activate the secure mode on the air-ground (ADS) and ground (ARF) dialogues. 

This report presents the results of the validation and implementation programmes that have been undertaken by various States and Organisations, which apply to both ADS and ARF enhancements.  It summarises the results and analyses them against a set of high-level validation objectives (VOs).  

The ADS and ARF enhancements have been designed for backwards compatibility and interoperability with the first edition of Doc 9705, and this compatibility also needs to be validated. 

1.
Background

The first edition of ICAO Document 9705/AN-956 was published in November 1998. This document contains in sections 2.2.1 and 2.2.2 the specification of Version 1 of the air-ground ADS Application and of the ADS ground forwarding Application. Since that time a number of Proposed Defect Reports (PDR) have been raised against this version and have been resolved through the ATNP Configuration Control Board (CCB). This resulted in the publication by ICAO in November 1999 of Edition 2 of Doc. 9705. Edition 2 still relates to version 1 of the ADS and ARF ATN Applications.

On the basis of Doc 9705 Edition 2 and in line with new operational requirements defined by the ADS Panel for the ADS data link application, the specification of Version 2 of the ADS Application has been developed by WG3/SG2 and validated through paper review activity and – partially – by software implementation. The first mature draft of this specification was presented to WG3 in Japan in December 1999 as well as the draft of the validation report (this document).

After Tokyo, ATNP worked on the comments provided by the Meteorological Information Data Link Study Group (METLINK) on the MET data. This resulted to editorial changes and to the definition of the enhanced MET data block in the ADS ASN.1.

The change history is summarised below:

Table 1-1: Change History

ICAO Version Number
CCB Version Number
Date
ADS and ARF Protocol Version
Comment

-
Version 1.1
March 97
1
Phuket version

-
Version 2.2
Dec 97
1
Montreal version

Doc 9705 Edition 1
Version 2.3
Nov 98
1


Doc 9705 Edition 2
Version 3.0
Nov 99
1
Output Naples

-
Edition 3.0p
Dec 99
1 and 2
Input Tokyo

Draft Doc 9705 Edition 3
?
ATNP/3
1 and 2
Input Montreal

Validated Doc 9705 Edition 3
?
Aug 00
1 and 2
Input Berlin

1.
High Level Validation Objectives

2.1.
Validation Objectives

Validation Objectives (VO) are statements that express the various verifications and evaluations required to declare related part of the draft third edition of Doc 9705 Sub-Volume II as validated.

At the lowest level of validation, every technical provision clause (“shall” and “should” statement) is validated for correctness, consistency, lack of ambiguity and lack of duplication. This is typically done as an integral stage of implementation.  This report concentrates instead on high-level validation objectives.  Each validation objective is categorised as:

· System Level Validation Objective (SVO), relating to the system level requirements which are based on operational requirements within the ICAO Document 9694  (Manual of ATS Data Link Applications), or elsewhere.

· Functional Validation Objective (FVO), relating to the functional characteristics described in the Technical Provisions.

· Technical Validation Objective (TVO), relating to the technical details in the Technical Provisions.

The validation objectives are listed and described in section 7.

2.1.
Grouping of Requirements

For the validation of version 2 of the ADS and ARF ATN Applications, the following functional groups of requirements have been identified:

· requirements describing new capability of ADS systems to send or receive a positive acknowledgement in response to an ADS demand contract request.  

· requirements describing the sending  or forwarding of an emergency and/or urgency status by the ADS and ARF ATN applications.

· requirements describing how the ADS and ARF ATN Applications have been adapted to support the ATN security framework defined by WG1SG2, 

· requirements describing the new capability of ADS systems to generate or receive an extended MET data block, and

· requirements guarantying the interoperability between versions 1 and 2 compliant systems of the ADS and ARF ATN Applications.

1.
Validation Means

The following generic means of validation have been identified, and are used in Table 4.1.

a) Two or more independently developed interoperating implementations validated by two or more states/organisations.

b) Two or more independently developing interoperating implementations validated by one state/organisation.

c) One implementation validated by more than one state/organisation.

d) One implementation validated by one state/organisation.

e) Partial implementation validated by one or more state/organisation.

f) Simulation, analysis using tools e.g. ASN.1 compiler, modelling tools.

g) Analysis and inspection.

1.
Functional Validation Achieved by States and Organisations

The following table summarises the validation activities that have completed to date. The letters in the table correspond to the validation means given in section 3.

Table 4-1: Validation Activities Summary

Group
ATNP/WG3/SG2 
METLINKSG
CENA CHARME

Positive acknowledgement as a response of an ADS demand contract request
g)
-
d)

Emergency status in ADS reports
g)
-
d)

Emergency status in ARF reports
g)
-
d)

Extended MET data block
g)
g)
-

Security processing by ADS
g)
-
d)

Security processing by ARF
g)
-
d)

Interoperability ADS/V1 – ADS/V2
g)
-
d)

Interoperability ARF/V1 – ARF/V2
g)
-
d)

The validation programme has employed a number of validation methods including inspection and desk checking, the specification of an API based on the abstract service interface, as well as the development of a prototype. 

1.
Summary of Activities Supporting Validation

1.
CCB

The CCB accepted changes to Editions 1 and 2 which need to be reported in Edition 3. All these changes are documented in the following RESOLVED Proposed Defect Reports
:

· PDR 99120002 "Conflict between section". A section on the LI module instructs the LI module to perform some actions for PDUs which are never sent to it. A test is added to clarify when the actions have to be performed. This PDR has no impact on interoperability, it only remove specification for "dead code" which can not be exercised anyway. 

· PDR M0030001 "Non canonical encoding". The ASN.1 specification for ADS is modified in such a way no option is left during the PER encoding ("canonical encoding"). These changes do not impact the interoperability since the PER encoding of default value and optional value is the same.

5.2
ATNP/WG3/SG2

Inspection and analysis of the ADS and ARF Application Version 2 SARPs has been performed by ATNP/WG3/SG2. This has involved close reading of the text with the specific aim of checking to make certain that there are no defects in the SARPs. 

The security enhancements have been proposed in close co-ordination with other ATNP sub-groups addressing security issues as well: WG1SG2 (ATN Security Framework), WG3SG3 (Secure ULCS). In addition, since the same approach was used to include security features in all air-ground applications, the security enhancements have been crossed-checked by different SARPs editors.

5.3
METLINKSG

Inspection of the ADS Application Version 2 SARPs has been performed by the METLINKSG in light of the latest ICAO endorsed amendment to Annex 3. This has involved close review of the contents of the meteorological-related fields defined in the ADS reports.

The METLINKSG produced an Inter-Office Memorandum to ATNP in January 2000 containing comments on section 2.2.1 and proposed changes. 

After ATNP/3, all proposed changes have been incorporated to document 9705 edition 3 leading to a full alignment of the ASN.1 structure of the ADS report with the Appendix 3 of Amendment 72 to Annex 3 "Criteria for reporting meteorological parameters in automated air-reports".

5.4
CENA CHARME project

5.4.1
General

The CENA CHARME project consisted in the development of the ATN End Systems components specified in Doc 9705. The CHARME ES includes both commercial off the shelf (COTS) products and CENA-originated components:

1. The COTS components are the CO Session and Presentation entities, the ASN.1 compiler and associated PER runtime, and a development environment for communications entities. This environment provides testing and integration facilities, and proved to enable the porting of CHARME to various hardware platforms and operating systems. 

2. The CENA developments include the CL Session, Presentation and CO/CL Application entities, OSI-specified ASEs (CO/CL ACSE/Ed 2, ROSE, CMISE) and ICAO-specified ASEs (ADS, ARF, CM, CPDLC, FIS, AIDC, S-ASO). Both versions (1 and 2) of each ATN air/ground application is available. 

The CHARME Upper Layers have successfully been integrated on SUN and DEC ALPHA systems with the ProATN Lower Layers and with the DGAC-proprietary implementation of the ATN Lower Layers. This CHARME ES will be used to provide the ATN Application service in the new data link ATC system. This system is developed by the DGAC to interface data link equipped aircraft with operational Controller Working Positions and Flight Plan Processing Systems. Its ICAO version 2.3 compliant version will be used in the French Link 2000+ data link platform and be part of the PETAL-II trials with the French ATC system (CAUTRA).

The CHARME ADS Ground Forwarding End System was also selected to provide the ATN communications services to a DGAC project (ICARE) aiming at developing HMIs for the remote display of ADS reports.

5.4.2 Version 2 ADS and ARF Prototyping and Validation

The CHARME project developed the first prototype of the ADS Version 2 application and conducted validation exercises following three phases as follows:

1. the ASN.1 description specified in the draft SARPs was compiled with an COTS ASN.1 compiler. This permitted to check the correctness of the new ASN.1 specification.

2. based on the Version 1 ADS Application developed in a previous phase of the project, the software of version 2 of the application was produced, leading to the identification of several errors in the protocol specification. Interoperability between air and ground version 2 compliant systems was tested.

3. interoperability between version 1 and version 2 compliant systems was finally tested.   

1.
Defect Report Summary

The table below gives a summary of the defect reports raised during the validation programme.

Source
id
Doc 9705 chapter
Description if change
Result

WG3SG2

2.2.1.4
Since version 2 and version 1 are compatible, there is no need to define two separate ASN.1. Version 2 specific fields are defined in extensibility fields in the current ASN.1 version.
Done.

CCB

2.2.1.5
99120002 – Conflicting sections.
Done and tested by CENA.

CCB

2.2.1.4
M0030001 – Non-canonical encoding
Resolved in Edition 2.

METLINKSG
a)
All
M0060001 – Editorial Errors

All through the section amend "weather modulus" to read "meteorological information modulus"
Resolved in Edition 2.


b)
2.2.1
[note 3 b) 3) v)] add "humidity" after "turbulence"
Done.


c)
2.2.1.4
Amend the ADS MET information data block to read as follows:

· wind speed: unit in "2km/h" and "kt", range from 0 to 500 km/h or from 0 to 250 kt

· temperature: unit in 0.1°C (not 0.25), range from –80°C to +60 °C.

· turbulence: index – unit: non-dimensional, range from 0 to 28

· turbulence: time of occurrence – unit: non dimensional, range from 0 to 15

· humidity: units in per cent (%), range from 0 to 100
Done.

METLINSG

2.2.1.4
New appendix 3 to Annex 3, Amend the ADS MET information data block to read as follows:

· wind quality flag: 0 or 1

· wind direction: range from 000 to 360 (not 010)  
Done.

METLINKSG
a)

(Olli Turpeinen email 12/07/00) The inclusion of the MET information data block is conditional (i.e. not every ADS message would include MET data). However, if the group is included, all the parameters are compulsory except for turbulence and humidity.
Done.


b)

(Olli Turpeinen email 12/07/00) The wind quality flag is proposed to be added to the MET info data block in Amdt 72 to Annex 3. The proposal has been recently sent to States for Comment. As this issue is non-contreversial, it can be expected that the proposal be accepted by States and adopted by ICAO Council. The field would be compulsory.
Done.

1.
Results and Analysis

Note 1. The following results apply to the new ADS and ARF enhancements only. Version 1 ADS and ARF have been fully validated during the Package-1 activities and the various implementations of these protocols have confirmed the level of completeness and maturity of the specification. The validation of version 2 takes as assumption that version 1 is fully validated. As a consequence, version 2 must be considered already as partially validated.  Only few additional functions need to be validated separately, and it should be proved that the addition of these new functions has not impacted the existing functions.

Note 2. The following results do not integrate the security features introduced in the ADS and ARF Applications. Activities are in progress to finalise the modifications of the SARPs concerning security and to check that the provisions for security in the ATN Applications are consistent with the ATN security framework defined by WG1. 

VO 

Analysis
Result

SV0 1
To determine which System Level Requirements are satisfied by the functional descriptions in combination with the user requirements and recommended practices.
As determined by inspection and consolidated by a co-ordination activity with OPLINKP, all new system level requirements relevant to ADS and ARF are satisfied by the revision of Sub-Volume 2. 


Achieved (g)

SVO 2
To determine if the ATN specifications are mutually consistent and that backwards compatibility is achieved.
Version 2 is an extension to version 1, meaning that the version 1 specifications have only been modified in very few well-known areas. This approach guarantees the consistency and the backwards compatibility between version 1 and version 2 specifications of the ADS/ARF ATN Application. Interoperability testing have proved the backward compatibility. 

ADS/ARF Version 2 does not modify the relationships of the ADS/ARFARF Application with the other ATN Applications. The consistency with the other ATN specifications is therefore maintained.

ADS/ARF Version 2 is consistent with the ULCS enhancements.
Achieved (g,d)

VO 

Analysis
Result

FVO 1
To determine if the functional descriptions are compatible with the technical requirements
Upon completion of Version 2 specification inspection and analysis process by several parties, no incompatibility has been reported, nor any defect report has been generated in this area. 
Achieved (g)

FVO 2
To determine if the user requirements and recommended practices are compatible with the technical requirements
All new user requirements and recommendations in sections 2.2.1.7 and 2.2.2.7 (User Requirements) have been examined and have been determined to be compatible with the technical requirements.
Achieved (g)

FVO 3
To determine if the technical provisions are complete
All statements added to describe the new functions have been analysed, syntax-checked and implemented in prototype form, and care was taken to not make any assumptions where there were no “shall” statements.

No defect was reported during the specification review and the prototyping activities.
Achieved (d)

FVO 4
To determine if the technical provisions are unambiguous
The technical teams, implementing the new ADS and ARF functions and not involved in the ICAO SARPs specification process, did not ask for clarification or additional information in the new text. In addition, as for version 1, some tutorial material will be included in the ADS and ARF parts of the CAMAL document (ICAO Doc 9739).
Achieved (d)

FV0 5
To determine if the technical provisions are consistent.
The version 2 specifications have been developed under the control of WG3SG2. All text changes has been documented in separate working papers and are traceable. Draft version 2 was presented for review and comment at several meetings to WG3 and SG members and a line by line review was made by WG3SG2.
Achieved (g)

FVO 6
To determine if there are redundant technical provisions, i.e. requirements which would have no effect if removed

Note:  This VO should be interpreted to mean that there are no requirements that are not necessary for the defined functionality, or to achieve migration to future functionality.  It is not meant to eliminate possible duplicated statements of requirement that are known to exist.
The tabulated requirements indicate that all stated requirements related to the enhancement of the ADS and ARF services are necessary.
Achieved (g)

FVO 7
To determine if provision has been made to ensure that the technical provisions are implementation independent
Only one implementation of the ADS/ARF version 2 protocol has been developed. However, multiple ADS/ARF version 1 implementations showed that the version 1 specification was implementation independent. As the same specification approach was used for version 2, the version 2 specifications are de facto implementation independent.
Achieved (g)

VO 

Analysis
Result

TVO 1
To determine if the protocol description supports the stated end to end services
Except for the ADS-demand-contract, the end-to-end services have not been modified (only a new parameter 'emergency status' was added). The changes to the ADS protocol have been done in such a way a request for a demand contract can be responded by the aircraft with a positive acknowledgement, as specified by the ADS panel. 

The version 2 ADS protocol fully supports the end to end services.
Achieved (g)

TVO 2
To determine if the protocol description has any unacceptable behaviour
The ADS/ARF Version 2 protocol has been completely implemented. No unacceptable behaviour was detected.
Achieved (d)

TVO 3
To determine if the abstract service interface parameters are mapped appropriately to PDU fields and/or communication service interface parameters, and vice versa.
All ADS/ARF parameters were appropriately mapped in  Version 1. These parameters are de facto compatible in Version 2. Two service parameters have been added:

· the 'Emergency and/or Urgency Status' parameter is described in both the service definition and the message definition by a unique ASN.1 type,

· the 'Security Required' parameter is defined in the service definition (chapter 3) in line with the 'Security Requirements' parameter of the secure ULCS

· the Extended ADS data block is described with a new ASN.1 type which do not appear explicitly in the abstract service. 
Achieved (g)

TVO 4
To determine if protocol errors in the peer application entity are correctly handled
ADS/ARF Version 2  detects the same protocol errors than those defined in version 1. Specific tests have been performed on the prototype to check the ASE has a correct behaviour in case of security failure.
Achieved (g,d)

TVO 5
To determine if the SARPs are consistent with the Upper Layer architecture to the extent that this is a requirement, e.g. use of the Dialogue Service, application of the control function.
ADS/ARF Version 2 does not use most of the extensions defined in the enhanced ULCS (new addressing features for instance). The use of the Security parameter in the ASE is consistent with the specification of the Secured Dialogue Service. This was check through paper analysis and with the ADS/ARF prototype.
Achieved (g, d)

TVO 6
To determine if the APDUs are correctly specified
The ADS/ARF Version 2 ASN.1 imports most of the ASN.1 types from version 1. All those types can be considered validated. Few types were adapted by the addition of new elements after the extensibility marker or added. Those new types have been correctly compiled.
Achieved (d)

TVO 7
To determine if provision for QOS management has been addressed.
QOS management was improved in ADS/ARF Version 1 (protocol checks added on the D-START indication QOS parameter value) and validated by various implementations.

The same mechanisms are used unchanged in version 2.
Achieved (d)

TVO 8
To determine if provision for future migration has been addressed
The version 1 / version 2 interoperability testing have proved that the provisions in version 1 identified for future migration (extensibility markers, version number) were efficient. The same provisions have been retained in version 2 to allow specification of a version 3 protocol (and further).
Achieved (d)

TVO 9
To determine if efficiency requirements have been addressed, e.g. minimising size of data transfer, appropriate maintenance of dialogue.
The same mechanisms defined for Version 1 are used unchanged in Version 2 (use of PER, definition of PER-visible constraints, ADS contract multiplexing, etc…).
Achieved (d)

TVO 10
To determine that the functionality described in the technical provisions is implementable
The prototype developed by a State has shown that the ADS/ARF version 2 ASE is implementable
Achieved (d)

TVO 11
To determine that independent implementations built in accordance with the technical provisions will be able to interoperate
Based on engineering judgement, independent implementations will interoperate.
Achieved (g)

TVO 12
To determine that the way security is handled by the ADS Application is compliant with the overall ATN security framework
The provisions for security in the ADS/ARF version 2 were specified based on the WG1SG2 documents "Security CONOPS" and "The Application Security Solution". It should be noted however that no prototype has tested so far an ADS/ARF Version over a Secure Dialogue Service Provider. 
Achieved (g) with some reservations.

.
1.
Conclusion

Based on the above and the preliminary results of the on-going validation activities reported in this document, sufficient confidence has been gained to conclude that the new technical provisions related to the ADS and ARF services are sufficiently validated to be included in ICAO Doc. 9705.

� It is assumed that the status of the PDRs identified in this section will be passed to RESOLVED at the Berlin CCB meeting.
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