WG3/SG3 Flimsy #1 (rev 2)

Toulouse, 21 July 2000

WG3/SG3 (Upper Layers Sub-group) reply to WG2 Flimsy 21-5

Introduction

Flimsy #5 from the 21st meeting of ATNP WG2 proposes certain changes to SV4 to accommodate the addition of the extended transport checksum in SV5.

SG3 notes that the proposed SV4 changes are incomplete and may lead to back-compatibility problems for the existing air-ground applications that make use of the Dialogue Service.

Completeness of Proposed Solution

Flimsy #5 proposes changes to 4.4.7.4. and proposes deleting 4.4.7.5.

The rationale for deleting 4.4.7.5 is that it specifies requirements on the TS-Provider that properly belong in SV5.  However, the section also specifies what the TS-User must do to negotiate the use or non-use of the standard 16-bit transport checksum, so it is not redundant.

Other SV4 sections affected by the RER changes, but not considered in Flimsy #5, are the Dialogue Service definition and the CF parameter mapping in the following sections:

4.2.3.2.1 Notes 7 and 10

4.3.3.3.2.3.7 – 8 and Notes

4.3.3.4.1.3.3

4.7.3.1 Notes 7 and 10

4.7.4.2.1.3.5

4.7.4.3.1.3.3

4.7.6.3.3

Transport Checksum / RER negotiation 

The current SV4 provisions in Doc 9705 edition 2 allow limited negotiation of the use or non-use of the transport checksum.  If the connection initiator proposes non-use of the checksum (RER in D-START req = “high”) then the responder can either accept the non-use (RER in D-START rsp = “high”), or force the use of the checksum (RER in D-START rsp = “low”).  This is somewhat contrary to the transport service definition in ISO/IEC 8072, which states that QoS can only be negotiated downwards, but is consistent with the transport protocol specification in ISO/IEC 8073, and results from the non-standard use of the RER parameter to select dynamically the use or non-use of checksum in the transport protocol.

In the Flimsy #5 proposal, this negotiation capability is lost.

Application Compatibility

A major problem with the Flimsy #5 proposal is the knock-on effect on all edition 2 applications, and the lack of backwards compatibility.  All of the air-ground applications currently set the RER parameter to “low” when initiating a connection, and verify that the value is “low” when responding to a connection.

Consider the scenario where an “old” end system (i.e. an application supported by a transport entity that does not support the extended 32-bit checksum) initiates a connection to a “new” end system.  The TC TPDU will contain only the standard 16-bit checksum.  This will be interpreted by the responding system as a “medium” RER.  However, this value will not be recognised by current applications, which would invoke error handling procedures and abort the connection.

This problem would be avoided if the RER parameter was restricted to the existing two-state “low” or “high”.  When the TS-user selected “low”, then the TS provider would select the extended 32-bit checksum if supported by both ends, and fall back to the standard 16-bit checksum if not.  If the extended checksum is made mandatory to implement, the 16-bit standard checksum could be seen as an interim provision that will rapidly fall into disuse, so there is no need ever for DS-Users to explicitly request it.

If three states for RER (low / medium / high) really need to be exposed to the TS-User, it would be preferable to keep the current semantics for “low” and “high” and add a new value for the new extended checksum.  Thus for backward compatibility, we could have:

RER value
Meaning

Enhanced
Extended 32-bit checksum is requested

Low
Standard 16-bit checksum is requested

High
Non-use of checksum is requested

However, this would not allow existing applications to benefit from the higher integrity offered by the extended checksum.  SV2 would require modifications to invoke the “enhanced” value.

Clarification of Application Requirements 

Before making SV4 modifications, WG3/SG3 seeks clarification of the following issues:

· Is the capability to select the RER from applications still required?  Given that all current air-ground applications in SV2 select RER = “low”, is there really a requirement to allow other RER values?  It might be preferable to use the highest integrity (i.e. the 32-bit extended checksum, when available) for ALL application exchanges.  SV2 could be left unchanged, and for backwards compatibility SV4 would accept but ignore the RER value presented in D-START primitives.

· If applications do require the ability to select RER, do applications need to distinguish between the “standard” and “extended” provisions?  Introducing a new RER value in addition to the current “low” and “high” would require changes to all the SV2 applications.  

· Is negotiation of checksum use between initiator and responder still required?  Would an initiator ever propose non-use of checksum?  If so, would a responder ever want to change to use of checksum?  The facility is not used by any current application.  Removal would slightly simplify the SV4 technical provisions and transport service implementations.

SG3 considers that these changes to increase the integrity of the connection between end-systems should be considered “Class A” regardless of the degree of technical interoperability.  While implementations of 16-bit and 32-bit extended checksums may be interoperable at the technical level (at the lower integrity level), the loss of integrity may not be acceptable to certification authorities.  This implies that there should be an overriding requirement (in Sub-Volume 1?) that only the 32-bit extended checksum is valid for safety-critical application exchanges.

If it is decided that a 3-state RER parameter is required at the Transport Service boundary, WG2 is asked to reconsider the use of the terms “low”, “medium” and “high” for the RER parameter.

1
1

