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	Summary 





This information paper presents a portion of the recently completed ADSP JWG & WG-B meeting reports held in Atlanta GA, USA 27 February – 2 March & 3-6 March, 1998 respectively.�
�



1.	Discussion


1.1	This information paper presents excerpts from the ADSP JWG & WG-B reports which should be of interest to ATNP WG-3/SG-1 regarding Security and AIDC.


1.2	The information attached ishould be of interest to the continued work of the WG-3/SG-1 work plan.  This material is presented informally and should be considered as draft until formally received by the Secretary of the ATNP from the Secretary of the ADSP.


�



5	Agenda Item 3:  Develop Security requirements for ATS Data Link Applications





WP/51 reiterated a request from ATNP that ADSP more clearly define what the operational requirements were in relation to security.  Although the initial ATN draft SARPs (currently out for State comment) did not include any technical provisions for security, future enhancements to the ATN SARPs were expected to define such provisions.  Working Group 1 of the ATNP had been tasked with defining the overall security framework of the ATN and would need confirmation of the operational basis for specifying security mechanisms in the ATN.  The paper contained a copy of the communiqué prepared for the purpose of soliciting input from the ADSP.  This communiqué highlighted a list of five general categories of security threats/provisions that would need to be progressed as baselines for either enhancements to the ATN SARPs with specific technical mechanisms, or guidance material.  The five categories (including ATNP WG1 comments in italics) were described as follows:





a)	Communication monitoring and third party traffic analysis ! neither of these constitute a safety hazard, so there is no need to guard against them.





b)	Data link messages shall be protected from modification, masquerade and replay ! that means that for data messages between aircraft and air traffic control centres, or between air traffic control centres, there will be a high level of assurance that a message comes from where it claims, has not been tampered with, and is not a repeat of an obsolete message.





	c)	Messages for the purpose of network management, and the messages that carry routing information shall be protected from modification, masquerade and replay ! that means that there will be a high level of assurance that no unauthorized entity can modify the routing characteristics of the ATN.





	d)	The services that support messages to and from the aircraft shall be protected against denial of service attacks to some (to be specified) level of probability ! this means having alternative communications paths available in case one path gets jammed.





	e)	ATN hosts and routers shall be protected from unauthorized physical access ! this means that physical security measures will be provided to prevent unauthorized persons gaining access to the ATN hardware and/or software.





The conclusions of ATNP WG1 discussions so far were that the security enhancements to the ATN SARPs need only include specific technical mechanisms to address categories (b) and (c) above.  However, the ATN guidance material was expected to address all of the above categories.  At this stage in the progress of their work the WG1 was considering the applicability of using authentication (using a digital signature) and message sequencing as methods by which the controller or pilot (or administrations) could feel confident that the message was in fact from where it was supposed to be from and that the information was correct.  Whilst the method of authenticating the message may  be encrypted, it was not proposed at this time to encrypt the entire message due to a number of significant institutional issues that would have to be overcome.  





The ATN working group noted that security mechanisms could provide a system or network with protection against many different types of threats and as such, the ATNP were seeking advice on which particular threats the ADSP wanted the network to be protected against.  





It was agreed by the joint meeting that providing for data link messages to be protected against modification, masquerade and replay was felt to be a good one, but whether or not this would be sufficient, the group recognized that a concrete judgement during this meeting would not be possible.  Further, it was likely that other international organizations, institutions or even governments may have their own specific requirements that were not specifically related to operational requirements.  This could include restrictions to the ability to monitor or use the information transmitted for commercial reasons.  It would be incumbent on the ATNP to ensure that they requested feedback from a wide variety of sources.





Associated with this subject, an Information Paper presented an analysis of the applicability of ICAO Annex 17 on Security and of the Manual for Safeguarding Civil Aviation against Acts of Unlawful Interference (Doc 8973) to the provision of a framework for ATN security requirements.  The paper noted that the open nature of the ATN architecture could make it vulnerable to security threats and that the development of a network security plan was required to ensure the integrity of the network.  Further this plan would have to be global in nature noting the global nature of the ATN itself.





The meeting noted that Acts of unlawful interference in Annex 17 included (amongst others):





	b)	destroying or damaging air navigation facilities or interfering with their operation, if such act is likely to endanger the safety of aircraft in flight; and





	c)	communicating information which is known to be false, thereby endangering the safety of an aircraft in flight.





The Secretary advised the meeting that it would be appropriate that panel members should communicate the need for security provisions for the ATN (and similar communication networks) in Annex 17 with their counterparts on the Aviation Security Panel (AVSECP).  He also stated that appropriate coordination would occur between himself and the Aviation Security Branch at ICAO to keep them in the picture regarding possible provisions that may have an affect on existing ICAO documentation.





It was agreed that the ATNP should continue to progress their work in accordance with the five categories specified, placing particular emphasis on suitable provisions applicable to categories (2) and (3).  It was recognized that other categories may become necessary (as lessons learnt during the implementation of the ATN developed), and if judged essential, these would be brought to the attention of the ATNP in the course of ADSP’s progress.  Additionally, ATNP should be open to those security issues whereby the messaging is automation-to-automation, as well as between pilot and controller.





3.4	WP/108 was introduced to the group. The wp contained additional text for the AIDC part of the manual. The group accepted the additional text in table 4-6 as it related to missing information concerning one particular message. The revised table will be proposed for inclusion in the manual at ADSP5 and can be found in Appendix F.





APPENDIX F





�PRIVATE ��Message�
Purpose�
Message Contents�
�
AppStatus�
Inform an adjacent center that the transmitting center's ATC application is online�
Nil�
�
AppAccept�
Acknowledge acceptance of a received message.�
Nil�
�
AppError�
Signal that a received message contained an error.�
Message type


Component type


Error code


Error data�
�



	Table 4-6:  AIDC Application Management Message Contents
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