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Summary

ICAO is in the process of standardising the requirements for ATN Security. This will allow the development of  a secured environment of data transfer between airborne and ground ATN systems, taking into account the various local legislation constraints.

This document presents the security mechanisms in the ATN Upper Layers.

The Application Service Elements (ASE) provide application-users with the communication functions suitable to each ATN application. The architecture proposed in this document limits the impacts on the ATN ASEs of the implementation of security mechanisms.  This means that most of the security mechanisms which will take place in the upper layers will be located in the application layer under the ATN ASEs.

0. Introduction

1.1 Scope

This paper specifies how ATN Upper Layers use standardised mechanisms from GULS (ISO/IEC 11586) to secure elements of the various ATN ASEs. It also describes how the ATN upper layers use the Directory authentication framework (ISO/IEC 9594-8) to authenticate the peer systems in the ATN environment.

The aim of this document is to provide a first approach of the technical implementation of the security in the ATN: many aspects still need to be refined, ranging from the precise description of the communications which will take place between ATN “operational” and administrative entities like the Certifications Authorities, or the entities which aim at providing private information, or, more technically, the refinement of the formal description of the security mechanisms and their inclusion in the already existing ATN Upper Layers. Some correction will have to be added later. Evolutions and refinement should be made during the future activities which will take place in the WG3/SG3.

Part 0 is an overall introduction, with background (Chapter 1.2), Focus (Chapter 1.3) and relationship with user ASEs (Chapter 1.4) and System management work (Chapter 1.5). Chapter 1.6 provides the references which have been used as a basis for this document. Chapters 1.7 and 1.8 provide the terms definitions and abbreviations which apply all over this document.

Part 1 provides a first level of definition of the Security services, the impact on the Dialogue service, and a description of the exchanges which take place in the ATN Application Entity and between two ATN Application Entities involved in a secured dialogue both in a connection oriented or connectionless environment.

Chapter 1.16 provides an overview of the upper layers architecture needed to implement the ATN security, together with a recall of the background which led to this proposal.

Chapter 1.11 proposes a first definition of the mechanisms and exchanges of security information involved in the peer entity authentication, together with an overview of the system security functions, the formal definition of the security transformations and the security exchanges which take place during this phase. This chapter also explains why, in the context of the ATN, it should be preferable to use the GULs ASN.1[Ref. 4] description for the security exchanges and transformation than the one described in X.509 documents [Ref. 3].

Chapters 1.12 and 1.13 proposes a first definition of the mechanisms and exchanges of security information involved in the data exchanges in order to provide them with protection from forgery or replay attacks, together with an overview of the system security functions, the formal definition of the security transformations and the security exchanges which take place during this phase.

4.1.2Annex A proposes, for each main exchange of a dialogue (establishment, release, data transfer and abort) a description of the events which take place in the ATN upper layers.

8.Annex A propose a formal definition of the ASN.1 structures involved in this document.

9.Annex A deals with the backward compatibility issue and explains how we propose to solve this issue in the frame of Upper Layers security for the ATN.

11.Annex A proposes a simple mechanism for negotiating the security algorithms which can be used during a secured dialogue establishment.

1.2 Background

The main background for this discussion comes from the “ATN Security Guidance Material” document [Ref. 8] which provides the needs in terms of requirements for ATN services.

Taking into account the former document and the fact that:

· implementing confidentiality in communication is widely considered by many countries as critical for state security, meaning that it does not only involve ATNP but must be closely co-ordinated with various members’ legislation, 

· no real need for confidentiality has been yet expressed by ADSP,

· the operational impacts of the implementation of confidentiality (need to authenticate persons, for example), would probably lead to modification of operational procedures, which should be closely co-ordinated with user’s panels,

The security strategy for  ATN  is based on:

· Peer entities authentication, which means that the security policy will guaranty that the communicating entities are really what they pretend to be,

· Data origin authentication, which means that data received by an entity can be associated to an authenticated originating entity and has not been modified during its transfer.

· Assurance that the exchange is not a replay of another one, which took place before, by the provision for time stamping mechanisms.

This does not mean that confidentiality should not be implemented in ATN Upper Layers, nor that this service is not to be provided, but rather that it could be the object of further work on security, and that, in the meanwhile, confidentiality implementation is not to be included in the Upper Layers documents.

This simplification allows to concentrate on basis security mechanisms, which should provide with an acceptable level of confidence in the exchanges. This should permit us to define associated necessary mechanisms, based on those described in the Directory, the GULS or the System Management sets of documents.

The proposal for use of associated support mechanisms comes from the fact that:

· They provide, in the case of Directory (X.500) set of standards,  simple mechanisms for retrieving and transparently managing security information (Security keys, certificates…),

· They provide, in the case of System Management,  the mechanisms necessary  to implement the logging of security events and the audit of the security system. This is needed if a clear and confident view on the level of security provided by the system should be made available.

1.3 Focus of this document

This document only deals with security in the ATN Upper Layers:

· Separate ATN Internet security related work is in progress in WG2, which will permit to provide lower layers security mechanisms, but which is outside the scope of this document.

· The mechanisms proposed here involving the ATN upper layers, the intention of this document is not to propose a security architecture for applications developed outside the scope of ATN Upper Layers, although the proposed security policy for these application and the one proposed here should be coherent.

· This document does not deal with the impact on ATN ASEs of implementing secured transfers on the ATN: the specific application needs in terms of security, the impact of operational constraints on these needs, nor the increase of knowledge eventually needed in the ATN ASEs which use secured transfers has not been dealt here.

1.4 Relationship with other ATN Working Groups

Current co-ordination activities are defining an harmonised security architecture. They involve WG3/SG3 (ATN Upper Layers) and WG2 (ATN Internet) on one hand and WG3/SG3 (ATN Upper Layers) and WG3/SG1 (ATN Ground Applications) and WG3/SG2 (ATN Air-Ground Applications) on the other hand.

One main constraint raised in specifying security in the ATN is to avoid any technical modification in the ATN ASEs (ADS, CPDLC, and FIS…). Provision for security shall also be able to guaranty interoperability of secured ATN stacks with unsecured ATN stacks. In fact,  the former of these constraints could not be respected for two main reasons:

· The ATN ASEs (or their application-users)  should be able to decide what level of security should be implemented during the established dialogue lifetime,

· Let’s consider the case where an initiating entity wishes to establish a dialogue with a given level of security. If the responding Dialogue does not implement security mechanisms, or if the responding ASE, for any local reason or constraints, does not accept the proposed level of security, the responded level of security will be provided to the requesting ATN ASE, without any intervention from the Dialogue. This means that the ATN ASEs should be able to decide whether or not the Dialogue can be established or not and should not rely on the Dialogue control function for taking such a decision.

The CM application is the ATN ASE  the most impacted by the implementation of security services in the ATN upper layers. The CM messages need to convey, together with the application addresses, the information which pertains to security. This paper makes the assumption that security information is made available before being needed, and relies on specific mechanisms in the other cases (renew of revoked keys).

1.5 Systems Management Issues

Another potential impact on ATN ASEs concerns the management of security in particular in the case where a Dialogue cannot be established with the initially required level of security: what parts of the AE e.g. the Upper Layers or the ATN ASE are responsible for initiating the associated event log.

Furthermore, still in the case of the occurrence of security related events (establishment of a Dialogue with a degraded level of security, for example), which of the various intervening entities in the communication system is the most appropriate to take a recovery action ? The systems management applications (i.e. the agent or the manager), the Dialogue control function,  the ATN ASEs or the Application-users ?

The proposal is that:

· The Dialogue control function only logs the events which pertain to security, and provides its user ASEs with a simple negotiation mechanism for the level of security. In the case of error condition during any secured phase of the dialogue, the Dialogue control function will abort it.

· The User ASE or its user decides what level of security has to be provided on the Dialogue, and also decides if the responded security level is acceptable,

· The System Management has also the possibility to decide whether a degraded level of security on a Dialogue is acceptable or not.

This can be justified by the fact that :

· Dialogue is a control function which only provides the mechanisms needed to implement the security, but it does not have any system view of what can be considered as acceptable in term of end to end security.

· The need for security can be modulated by operational needs: a degraded security level could be considered as acceptable in some cases but not in others, only the ATN ASE or its user can take such decision,

· Conforming to [Ref. 1] document, security recovery can be considered as part of system management and aims at taking decisions and actions in order to recover from an unacceptable level of security, in an immediate or in a temporary manner, or on the long term. These decisions may range from starting a security audit on some specific part or whole of the system, to trigger an update of the certificate revocation lists, and to disseminate the fact that some part of the system do not anymore implement the required level of security. Intermediate actions can range from aborting dialogues to temporary invalidating entities.

1.6 References

1 ISO 7498-2:1989 Information processing systems — Open Systems Interconnection — Basic Reference Model — Part 2: Security Architecture

2 ISO/IEC 8649:1996 Information technology — Open Systems Interconnection — Service definition for the Association Control Service Element

3 ISO/IEC 9594-8:1995 Information technology — Open Systems Interconnection — The Directory: Authentication framework

4 ITU-T Rec. X.830|ISO/IEC 11586-1:1995 Information technology — Open Systems Interconnection — Generic upper layers security: Overview, models and notation

5 ITU-T Rec. X.831|ISO/IEC 11586-2:1996 Information technology — Open Systems Interconnection — Generic upper layers security: Security Exchange Service Element (SESE) service definition

6 ITU-T Rec. X.832|ISO/IEC 11586-3:1996 Information technology — Open Systems Interconnection — Generic upper layers security: Security Exchange Service Element (SESE) protocol specification

7 ITU-T Rec. X.833|ISO/IEC 11586-4:1996 Information technology — Open Systems Interconnection — Generic upper layers security: Protecting transfer syntax specification

8 ATNP/WG1/SG2 ATN Security Guidance Material.

9 ITU-T Rec. X.511|ISO/IEC 9594-3:1993 Information technology — Open Systems Interconnection — The Directory: Abstract Service Definition

10 ITU-T Rec. X.519|ISO/IEC 9594-5:1993 Information technology — Open Systems Interconnection — The Directory: Protocol Specifications

11 ANSI TI.259-1997 STASE-ROSE – Draft 05/08/1998

12 Recommandation UIT-T X.680 (1994) | ISO/CEI 8824-1:1995, Technologie de l'information – Notation de syntaxe abstraite numéro un: Spécification de la notation de base

1.7 Definitions

The following terms are used as described in ITU-T Rec. X800|ISO/IEC 7498-2:


authentication exchange;

authentication;


confidentiality;


data integrity;


data origin authentication;


digital signature;


integrity;


key;


masquerade;


non-repudiation with proof of delivery;


non-repudiation with proof of origin;


notarisation;


peer-entity authentication;


replay threat;


replay;


repudiation;


security audit;


security mechanism;


security policy;


security service;


signature mechanism;


signature;


threat;


trusted third party.

The following terms are used as defined in ISO/IEC 8822


presentation context;

The following terms are used as defined in ISO/IEC 10181-1:1995 (E)| ITU-T Rec. X.810 (1995)


Asymmetric cryptographic algorithm:  an algorithm for performing encipherment or the corresponding decipherment in which the keys used for encipherment and decipherment differ.

Certification authority: an entity that is trusted (in the context of a security policy) to create security certificates containing one or more classes of security-relevant data.

Distinguishing identifier: data that uniquely identifies an entity.

Hash function:  a (mathematical) function that maps values from a (possibly very) large set of values into a smaller range of values.

Private key:  a key that is used with an asymmetric cryptographic algorithm and whose possession is restricted (usually to only one entity).

Public key:  a key that is used with an asymmetric cryptographic algorithm and that can be made publicly available.

Security certificate: a set of security-relevant data issued by a security authority or trusted third party,  together with security information which is used to provide the integrity and data origin authentication services for the data.

Security certificate chain: an ordered sequence of security certificates, in which the first security certificate contains security-relevant information, and each subsequent security certificate contains security information which can be used in the verification of  previous security certificates.

Security token: a set of data protected by one or more security services, together with security information used in the provision of those security services, that is transferred between communicating entities.

The following terms are used as defined in ISO/IEC 9594-8|ITU-T Rec. X.509

Strong authentication: authentication by means of cryptographically derived credentials

The following terms are used as defined in ISO/IEC 10745 (1993)|ITU-T Rec. X.803 (1994)

Security association: a relationship between two or more entities for which there exist attributes (state information and rules) to govern the provision of security services involving those entities.


Security exchange: a transfer or sequence of transfers of application-protocol-control-information between open systems as part of the operation of one or more security mechanisms.


Security exchange item: a logically-distinct piece of information corresponding to a single transfer (in a sequence of transfers) in a security exchange.


Security exchange function: a security communication function, located in the Application Layer, that provides the means for communicating security information between AE-invocations.


System security function: a capability of an open system to perform security-related processing.


System security object: an object that represents a set of related system security functions.


Security transformation: a set of functions (system security functions and security communication functions) which, in combination, operate upon user data items to protect those data items in a particular way during communication or storage.

The following term is used as described in ISO/IEC 11586-1:


PROTECTED abstract syntax notation.

For the purposes of this document, the following definitions apply:

a) strong authentication procedures: the procedures defined in ISO/IEC 9594‑8 clause 10.

1.8 Abbreviations

ACSE

Association Control Service Element (ISO/IEC 8649, 8650)

AARE

ACSE Associate Response APDU

AARQ

ACSE Associate Request APDU

APDU

Application PDU

ASE

Application Service Element

ASN.1

Abstract Syntax Notation (ISO/IEC 8824)

ASO

Application Service Object

GULS

Generic Upper Layer Security (ISO/IEC 11586)

OSI

Open Systems Interconnection (ISO/IEC 7498)

PDU

Protocol Data Unit

PDV

Presentation Data Value

RLRE

Release Response ACSE APDU

RLRQ

Release Request ACSE APDU

SESE

Security Exchange Service Element (ISO/IEC 11586-2 and -3)

SSF

System Security Functions

SSO

System Security Object

1. ATN Security services

Following requirements stated in [Ref. 0.8] document the following main security services are proposed:

· Peer entity authentication: this service intends to protect ATN communication systems from threats which fall in the scope of identity interception. Peer entity authentication can take place during Dialogue establishment, release and during data transfer,

· Data integrity: this service intends to protect ATN communication systems from threats which fall in the scope of masquerade or of data manipulation. Protection of data integrity can take place both during Dialogue establishment, release and during data transfer.

· Combining of entity authentication and data integrity services provides protection against threats that fall in the scope of replay.

As previously explained in the introductory chapters of this document, no provision has been done for data confidentiality to protect ATN communication systems from threats which fall in the scope of data interception.

Concerning non-repudiation with or without proof of delivery or of origin, as for confidentiality, no requirement has been defined to protect ATN dialogues from the associated threats. As for confidentiality, as the proposed architecture does not prevent from using it, non-repudiation with or without proof of delivery or of origin can be implemented under local responsibility.

This chapter of this document describes the relationship between these security services and their translation in terms of ATN security services.

1.9 Definition of the Security services

The security services that are provided by the ATN Upper Layers for the secure operation of the ATN ASEs, are the following:

a) Peer Authentication is based on the strong authentication procedures described in [Ref. 0.3].

b) Data origin authentication, as defined in [Ref. 0.5], is based on a security transformation consisting in appending a signature to original message.

c) Protection against replay is based on a security transformation consisting in appending a unique identifier to the message.

These services are optional and their use will be defined through the activation of Dialogue services using no additional parameters.

1.1.1 Security services abstract values

Five levels of security services are made available to the dialogue service users:

a) Unsecured dialogue service: no protection is provided on the dialogue neither for its establishment, nor during the data exchanges.

b) Secured Dialogue service: peer entities authentication is carried out during the dialogue establishment and maintenance, but not during the exchanges.

c) Forward path secured application dialogue: peer entities authentication is carried out during the dialogue establishment and maintenance, and data integrity is checked for all data issued by the initiator of the dialogue.

d) Return path secured application dialogue: peer entities authentication is carried out during the dialogue establishment and maintenance, and data integrity is checked for all data issued by the acceptor of the dialogue.

e) Secured application dialogue
: peer entities authentication is carried out during the dialogue establishment and maintenance, and data integrity is checked for all data issued by both entities involved in the dialogue.

1.1.2 Associated object identifiers

Five object identifiers are associated to the possible abstract values of the SecurityRequirements:

· Unsecured dialogue service:

iso (1) identified‑organisation (3) icao (27) atn-security-requirements (4)  security-services (1) unsecured-dialogue-service (1)

· Secured Dialogue service:

iso (1) identified‑organisation (3) icao (27)  atn-security-requirements (4)  security-services (1) secured-dialogue (2)

· Forward path secured application dialogue:

iso (1) identified‑organisation (3) icao (27) atn-security-requirements (4)  security-services (1) forward-path-secured-application-dialogue (3)

· Return path secured application dialogue:

iso (1) identified‑organisation (3) icao (27) atn-security-requirements (4)  security-services (1) return-path-secured-application-dialogue (4)

· Secured application dialogue:

iso (1) identified‑organisation (3) icao (27) atn-security-requirements (4)  security-services (1)  secured-application-dialogue (5)

1.10 Negociation of security

The two transmission modes achieved by the ATN dialogue service provider (CO and CL) are taken in consideration.

The negotiation of the level of security takes place at two levels in the application layer:

· at the level of Dialogue users, i.e. ATN ASE: the level of security for a given ASE may vary under operational constraints, for example.

· at the level of the Security ASO: the level of security which can be provided may also vary, for key availability reasons, for example.

1.1.3 Negotiation by Dialogue users

1.1.3.1 Connection oriented dialogue service

The security user requirements are provided by the dialogue user through the use of the SecurityRequirements parameter of the D-START service. The mechanisms to negotiate the security level between dialogue service users are described below:

If the dialogue initiator wishes to establish a dialogue, it invokes the D-START Request with the SecurityRequirements parameter set to one the following possible abstract values: “Unsecured dialogue service”, “Secured dialogue service”, “Forward path secured application” , “Return path secured application” or “Secured application dialogue establishment”.

Upon receipt of the D-START Indication, the responder either:

· Accept the dialogue establishment with the proposed level of security by issuing a D-START Response with the Result parameter set to the abstract value “Accepted” and with the Security Requirements parameter set to the same abstract value as the one received in the D-START indication.

· Accept the dialogue establishment but refuses the proposed level of security by issuing a D-START Response with the Result parameter set to the abstract value “Accepted” and with the Security Requirements set to one of the following abstract values:

· “Unsecured dialogue service”, if the responder is unable or does not want to provide security services,

· “Secured dialogue service”, if the receiver is only able or only accepts to provide peer entities authentication, and if the abstract value of the proposed level of security was either “Forward path secured application”, “Return path secured application” or “Secured application dialogue”,

· “Forward path secured application” if the receiver is only able or only accepts to provide peer entities authentication and this one way data integrity check, and if the abstract value of the proposed level of security was either “Return path secured application” or “Secured application dialogue”,

· “Return path secured application” if the receiver is only able or only accepts to provide peer entities authentication and this one way data integrity check, and if the abstract value of the proposed level of security was either “Forward path secured application” or “Secured application dialogue”,

· Refuse the dialogue establishment with the proposed level of security by issuing a D-START Response the Result parameter set to the abstract value “Rejected (transient)” or “Rejected (permanent)”, with the Reject Source parameter set to the abstract value “DS User” and with the Security Requirements set to the abstract value of the desired level of security.

Upon reception of the D-START Confirmation with the Result parameter set to the abstract value “Accepted”, the initiator checks the Security Requirements parameter. It then has the following possibilities:

· If the Security Requirements is set to the proposed abstract value, then the dialogue is considered secured with this level of security.

· If the Security Requirement is set to a different abstract value than the proposed one:

· If the dialogue initiator does not accept to continue the dialogue with this restriction, it invokes a D-ABORT Request with the Originator parameter not specified or set to the abstract value “provider”, if the decision is taken by the ATN ASE or “user” if the decision has been taken by the ATN ASE user. 

· If the dialogue initiator accepts to continue the dialogue with a restricted level of security, then the established dialogue is considered secured with the responded level of security.

If the dialogue establishment has been refused, the value of the Security Requirements in response can be used in order to inform the initiator of the level of security required by its peer.

1.1.3.2 Connectionless dialogue service

The security user requirements are provided to the dialogue service user through the use of the SecurityRequirements parameter of the D-UNIT-DATA service. As the D-UNITDATA service is unconfirmed, it is not possible to provide the two communicating entities with any mean to negotiate the security level for the dialogue. This means that when a given level of security is required by the initiator, it is implicitly accepted by the receiver.

· Unsecured dialogue exchange: If the initiator wishes to transfer information where no security mechanism takes place, it invokes a D-UNIT-DATA Request with the SecurityRequirements parameter set to the abstract value “Unsecured service”.

· Secured dialogue exchange: If the initiator wishes to transfer information where only peer entity authentication takes place, it issues a D-UNITDATA Request service primitive activation with the Security Requirements parameter set to “Secured service”.

· Forward path secured application dialogue exchange: If the initiator wishes to transfer information where the peer entities authentication must take place and where the issued data are to be protected, it issues a D-UNITDATA Request service primitive activation with the Security Requirements parameter set to “Forward path secured application dialogue”.

1.1.4 Negotiation by security ASO

1.1.4.1 Connection oriented dialogue service

If the dialogue initiator wishes to establish a dialogue, it invokes the D-START Request with the SecurityRequirements parameter set to one the following possible abstract values: “Unsecured dialogue service”, “Secured dialogue service”, “Forward path secured application” , “Return path secured application” or “Secured application dialogue establishment”.

Upon receipt of the D-START Request, the security ASO on the initiator side either:

· Accept the dialogue establishment with the requested level of security by issuing a AC-ASSOCIATE Request with the ACSERequirements parameter including the abstract value “Authentication functional unit”, the AuthenticationMechanismName parameter set to the object identifier which corresponds to the abstract value of the SecurityRequirements parameter of the D-START Request and with the AuthenticationValue set to the authentifier as defined later in this document.

· Accept the dialogue establishment but, for local reason, cannot implement any security mechanism, by issuing an AC-ASSOCIATE Request with the ACSERequirements without the abstract value “Authentication functional unit”.

· Accept the dialogue establishment but, for local reason, cannot implement the required level of security by issuing an AC-ASSOCIATE Request with the ACSERequirements parameter including the abstract value “Authentication functional unit”, with the AuthenticationValue set to the authentifier defined later in this document  and with the AuthenticationMechanismName parameter set to the object identifier which corresponds to one of the following abstract values:

· “Secured dialogue service”, if the security ASO is only able or only accepts to provide peer entities authentication, and if the abstract value of the proposed level of security was either “Forward path secured application”, “Return path secured application” or “Secured application dialogue”,

· “Forward path secured application” if the security ASO is only able or only accepts to provide this one way data integrity check, and if the abstract value of the proposed level of security was “Secured application dialogue”,

· “Return path secured application” if the security ASO is only able or only accepts to provide this one way data integrity check, and if the abstract value of the proposed level of security was “Secured application dialogue”,

Upon reception of the AC-ASSOCIATE indication, the security ASO on the receiver side checks the ACSERequirements.

If it does not include the abstract value “Authentication functional unit”, then no security mechanism has been requested (the remote ASE does not require or the remote security ASO could not implement any security mechanism). The ACSE AC-ASSOCIATE Indication is then mapped on a D-START Indication with the SecurityRequirements set to the abstract value “ Unsecured dialogue service”.

If it includes the abstract value “Authentication functional unit”, with the AuthenticationValue set to the authentifier as defined later in this document and with the AuthenticationMechanismName parameter set, the responder either:

· Accept the dialogue establishment with the required level of security by issuing a D-START Indication with the SecurityRequirements parameter set to the same abstract value derived from the object identifier in AuthenticationValue parameter of the AC-ASSOCIATE indication.

· Accept the dialogue establishment but, for local reason, cannot implement the required level of security by issuing a D-START Indication with the Security Requirements set to one of the following abstract values:

· “Unsecured dialogue service”, if the security ASO on the responder side is unable or does not want to provide security services,

· “Secured dialogue service”, if the security ASO on the responder side is only able or only accepts to provide peer entities authentication, and if the abstract value of the proposed level of security was either “Forward path secured application”, “Return path secured application” or “Secured application dialogue”,

· “Forward path secured application” if the receiver is only able or only accepts to provide one way data integrity check, and if the abstract value of the proposed level of security was either “Return path secured application” or “Secured application dialogue”,

· “Return path secured application” if the receiver is only able or only accepts to provide one way data integrity check, and if the abstract value of the proposed level of security was either “Forward path secured application” or “Secured application dialogue”,

2. Security Exchanges definition

1.11 Peer entities authentication

2.1.1 Description

Peer entities authentication takes place when security (Secured dialogue service, Forward path secured application, Forward path secured application, Return path secured application or Secured application dialogue) has been selected in the D-START request. Peer entities authentication is provided by SESE as described in [Ref. 0.5] and [Ref. 0.6]. SESE supports the transfer of security exchange items.

Peer entities authentication occurs, on a connection oriented scheme, at association establishment phase and, on a connectionless scheme or eventually during exchange when renewal of the authentication is needed, together with data transfer. During association establishment phase, it will be supported by ACSE association establishment service, while during data exchange it will be supported by ACSE unit data service or by Presentation data transfer service.

The following pre-requisite are required to trigger peer entities authentication:

a) The security ASO on the initiator side of the authentication knows the public key of the receiver, together with the return security certificate chain from the receiver to the initiator.

b) The initiator has checked the validity of all the certificates in the security certificate chain.

c) Initiator and receiver clocks are synchronised by bilateral agreement, using Co-ordinated Universal Time. Such an assumption is fundamental if a two-way authentication scheme is to be used.

Concerning the a) and b) pre-requisites, if the information is not locally available at the beginning of the authentication process, services provided by the SIMSE can optionally be used, which provide the means to obtain public information from Certification Authorities or from a global ATN information base.

Pre-requisite c) can be fulfilled by the utilisation of mechanisms which, partially, implement global time management as described in System Management pertaining to time management.

On the initiator side:

a) The initiator of the authentication generates a unique identifier (field random of the object bind-token) which will be used to detect replay attacks and to prevent forgery.

b) It sends to the receiver a message which forms a security exchange item and which contains the initiator credentials (initiatorCredentials) which in turn contain a security token (token), the identification of the intended receiver of the message (name) and the security certificate chain which can be used to validate the sender’s public key. Amongst others, the security token contains:

1) A timestamp (time) used to check the time validity of the message,

2) The unique number (random) described in a),

3) The Identification of the sender (name),

4) A signature of the message (SIGNED token).

On the receiver side, upon the reception of the message:

a) The receiver of the authentication obtains the initiator public key and checks its validity, by using the security certificate chain,

b) Using the initiator public key, it verifies the signature and thus validates the integrity of the received information,

c) It checks in the strong credentials that it is the intended recipient (name) of the message,

d) It verifies the validity of the timestamp (time),

e) It checks the unique identifier (random) validity, by verifying that it has not been duplicated, and that it has not yet expired.

f) It generates a unique identifier (field random of the security token) used, as for the initiator part, in order to detect replay attacks and to prevent forgery.

g) It sends to the initiator a message which forms a security exchange item and which contains the receiver credentials (receiverCredentials) which in turn contain a security token (token), the identification of the intended receiver of the message (name) and the security certificate chain which can be used to validate the sender’s public key. Amongst others, the security token contains:

1) A timestamp (time), used to check the time validity of the token,

2) The unique number (random) described in f),

3) The message sender identification (name),

4) A signature of the message (SIGNED token).

On the initiator side, upon receipt of the message:

a) Using the receiver public key, the initiating security ASO verifies the signature and thus validates the integrity of the received information,

b) It checks in the strong credentials that it is the intended recipient (name) of the message,

c) It verifies the validity of the timestamp (time),

d) It checks the unique identifier validity (random), by verifying that it has not been duplicated and that it has not yet expired.

2.1.2 Associated security exchange formal description

The object used for entity authentication is based upon the dirAuthenticationTwoWay as defined in [Ref. 0.9]. It is an object of class SECURITY-EXCHANGE. As previously explained, it involves the exchange of two security exchange items between the entities needing to authenticate. In the frame of the ATN, both entity should be able to initiate an authentication exchange, meaning that both shall be able to play the initiator or responder role. This also means that both shall be able to issue the security exchange items: initiatorCredentials and responderCredentials. In order to provide data integrity during the association establishment, we propose to add to the credentials the signature of the user information as defined in the next chapter:

DirAuthenticationTwoWay
SECURITY-EXCHANGE ::= {
SE-ITEMS

{initiatorCredentials | responderCredentials }
IDENTIFIER
global : {securityExchanges dir-authent-two-way (2) }
}

initiatorCredentials

SEC-EXCHG-ITEM ::= {

ITEM-TYPE
Credentials

ITEM-ID

1

ERRORS

{ authenticationFailure }
}

responderCredentials

SEC-EXCHG-ITEM ::= {

ITEM-TYPE
Credentials

ITEM-ID

2

ERRORS

{ authenticationFailure }
}

authenticationFailure
SE-ERROR ::= {

PARAMETER
DirectoryAbstractService.SecurityProblem

ERROR-CODE
local : 1
}

Credentials ::= CHOICE {


simple

[0]
SimpleCredentials,


strong

[1]
StrongCredentials,


externalProcedure
[2]
EXTERNAL

}

SecurityProblem and StrongCredentials are defined in [Ref. 0.9] document and should be imported from the associated ASN.1 description as follow:

IMPORTS SecurityProblem, StrongCredentials

FROM DirectoryAbstractService {joint-iso-ccitt ds (5) module (1) directoryAbstractService (2) 2}

atnSignature is the signature of the Dialogue service (request and response) user data and is described later.

The SecurityProblem can report error during authentication, invalid proposed credentials, insufficient access rights, problem during signature checking, insufficient proposed protection, or local unspecified security problem.

In the frame of ATN authentication, strong credentials are used, and conform to StrongCredentials defined in [Ref. 0.9]:

StrongCredentials  ::=  SET {

certification-path

[0]  CertificationPath
OPTIONAL,

bind-token

[1]  Token,

name


[2]  DistinguishedName
OPTIONAL,

attributeCertificationPath
[3]  AttributeCertificationPath

}

Where CertificationPath, as Token and AttributeCertificationPath are described in the ASN.1 definition module provided in [Ref. 0.3] document as follow:

The CertificationPath describes the chain of certificates which should be followed in order to validate the public key. It is provided by the CA responsible in the authentication of the local user ASE, before any communication can take place.

The Token is also described in the ASN.1 definition module provided in [Ref. 0.3] document.

Token

::=
SIGNED { SEQUENCE {

algorithm


[0]
AlgorithmIdentifier, 

name


[1]
DistinguishedName, 

time


[2]
UTCTime,

random


[3]
BIT STRING, 

response


[4]
BIT STRING 


OPTIONAL, 

bindIntAlgorithm

[5]
SEQUENCE OF AlgorithmIdentifier
OPTIONAL, 

bindintKeyInfo

[6]
BindKeyInfo


OPTIONAL,

bindConfAlgortihm

[7]
SEQUENCE OF AlgorithmIdentifier
OPTIONAL,

bindConfKeyInfo

[8]
BindKeyInfo


OPTIONAL,

dirqop


[9] 
OBJECT IDENTIFIER

OPTIONAL,

attributeCertificate

[10]
AttributeCertificate


OPTIONAL

clearanceCertPath

[11]
ClearanceCertPath


OPTIONAL }

}

Where:

· algorithm is the identifier of the algorithm employed for signature,  which is described using the following ASN.1 type:

AlgorithmIdentifier ::= SEQUENCE {

Algorithm

ALGORITHM.&id ({SupportedAlgorithms}),

Parameters
ALGORITHM.&Type ({SupportedAlgorithms}){@algorithm}) OPTIONAL

}

where ALGORITHM is defined as a TYPE-IDENTIFIER and SupportedAlgorithms is the set of the algorithms supported in the ATN security.

· name is the distinguish name of the entity, as described in the Directory scheme. The associated type, DistinguishName is defined in the Directory standards and should be imported as follow:

IMPORTS

Name



FROM InformationFramework
informationFramework


InformationFramework



FROM UsefullDefinitions {joint-iso-ccitt ds(5) module(1) usefullDefinitions (0) 2}
· time specifies the expiry time of the token, it is of type UTCTime,

· random is a random number, different between each not yet expired token and which can be used in order to detect replay attacks.

· Other parameters do not fall in the frame of ATN communications (they more relate to Directory operations) and are not supplied.

The SIGNED security transformation is mapped on the gulsSignedTransformation security transformation, instead of the dirSignedTransformation security transformation, using the following PROTECTION-MAPPING definition:

signed PROTECTION-MAPPING ::= {


SECURITY-TRANSFORMATION { gulsSignedTransformation }

}

2.1.3 Mapping on underlying service

The DirAuthenticationTwoWay security exchange is mapped on the field authenticationValue of the A-Associate service primitives. The EXTERNAL option is used when specifying the contents of the field.

1.12 Protection of ACSE user information

2.1.4 Description

User data exchanged during dialogue establishment are protected using a non-negotiated signature algorithm (a priori known by both communicating entities). Protection of exchanged information on an already established dialogue follows algorithms negotiated which can take place during dialogue establishment (as described in 0.1.1.1.1.1.11Annex A).

The protection of ACSE user information is based on the computation of a signature applied to its contents and on the transfer of this signature together with the user information.

2.1.5 Associated security exchange formal description

The object used for entity authentication is the ATNUISignature. It is an object of class one way SECURITY-EXCHANGE. As previously explained, it involves the exchange of one security exchange item between the communicating entities. In the frame of the ATN, both entity should be able to initiate an exchange, meaning that both shall be able to play the initiator or responder role. This also means that both entities shall be able to issue the security exchange item: ATNSignature.

The following description is proposed:

ATNUISignature
SECURITY-EXCHANGE {

SE-ITEMS
{ATNSignature}

IDENTIFIER
global : {securityExchanges ATN-Signature (3)}

}

ATNSignature
SEC-EXCHG-ITEM ::= {

ITEM-TYPE
gulsSignature

ITEM-ID

1

ERRORS

{ signatureCheckFailure }
}

signatureCheckFailure
SE-ERROR ::= {

PARAMETER
DirectoryAbstractService.SecurityProblem

ERROR-CODE
local : 1
}

SecurityProblem is defined in [Ref. 0.9] document and should be imported from the associated ASN.1 description as follow:

IMPORTS SecurityProblem

FROM DirectoryAbstractService {joint-iso-ccitt ds (5) module (1) directoryAbstractService (2) 2}

2.1.6 Mapping on underlying service

In order to preserve compatibility with previous versions of ATN upper layers, the ATNUISignature  security exchange is appended to the authenticationValue parameter of the AC-Associate primitives.

1.13 Protection of DIALOGUE user information

2.1.7 Description

As for the protection of user information during the association establishment, the protection of user information on an already established dialogue, is based on the adjunction of a signature to the data.

2.1.8 Associated security exchange formal description

The object used for entity authentication is the atnSignedPDU. It is an object of class one way SECURITY-EXCHANGE. As previously explained, it involves the exchange of one security exchange item between the communicating entities. In the frame of the ATN, both entity should be able to initiate an exchange, meaning that both shall be able to play the initiator or responder role. This also means that both entities shall be able to issue the security exchange item: ATNsigned.

The following description is proposed:

atnSignedPDU
SECURITY-EXCHANGE ::= {
SE-ITEMS
{ ATNsigned }
IDENTIFIER
global : {securityExchanges ATN-Signed-PDU (4) }

}

ATNsigned

SEC-EXCHG-ITEM ::= {

ITEM-TYPE
guls-signed

ITEM-ID

1

ERRORS

{ signatureCheckFailure }
}

signatureCheckFailure
SE-ERROR ::= {

PARAMETER
DirectoryAbstractService.SecurityProblem

ERROR-CODE
local : 1
}

SecurityProblem is defined in [Ref. 0.9] document and should be imported from the associated ASN.1 description as follow:

IMPORTS SecurityProblem

FROM DirectoryAbstractService {joint-iso-ccitt ds (5) module (1) directoryAbstractService (2) 2}

2.1.9 Mapping on underlying service

As the protection of information has already been negotiated during association establishment, no background compatibility with the remote AE can occur, and the atnSignedPDU security exchange is transferred together with the user information in the user data of the supporting Presentation P-DATA service.

3. Security transformations

Security exchanges describe the means for communicating security information between communicating entities, while security transformations are combination of security functions applied to user data in order to protect it during the exchanges.

Two main types of security transformations, which specification to the definitions proposed in [Ref. 0.4] document will be used:

· The gulsSignedTransformation which aims at signing user information, and appending it to the original information in a SE-PDU which will be transferred using Presentation P-Data service,

· The gulsSignature which aims at signing user information during association establishment and transferring it in the authentication value field of the ACSE AC-Associate service.

1.14 Signed data transformation

3.1.1 Introduction

The protection of the dialogue user data takes place when forward path or return path or fully secured application dialogue has been selected. The provision for protection of protocol data will be based upon data origin authentication.

Data origin authentication mechanism is based on the support of SESE described in  [Ref. 0.5] and [Ref. 0.6]. The SESE supports the exchanges of security exchange items to required for data origin authentication.

3.1.2 Description

The main process, in the emitting security ASO, consist in computing a transformed representation (in the case of the ATN, a signature together with the original user data) of an unprotected data item (original dialogue user data). The following steps are involved:

a) encode to a bit string representation using initial encoding rules (field initEncRules of the intermediateType object, or INITIAL-ENCODING-RULES in order to override this abstract value).

b) apply the encoding process of the security transformation:

· hash function in order to reduce the amount of data to be signed (hashAlgorithm field of the intermediateType object), then

· signature function on the hashed data, using the sender private key and the signing algorithm (signOrSealAlgorithm field of the intermediateType object),

to the result of a), using additional local input information (field Parameters of the AlgorithmIdentifier objects), to obtain a transformed item, which is a value of the ASN.1 type XFORMED-DATA-TYPES; then

c) encode the ASN.1 value resulting from b).

In the receiving security ASO, no process of recovering the unprotected data item is needed as their will not be data encryption. The process of checking for a security compromise is as follow:

d) decode the received transformed item, which is an ASN.1 value of type; then

e) apply the decoding process of the security transformation:

· hash function in order to reduce the amount of data to be signed (hashAlgorithm field of the intermediateType object), then

· signature verification function on the hashed data, using the sender public key and the signing algorithm (signOrSealAlgorithm field of the intermediateType object),

to the received value, using additional local input information (field Parameters of the AlgorithmIdentifier objects); then

f) decode the received data item using the same initial encoding rules as in step a) (field initEncRules of the intermediateType object, or INITIAL-ENCODING-RULES in order to override this abstract value).

3.1.3 System security functions

The signature transformation mainly involve the application of system security functions which lead to the computation of a unique identifier for the message and of an authentifier.

The overall mechanisms consists of:

a) Prior to applying the security transformation, the data is encoded using PER in its canonical form,

b) Calculate a unique identifier to for the message,

c) Applying a hashing function to the data to be signed (message, unique identifier, security information), providing a reduced amount of data. The choice of hashing algorithm are negotiated between entities at the dialogue establishment phase, with possible default value.

d) Computing a signature on the hashed data, which will be appended to the data which will be sent. As for hashing, the choice of the algorithm and its optional parameters are negotiated between entities at the dialogue establishment phase, with possible default value.

3.1.4 Security transformations

gulsSignedTransformation as defined in [Ref.0.4] is used to sign user data on established associations. Its main characteristics are

a) The gulsSignedTransformation does not have any restriction on the mechanisms which can be used for signing or sealing.

b) The gulsSignedTransformation INITIAL-ENCODING-RULES field although defined as:

INITIAL-ENCODING-RULES {

joint-iso-ccitt asn1 (1) ber-derived (2) canonical-encoding (1)

}

can be overridden using a static protected parameter initEncRules defined as follow:

initEncRules
OBJECT IDENTIFIER  {joint-iso-ccitt asn1 (1) packed-encoding (3) canonical (1) unaligned (1)}}

c) The gulsSignedTransformation permits to parameterise signature or sealing algorithm identification (signOrSealAlgorithm), hashing function (hashAlgorithm) and key information (keyInformation which permit to define different supported formats for keys).

d) The gulsSignedTransformation provides with two optional different AlgorithmIdentifier for specifying the signOrSealAlgorithm and the hashAlgorithm.

Conforming to the [Ref.0.4], the ASN.1 description of the signed security transformation is as follow:

In a first time, the initial encoding is applied to the IntermediateType, based on the initial encoding rules specified in the initEncRules field. Then, the resulting is be signed eventually using the hash function specified in hashAlgorithm and then the signature algorithm specified in signOrSealAlgorithm is applied, producing an appendix which, together with the IntermediateType, constitutes the transformed data.

intermediateType{KEY-INFORMATION: SupportedKIClasses} ::= SEQUENCE {


unprotectedItem

ABSTRACT-SYNTAX.&Type,


initEncRules


OBJECT IDENTIFIER








DEFAULT

{joint-iso-itu-t asn1 (1) ber-derived (2) canonical-encoding (0)}


signOrSealAlgorithm
AlgorithmIdentifier OPTIONAL,


hashAlgorithm


AlgorithmIdentifier OPTIONAL,


keyInformation


SEQUENCE  {



kiClass
KEY-INFORMATION.&kiClass ({SupportedKIClasses}),



keyInfo
KEY-INFORMATION.&KiType ({SupportedKIClasses} {@.kiClass})


} 










OPTIONAL

}

ABSTRACT-SYNTAX defines the abstract syntax used in the ATN upper layers. It can be defined, as explained in [Ref. 0.4] as:

ATN-Abstract-Syntax ABSTRACT-SYNTAX ::= {


PDV-list IDENTIFIED BY ATN-abstract-syntax-object-id

}

where PDV-list conforms to ATN Upper-Layers user data definition and is the Type field of the ABSTRACT-SYNTAX class, and ATN-abstract-syntax-object-id is an object identifier uniquely identifying the ATN abstract syntax.

A definition of ATN-abstract-syntax-object-id could be:

ATN-abstract-syntax-object-id
OBJECT IDENTIFIER ::= {

iso (1) identified‑organisation (3) icao (27) atn‑security-requirements (4) abstract-syntax (2)

}

The algorithm used for hashing data (hashAlgorithm) and for signing hashed data (signOrSealAlgorithm) are of type AlgorithmIdentifier. Their presence is optional; if they are not provided the default algorithms will be used. As previously explained, the associated ASN.1 definitions is as follows:

AlgorithmIdentifier ::= SEQUENCE {

Algorithm

ALGORITHM.&id ({SupportedAlgorithms}),

Parameters
ALGORITHM.&Type ({SupportedAlgorithms}){@algorithm}) OPTIONAL

}

where ALGORITHM is defined as a TYPE-IDENTIFIER and SupportedAlgorithms is the set of the algorithms supported in the ATN security, together with the optional values of the associated use parameter. This set has not yet been precisely defined.

KEY-INFORMATION may optionally be used to provide the remote entity with specific information concerning the key which is used for the exchange. It also provides with an easy way for defining new types of keys (symmetric or asymmetric…), by defining a class identifying the key (local or global identification) and a type, which can contain any additional information on the key (key unique identifier, certification authority identification…). SupportedKIClasses is the set of KEY-INFORMATION classes currently supported.

The following definition conforms to [Ref. 5], from which it will be imported:

gulsSignedTransformation {KEY-INFORMATION: SupportedKIClasses}
SECURITY-TRANSFORMATION ::= {


IDENTIFIER




{securityTransformations guls-signed (4)}


INITIAL-ENCODING-RULES  { joint-iso-ccitt asn1 (1) ber-derived (2) canonical-encoding (0)}


X-FORMED-DATA-TYPE SEQUENCE {



intermediateValue EMBEDDED PDV (WITH COMPONENTS {




identification (WITH COMPONENTS {transfer-syntax (CONSTRAINED BY {

-- This field will be set with the transfer syntax

-- corresponding to the initEncRules







}) PRESENT




}),




data-value (WITH COMPONENTS {notation (intermediateType{{SupportedKIClasses}})})



}),



appendix BIT STRING (CONSTRAINED BY {

-- This field will be set to the result of the signing function.



})


}

}

INITIAL-ENCODING-RULES, as previously explained, refers to BER encoding, but, in the frame of ATN Upper-layers, this value will be overridden by the value initEncRules which refers to PER encoding.

1.15 SIGNATURE transformation

3.1.5 Introduction

During association establishment, the dialogue user data cannot be protected using the same mechanisms as those proposed for protecting information on an established Dialogue:

· no security negotiation could take place, as this is done during ACSE association establishment,

· appending a signature to ACSE user information could lead to interoperability problems between an initiating entity requesting secured exchanges and a responder which does not implement security.

In order to avoid this kind of problem and to provide minimal protection to user information during establishment phase, the information will be sent in clear in the userInformation field of ACSE Associate service, and the signature on these data will be sent in the authenticationValue field of ACSE Associate service.

3.1.6 Description

The main process, in the emitting security ASO, is similar as the one described for computing signed data: it consist in computing a transformed representation (in the case of the ATN, a signature together with the original user data) of an unprotected data item (original dialogue user data). The following steps are involved:

a) encode the user information to a bit string representation using initial encoding rules (field initEncRules of the XFORMED-DATA-TYPES object, or INITIAL-ENCODING-RULES in order to override this abstract value).

b) apply the encoding process of the security transformation:

· hash function in order to reduce the amount of data to be signed (hashAlgorithm field of the XFORMED-DATA-TYPES), then

· signature function on the hashed data, using the sender private key and the signing algorithm (signOrSealAlgorithm field of the XFORMED-DATA-TYPES),

to the result of a), using additional local input information (field Parameters of the AlgorithmIdentifier objects), to obtain a transformed item, which is a value of the ASN.1 type XFORMED-DATA-TYPES; then

c) encode the ASN.1 value resulting from b).

In the receiving security ASO, no process of recovering the unprotected data item is needed as their will not be data encryption. The process of checking for a security compromise is as follow:

d) encode the user information to a bit string representation using initial encoding rules (field initEncRules of the XFORMED-DATA-TYPES object, or INITIAL-ENCODING-RULES in order to override this abstract value).

e) apply the decoding process of the security transformation:

· hash function in order to reduce the amount of data to be checked (hashAlgorithm field of the intermediateType object), then

· signature verification function on the hashed data, using the sender public key and the signing algorithm (signOrSealAlgorithm field of the intermediateType object),

to the received user information, using additional local input information (field Parameters of the AlgorithmIdentifier objects).

3.1.7 System security functions

The data origin authentication and integrity check mechanisms mainly involve the application of system security functions  which pertain to the computation of a unique identifier for the message and of an authentifier or signature.

The overall mechanisms consists of:

a) Prior to applying the security transformation, the data should be encoded using PER in its canonical form.

b) Applying a hashing function to the data to be signed (message, unique identifier, security information), providing a reduced amount of data. The choice of hashing algorithm is negotiated between entities at the dialogue establishment phase, with possible default value.

c) Computing a signature on the hashed data, which will be appended to the data which will be sent. As for hashing, the choice of the algorithm and its optional parameters is negotiated between entities at the dialogue establishment phase, with possible default value.

3.1.8 Security transformation

gulsSignatureTransformation as defined in [Ref.0.4] is used to sign user data on established associations. Its main characteristics are:

e) The gulsSignatureTransformation does not have any restriction on the mechanisms which can be used for signing or sealing.

f) The gulsSignatureTransformation gulsSignedTransformation INITIAL-ENCODING-RULES field although defined as:

INITIAL-ENCODING-RULES {

joint-iso-ccitt asn1 (1) ber-derived (2) canonical-encoding (1)

}

can be overridden using a static protected parameter initEncRules defined as follow:

initEncRules
OBJECT IDENTIFIER  {joint-iso-ccitt asn1 (1) packed-encoding (3) canonical (1) unaligned (1)}}

g) The gulsSignatureTransformation permits to parameterise signature or sealing algorithm identification (signOrSealAlgorithm), hashing function (hashAlgorithm) and key information (keyInformation which permit to define different supported formats for keys).

h) The gulsSignatureTransformation provides with two optional different AlgorithmIdentifier for specifying the signOrSealAlgorithm and the hashAlgorithm.

Conforming to the [Ref. 0.4], the ASN.1 description of the signature security transformation is as follow:

In a first time, the initial encoding is to the user information, based on the initial encoding rules specified in the initEncRules field. Then, the resulting data is signed eventually using the hash function specified in hashAlgorithm and then the signature algorithm specified in signOrSealAlgorithm is applied, producing an appendix.

gulsSignatureTransformation {KEY-INFORMATION: SupportedKIClasses } SECURITY-TRANSFORMATION ::= {

IDENTIFIER


{securityTransformations guls-signature (5) }

INITIAL-ENCODING-RULES

{joint-iso-itu-t asn1 (1) ber-derived (2) canonical-encoding (0)}

XFORMED-DATA-TYPE SEQUENCE {

initEncRules
OBJECT IDENTIFIER

DEFAULT
{joint-iso-itu-t asn1 (1) ber-derived (2) canonical-encoding (0)},

signOrSealAlgorithm 

AlgorithmIdentifier

OPTIONAL,

hashAlgorithm


AlgorithmIdentifier

OPTIONAL,

keyInformation SEQUENCE {

kiClass
KEY-INFORMATION.&kiClass({SupportedKIClasses}),

keyInfo
KEY-INFORMATION.&KiType ({SupportedKIClasses} {@.kiClass})

} OPTIONAL,

appendix BIT STRING (CONSTRAINED BY {

-- This field will be set to the result of the signing function.




})

}

}

INITIAL-ENCODING-RULES, as previously explained, refers to BER encoding, but, in the frame of ATN Upper-layers, this value will be overridden by the value initEncRules which refers to PER encoding.

The algorithm used for hashing data (hashAlgorithm) and for signing hashed data (signOrSealAlgorithm) are of type AlgorithmIdentifier. Their presence is optional; if they are not provided the default algorithms will be used. As previously explained, the associated ASN.1 definitions is as follows:

AlgorithmIdentifier ::= SEQUENCE {

Algorithm

ALGORITHM.&id ({SupportedAlgorithms}),

Parameters
ALGORITHM.&Type ({SupportedAlgorithms}){@algorithm}) OPTIONAL

}

where ALGORITHM is defined as a TYPE-IDENTIFIER and SupportedAlgorithms is the set of the algorithms supported in the ATN security, together with the optional values of the associated use parameter. This set has not yet been precisely defined.

KEY-INFORMATION may optionally be used to provide the remote entity with specific information concerning the key which is used for the exchange. It also provides with an easy way for defining new types of keys (symmetric or asymmetric…), by defining a class identifying the key (local or global identification) and a type, which can contain any additional information on the key (key unique identifier, certification authority identification…). SupportedKIClasses is the set of KEY-INFORMATION classes currently supported.

4. Secured ATN application entity

1.16 Model

4.1.1 Overview

The model proposed in this document allows for provision of security services for the secured operation of ATN end systems communications in the Application Layer. It deals with security between two peer systems in a Dialogue association. It assumes that, in an ATN association between two air-ground ASEs, the involved ATN ASEs rely on the Dialogue service for all security consideration.

The provision for security for an application using the ATN upper layers, must be addressed at two different levels: the application layer for end-to-end security, and the underlying layers for internet related security.

In order to meet the requirements expressed in [Ref.1] for the provision of secure communications in the ATN, it is necessary to authenticate both the communicating entities and to check the integrity of the messages exchanged between the entities.

4.1.2 Architecture

Figure 1 presents the secured Upper Layers architecture.
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Figure 1: Overview of secured ATN Application Entity

A secured AE contains the following functional components:

a) An ATN Application ASEs: ADS, CPDLC, FIS, CM

b) A secured Dialogue control function, updated from the package 1 control function to take into accounts the security exchanges.

c) the ACSE, in charge of managing the associations establishment and release,

d) A security ASO, which includes:

1) A Security control function in charge of co-ordinating the various security related service activation,

2) the SESE (Security Exchange Service Element), in charge of incorporating security relevant information (e.g. security mechanisms identifiers, signature…) to the exchanges.

3) A set of security related functions (hashing, encryption…) grouped in an object: the SSO (System Security Object).

4) An optional ASE,  SIMSE (Security Information Management Service Element) in charge to transparently retrieve, manage and maintain the security relevant information (Certificates, Certificate revocation lists…). The functionality of this element is similar to the one described in the Directory (X.500) related ITU-T standards, restricted to the need of managing the security related information, and using the ATN communication stack profile.

e) Security specific exchanges: the dirAuthenticationTwoWays and the gulsSignedTransformation security exchanges will be supported. Although no need for confidentiality has been expressed, it may be necessary, in further studies, to include security exchanges which pertain to confidentiality: in particular, in the frame of the exchange of private information, like private keys, between ATN end-systems and the certified systems which are involved in this private information management.

f) SESE PDU mapping:

1) the SE-Transfer PDUs involved in the peer entities authentication (dirAuthenticationTwoWays exchanges) can be conveyed using:

· AARQ and AARE ACSE association establishment PDUs for the initial peer entity authentication, in the case of an ATN profile using the connection oriented ACSE,

· P-DATA service primitives, for optional intermediate authentication,

· RLRQ and RLRE ACSE association release PDUs, for the optional peer authentication during association release, in the case of an ATN profile using the connection oriented ACSE,

2) SE-Transfer PDU involved in data integrity (gulsSignatureTransformation ) can be conveyed using AARQ and AARE ACSE association establishment PDUs for the integrity check of the initial user information, in the case of an ATN profile using the connection oriented ACSE,

3) SE-Transfer PDU involved in data integrity (gulsSignedTransformation ) will be mapped on P-DATA.

g) Any error condition encountered in the security exchanges (dirAuthenticationTwoWays, gulsSignatureTransformation, gulsSignedTransformation) results in the aborting of the application-association.

h) The presentation context used for transferring user data PDUs must employ protecting transfer syntax with a protection mapping which meets the requirements of the User ASE.

1.17 Overall architecture

The Figure 1 of 4.1.2 explained the addition of the security functionality in the ATN upper layers architecture, where the ATN-App AE is made of:

· A Secured Dialogue control function,

· ACSE,

· An ASO which groups all security relevant functionality under:

a) SESE is the Security Exchange Service Element as defined in [Ref.14] and [Ref.15].

b) System Security Object (SSO) is an object representing a set of related System Security Functions (SSF), as defined in [Ref.11]. As defined in this document, a System Security Function (SSF) is a capability of an open system to perform security related processing.

c) SIMSE is the Security Information Management Service Element, which implements a subset of the X.500 services described in [Ref. 24], and using a protocol which is a subset of the series of X.500 protocol description as described in [Ref. 25], reduced to the management of security information only and based on enhanced Upper Layers stack, as can be found in the ATN.

Annex A Interactions

2 Introduction

This annex explains the interactions which take place between the various ASEs during the following phases of an dialogue lifetime:

1) Connection oriented case:

a) Association establishment

b) Association release

c) Association abort

d) Data transfer

2) Connectionless case:

a) Data transfer

This representation has been used in order to highlight the parts of the ATN Upper Layers involved in the exchanges rather than the actual chain of service activation.

Association establishment

2.1 Initiator side

4.1.3 [image: image2.wmf]SESE
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SIMSE

Starting a secured Dialogue

(1) The ATN-App ASE issues a D-Start Request specifying in the Security Requirements parameter the required security level.

(2) If peer entities authentication is required (Secured dialogue service, or forward or return path secured application dialogue, or secured application dialogue, is required), then an initial encoding of the user data is done according to the initEncRule encoding rules if this parameter exists, or to the INITIAL-ENCODING-RULES, else.

(3) If the local ATN ASE private information (private key), is not locally available, the SIMSE obtains it from the trusted third party in charge of generating it.

(4) The private information is returned to the security ASO Control Function.

(5) A SE-TRANSFER APDU is built by invoking the SESE SE-Transfer Request service primitive with the following parameters:

Security exchange identifier
set to the identifier of the dirAuthenticationTwoWay security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the initiatorCredentials security exchange item.

Start flag


set to true in order to specify that this is the first item of the exchange.

End flag



set to true in order to specify that there should be more item exchanged.

A SE-TRANSFER APDU is built by invoking the SESE SE-Transfer Request service primitive with the following parameters:

Security exchange identifier
set to the identifier of the ATNUISignature security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the ATNSignature security exchange item.

Start flag


set to true in order to specify that this is the first request of the exchange.

End flag



set to false.

(6), (7) The Security ASO Control function asks the SSO to apply the SIGNED transformation to the Token of the StrongCredentials. The SIGNED transformation is mapped on the gulsSignedTransformation security transformation.

(8) and (9) and (10) The SE-TRANSFER PDU are then mapped as an EXTERNAL on the field authenticationValue of the ACSE Associate Request, using the ACSERequirements set with the abstract value “Authentication functional unit”, and with the field AuthenticationMechanismName set to the object identifier which corresponds to the required level of security specified in the D-START Request.

(11) and (12) A ACSE AARQ APDU is built by ACSE and provided as user information of the P-Connect Request when establishing the application-association.

Confirmation of a Dialogue establishment
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(1) and (2) The presentation provider issues a P-Connect confirm to ACSE, confirming the establishment of a presentation connection. The associated AARE APDU is provided to ACSE.

If the field ACSERequirements field of the AC-Associate confirm does not contain the abstract value AuthenticationFU, then (3) and (14), the AC-Associate confirm is mapped, by the Dialogue control function, on a D-Start confirm, with the Security Requirements parameter set to the abstract value “Unsecured service”.

If the field ACSERequirements of the AC-Associate confirm contains the abstract value “Authentication functional unit”, and if the fields AuthenticationValue and AuthenticationMechanismName are set, then (3), (4) and (5) ACSE issues an Associate confirm with the field AuthenticationValue set to the SE-TRANSFER APDUs built by the remote SESE, and with  the field AuthenticationMechanismName set to the object identifier which corresponds to the accepted level of security specified by the receiver in the D-START Response.

(6) An ASN.1 decoding is performed on the first SE-TRANSFER APDUs present in the AuthenticationValue field of the ACSE Associate indication, according to the protecting transfer syntax which provides a transformed item, via the SE-Transfer indication.

Security exchange identifier
set to the identifier of the dirAuthenticationTwoWay security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the responderCredentials security exchange item.

Start flag


set to false in order to specify that this is not the first item of the exchange.

End flag



set to true in order to specify that this is the last item of the exchange.

Security exchange identifier
set to the identifier of the ATNUISignature security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the ATNSignature security exchange item.

Start flag


set to true in order to specify that this is the first request of the exchange.

End flag



set to true in order to specify that this is the last item of the exchange.

(7) If it is not locally available, the Security ASO Control function gets the remote ASE public information (public key), by activating the appropriate SIMSE service (Get).

(8) The remote public information is returned to the ASO Control Function.

(9) and (10) The Security ASO Control function asks the SSO to

· check the signature of the SIGNED Token of the responderCredentials. The SIGNED transformation is considered as being mapped on the gulsSignedTransformation security transformation.

· Check the integrity of the user data signature ATNSignature
· Checks the unique identifiers validity (Invocation identifier), by verifying that it has not been duplicated and that it has not yet expired

(11) and (12) The clear item is provided to the ATN ASE via the user data of a Dialogue Start confirm with the Security Requirements parameter set to the abstract value corresponding to the level of security accepted by the responder.

Receiver side
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Indication of a Presentation connection establishment

(1) and (2) The presentation provider issues a P-Connect indication to ACSE, indicating the establishment of a presentation connection. The associated AARQ APDU is provided to ACSE.

If the field ACSERequirements field of the AC-Associate indication primitive does not contain the abstract value AuthenticationFU, then (3) and (12), the AC-Associate indication primitive is mapped, by the Dialogue control function, on a D-Start indication, with the Security Requirements parameter set to the abstract value “Unsecured service”.

If the field ACSERequirements of the AC-Associate indication primitive contains the abstract value “Authentication functional unit”, and if the fields AuthenticationValue and AuthenticationMechanismName are set, then (3), (4) and (5) ACSE issues an Associate indication with the field AuthenticationValue set to the SE-TRANSFER APDUs built by the remote SESE, and with  the field AuthenticationMechanismName set to the object identifier which corresponds to the required level of security specified by the initiator in the D-START Request.

(6) An ASN.1 decoding is performed on the first SE-TRANSFER APDUs present in the AuthenticationValue field of the ACSE Associate indication, according to the protecting transfer syntax which provides a transformed item, via the SE-Transfer indication.

Security exchange identifier
set to the identifier of the dirAuthenticationTwoWay security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the initiatorCredentials security exchange item.

Start flag


set to true in order to specify that this is the first request of the exchange.

End flag



set to true in order to specify that there should be more item exchanged.

Security exchange identifier
set to the identifier of the ATNUISignature security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the ATNSignature security exchange item.

Start flag


set to true in order to specify that this is the first request of the exchange.

End flag



set to true in order to specify that this is the last item of the exchange.

(7) If it is not locally available, the Security ASO Control function gets the remote ASE public information (public key), by activating the appropriate SIMSE service (Get).

(8) The remote public information is returned to the ASO Control Function.

(9) and (10) The Security ASO Control function asks the SSO to

· check the signature of the SIGNED Token of the initiatorCredentials. The SIGNED transformation is considered as being mapped on the gulsSignedTransformation security transformation.

· Check the integrity of the user data signature ATNSignature
· Checks the unique identifiers validity (Invocation identifier), by verifying that it has not been duplicated and that it has not yet expired

(11) and (12) The clear item is provided to the ATN ASE via the user data of a Dialogue Start Indication activation with the security requirement
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Response to a previously received Dialogue start indication

(1) The ATN-App ASE issues a D-Start Response specifying in the Security Requirements parameter the accepted level of required security.

(2) If peer authentication is required (Secured dialogue service, or forward or return path secured application dialogue, or secured application dialogue, is required), then an initial encoding of the user data is done according to the initEncRule encoding rules if this parameter exists, or to the INITIAL-ENCODING-RULES, else.

(3) If the local ATN ASE private information (private key), is not locally available, the SIMSE obtains it from the trusted third party in charge of generating it.

(4) The private information is returned to the security ASO Control Function.

(5) A SE-TRANSFER APDU is built by invoking the SESE SE-Transfer Request service primitive with the following parameters:

Security exchange identifier
set to the identifier of the dirAuthenticationTwoWay security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the responderCredentials security exchange item.

Start flag


set to false in order to specify that this is not the first item of the exchange.

End flag



set to true in order to specify that this is the last item of the exchange.

A SE-TRANSFER APDU is built by invoking the SESE SE-Transfer Request service primitive with the following parameters:

Security exchange identifier
set to the identifier of the ATNUISignature security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the ATNSignature security exchange item.

Start flag


set to true in order to specify that this is the first request of the exchange.

End flag



set to true in order to specify that this is the last item of the exchange.

 (8) and (9) and (10) The SE-TRANSFER PDU are then mapped as an EXTERNAL on the field authentication-value of the ACSE Associate Request, using the ACSERequirements set with the abstract value “Authentication functional unit”, and with the field AuthenticationMechanismName set to the object identifier which corresponds to the required level of security specified in the D-START Response.

(11) and (12) A ACSE AARE APDU is built by ACSE and provided as user information of the P-Connect Response when establishing the application-association.

Association release

2.2 Initiator side

4.1.5 Releasing a secured Dialogue
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(1) The ATN-App ASE issues a D-Release Request.

(2) If peer entities authentication is applied on this dialogue (Secured dialogue service, or forward or return path secured application dialogue, or secured application dialogue, is required), then an initial encoding of the user data is done according to the initEncRule encoding rules if this parameter exists, or to the INITIAL-ENCODING-RULES, else.

(3) If the local ATN ASE private information (private key), is not locally available, the SIMSE obtains it from the trusted third party in charge of generating it.

(4) The private information is returned to the security ASO Control Function.

(5) A SE-TRANSFER APDU is built by invoking the SESE SE-Transfer Request service primitive with the following parameters:

Security exchange identifier
set to the identifier of the dirAuthenticationTwoWay security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the initiatorCredentials security exchange item.

Start flag


set to true in order to specify that this is the first item of the exchange.

End flag



set to false in order to specify that there should be more item exchanged.

A SE-TRANSFER APDU is built by invoking the SESE SE-Transfer Request service primitive with the following parameters:

Security exchange identifier
set to the identifier of the atnSignedPDU security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the ATNsigned security exchange item.

Start flag


set to true in order to specify that this is the first request of the exchange.

End flag



set to true in order to specify that this is the last item of the exchange.

(6), (7) The Security ASO Control function asks the SSO to apply the SIGNED transformation to the Token of the StrongCredentials. The SIGNED transformation is mapped on the gulsSignedTransformation security transformation.

(8) and (9) and (10) The SE-TRANSFER PDUs are then mapped as a SEQUENCE OF EXTERNAL on the field userInformation of the ACSE Release request.

(11) and (12) A ACSE RLRQ APDU is built by ACSE and provided as user information of the P-Release Request which is mapped on a P-Data request by the dialogue control function.

Confirmation of a Dialogue release
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(1) and (2) The presentation provider issues a P-Data indication primitive with an ACSE RLRE PDU which is mapped by the Dialogue control function on a AC-Release confirmation to ACSE.

(3), (4) and (5) ACSE issues an AC-Release confirmation primitive with the userInformation field set to the SE-TRANSFER APDUs in reply, and a P-Abort request primitive is issued (7) to the Presentation service provider.

(6) An ASN.1 decoding is performed on the first SE-TRANSFER APDUs present in the userInformation field of the ACSE Release confirm, according to the protecting transfer syntax which provides a transformed item, via the SE-Transfer indication.

 Security exchange identifier
set to the identifier of the dirAuthenticationTwoWay security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the responderCredentials security exchange item.

Start flag


set to false in order to specify that this is not the first item of the exchange.

End flag



set to true in order to specify that this is the last item of the exchange.

Security exchange identifier
set to the identifier of the atnSignedPDU security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the ATNsigned security exchange item.

Start flag


set to true in order to specify that this is the first request of the exchange.

End flag



set to true in order to specify that this is the last item of the exchange.

(7) If it is not locally available, the Security ASO Control function gets the remote ASE public information (public key), by activating the appropriate SIMSE service (Get).

(8) The remote public information is returned to the ASO Control Function.

 (9) and (10) The Security ASO Control function asks the SSO to

· check the signature of the SIGNED Token of the initiatorCredentials. The SIGNED transformation is considered as being mapped on the gulsSignedTransformation security transformation.

· Check the integrity of the signed user data ATNsigned
· Checks the unique identifiers validity (Invocation identifier), by verifying that it has not been duplicated and that it has not yet expired

(11) and (12) The clear item is provided to the ATN ASE via the user data of a Dialogue Release Confirm and a P-Abort request is generated on the Presentation provider in order to close the connection.

Receiver side
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Indication of a Presentation connection release

(1) and (2) On the reception of the P-Data indication, the RLRQ APDU is provided to ACSE via an P-Release indication.

(3), (4) and (5) ACSE issues a AC-Release indication with the field userInformation set to the SE-TRANSFER APDUs built by the remote SESE.

(6) An ASN.1 decoding is performed on the SE-TRANSFER APDUs present in the userInformation field of the ACSE Release indication, according to the protecting transfer syntax which provides a transformed item, via the SE-Transfer indication.

Security exchange identifier
set to the identifier of the dirAuthenticationTwoWay security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the initiatorCredentials security exchange item.

Start flag


set to true in order to specify that this is the first request of the exchange.

End flag



set to false in order to specify that there should be more item exchanged.

Security exchange identifier
set to the identifier of the atnSignedPDU security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the ATNsigned security exchange item.

Start flag


set to true in order to specify that this is the first request of the exchange.

End flag



set to true in order to specify that this is the last item of the exchange.

(7) If it is not locally available, the Security ASO Control function gets the remote ASE public information (public key), by activating the appropriate SIMSE service (Get).

(8) The remote public information is returned to the ASO Control Function.

(9) and (10) The Security ASO Control function asks the SSO to

· check the signature of the SIGNED Token of the initiatorCredentials. The SIGNED transformation is considered as being mapped on the gulsSignedTransformation security transformation.

· Check the integrity of the signed user data ATNsigned
· Checks the unique identifiers validity (Invocation identifier), by verifying that it has not been duplicated and that it has not yet expired

(11) and (12) The clear item is provided to the ATN ASE via the user data of a Dialogue Release Indication.

Response to a Presentation release indication
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(1) The ATN-App ASE issues a D-Release Response.

(2) If peer entities authentication is applied on this dialogue (Secured dialogue service, or forward or return path secured application dialogue, or secured application dialogue, is required), then an initial encoding of the user data is done according to the initEncRule encoding rules if this parameter exists, or to the INITIAL-ENCODING-RULES, else.

(3) If the local ATN ASE private information (private key), is not locally available, the SIMSE obtains it from the trusted third party in charge of generating it.

(4) The private information is returned to the security ASO Control Function.

(5) A SE-TRANSFER APDU is built by invoking the SESE SE-Transfer Request service primitive with the following parameters:

Security exchange identifier
set to the identifier of the dirAuthenticationTwoWay security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the reponderCredentials security exchange item.

Start flag


set to true in order to specify that this is the first item of the exchange.

End flag



set to true in order to specify that this is the last item of the exchange.

A SE-TRANSFER APDU is built by invoking the SESE SE-Transfer Request service primitive with the following parameters:

Security exchange identifier
set to the identifier of the atnSignedPDU security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the ATNsigned security exchange item.

Start flag


set to true in order to specify that this is the first request of the exchange.

End flag



set to true in order to specify that this is the last item of the exchange.

(6), (7) The Security ASO Control function asks the SSO to apply the SIGNED transformation to the Token of the StrongCredentials. The SIGNED transformation is mapped on the gulsSignedTransformation security transformation.

(8) and (9) and (10) The SE-TRANSFER PDU are then mapped as an EXTERNAL on the field userInformation of the ACSE Release response.

(11) and (12) A ACSE RLRE APDU is built by ACSE and provided as user information of the P-Release Response which is mapped on a P-Data request by the dialogue control function.

If the release was successful, a P-PABORT indication will then be received which will definitively close the dialogue.

Dialogue abort

2.3 Initiator side
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(1) The ATN-App ASE issues a D-Abort Request.

(2) If data integrity check is applied on this dialogue (Secured dialogue service, or forward or return path secured application dialogue, or secured application dialogue, is required), then an initial encoding of the user data is done according to the initEncRule encoding rules if this parameter exists, or to the INITIAL-ENCODING-RULES, else.

(3) If the local ATN ASE private information (private key), is not locally available, the SIMSE obtains it from the trusted third party in charge of generating it.

(4) The private information is returned to the security ASO Control Function.

(5) A SE-TRANSFER APDU is built by invoking the SESE SE-Transfer Request service primitive with the following parameters:

Security exchange identifier
set to the identifier of the atnSignedPDU security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the ATNsigned security exchange item.

Start flag


set to true in order to specify that this is the first request of the exchange.

End flag



set to true in order to specify that this is the last item of the exchange.

(6), (7) The Security ASO Control function asks the SSO to apply the SIGNED transformation to the Token of the StrongCredentials. The SIGNED transformation is mapped on the gulsSignedTransformation security transformation.

(8) and (9) and (10) The SE-TRANSFER PDU is then mapped as a SEQUENCE OF EXTERNAL on the field userInformation of the ACSE Abort request.

 (11) and (12) A ACSE ABRT APDU is built by ACSE and provided as user information of the P-Abort request, which is mapped on a P-Data request by the dialogue control function.

Receiver side
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(1) and (2) On the reception of the P-Data indication, the ABRT APDU is provided to ACSE via a P-Abort indication.

(3), (4) and (5) ACSE issues an AC-Abort indication primitive with the field userInformation set to the SE-TRANSFER APDU built by the remote SESE.

(6) An ASN.1 decoding is performed on the SE-TRANSFER APDU present in the userInformation field of the ACSE Release indication, according to the protecting transfer syntax which provides a transformed item, via the SE-Transfer indication.

Security exchange identifier
set to the identifier of the atnSignedPDU security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the ATNsigned security exchange item.

Start flag


set to true in order to specify that this is the first request of the exchange.

End flag



set to true in order to specify that this is the last item of the exchange.

(7) If it is not locally available, the Security ASO Control function gets the remote ASE public information (public key), by activating the appropriate SIMSE service (Get).

(8) The remote public information is returned to the ASO Control Function.

(9) and (10) The Security ASO Control function asks the SSO to

· Check the integrity of the signed user data ATNsigned
· Checks the unique identifiers validity (Invocation identifier), by verifying that it has not been duplicated and that it has not yet expired

(11) and (12) The clear item is provided to the ATN ASE via the user data of a Dialogue Abort Indication.

Data Transfer

2.4 Initiator side
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(1) The ATN-App ASE issues a Dialogue Message Request.

(2) If data integrity check is applied on this dialogue (Secured dialogue service, or forward or return path secured application dialogue, or secured application dialogue, is required), then an initial encoding of the user data is done according to the initEncRule encoding rules if this parameter exists, or to the INITIAL-ENCODING-RULES, else.

(3) If the local ATN ASE private information (private key), is not locally available, the SIMSE obtains it from the trusted third party in charge of generating it.

(4) The private information is returned to the security ASO Control Function.

(5) A SE-TRANSFER APDU is built by invoking the SESE SE-Transfer Request service primitive with the following parameters:

Security exchange identifier
set to the identifier of the atnSignedPDU security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the ATNsigned security exchange item.

Start flag


set to true in order to specify that this is the first request of the exchange.

End flag



set to true in order to specify that this is the last item of the exchange.

(6), (7) The Security ASO Control function asks the SSO to apply the SIGNED transformation to the Token of the StrongCredentials. The SIGNED transformation is mapped on the gulsSignedTransformation security transformation.

(8) and (9) and (10) The SE-TRANSFER PDU is then mapped on the field userData of the Presentation data request.

Receiver side
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(1) and (2) On the reception of the P-Data indication, the field userData set to the SE-TRANSFER APDU built by the remote SESE is provided to the security ASO.

(6) An ASN.1 decoding is performed on the SE-TRANSFER APDU present in the userData field of the Presentation Data indication, according to the protecting transfer syntax which provides a transformed item, via the SE-Transfer indication.

Security exchange identifier
set to the identifier of the atnSignedPDU security exchange.

Invocation identifier

set to an unambiguous identifier of the exchange.

Security exchange item

contains the security exchange item

Item identifier


set to the value of the ATNsigned security exchange item.

Start flag


set to true in order to specify that this is the first request of the exchange.

End flag



set to true in order to specify that this is the last item of the exchange.

(7) If it is not locally available, the Security ASO Control function gets the remote ASE public information (public key), by activating the appropriate SIMSE service (Get).

(8) The remote public information is returned to the ASO Control Function.

(9) and (10) The Security ASO Control function asks the SSO to

· Check the integrity of the signed user data ATNsigned
· Checks the unique identifiers validity (Invocation identifier), by verifying that it has not been duplicated and that it has not yet expired

(11) and (12) The clear item is provided to the ATN ASE via the user data of a Dialogue Message Indication.

Annex A ASN.1 definitions

3 Application context

As previously explained, a secured AE contains the following functional components:

a) An ATN Application ASEs: ADS, CPDLC, FIS, CM

b) A secured Dialogue control function, updated from the package 1 control function to take into accounts the security exchanges.

c) the ACSE, in charge of managing the associations establishment and release,

d) A security ASO, which includes:

5) A Security control function in charge of co-ordinating the various security related service activation,

6) the SESE (Security Exchange Service Element), in charge of incorporating security relevant information (e.g. security mechanisms identifiers, signature…) to the exchanges.

7) A set of security related functions (hashing, encryption…) grouped in an object: the SSO (System Security Object).

8) An optional ASE,  SIMSE (Security Information Management Service Element) in charge to transparently retrieve, manage and maintain the security relevant information (Certificates, Certificate revocation lists…). The functionality of this element is similar to the one described in the Directory (X.500) related ITU-T standards, restricted to the need of managing the security related information, and using the ATN communication stack profile.

e) Security specific exchanges: the dirAuthenticationTwoWays and the gulsSignedTransformation security exchanges will be supported. Although no need for confidentiality has been expressed, it may be necessary, in further studies, to include security exchanges which pertain to confidentiality: in particular, in the frame of the exchange of private information, like private keys, between ATN end-systems and the certified systems which are involved in this private information management.

f) SESE PDU mapping:

4) the SE-Transfer PDUs involved in the peer entities authentication (dirAuthenticationTwoWays exchanges) can be conveyed using:

· AARQ and AARE ACSE association establishment PDUs for the initial peer entity authentication, in the case of an ATN profile using the connection oriented ACSE,

· P-DATA service primitives, for optional intermediate authentication,

· RLRQ and RLRE ACSE association release PDUs, for the optional peer authentication during association release, in the case of an ATN profile using the connection oriented ACSE,

5) SE-Transfer PDU involved in data integrity (gulsSignatureTransformation ) can be conveyed using AARQ and AARE ACSE association establishment PDUs for the integrity check of the initial user information, in the case of an ATN profile using the connection oriented ACSE,

6) SE-Transfer PDU involved in data integrity (gulsSignedTransformation ) will be mapped on P-DATA.

g) Any error condition encountered in the security exchanges (dirAuthenticationTwoWays, gulsSignatureTransformation, gulsSignedTransformation) results in the aborting of the application-association.

h) The presentation context used for transferring user data PDUs must employ protecting transfer syntax with a protection mapping which meets the requirements of the User ASE.

5. ASN.1 Definitions

3.1 Definition using class

{iso (1) identified‑organisation (3) icao (27) atn-security-requirements (4)  modules(3) }

DEFINITIONS AUTOMATIC TAGS ::=
BEGIN


IMPORTS

-- From Directory Standards: --

SecurityProblem

FROM DirectoryAbstractService {joint-iso-ccitt ds (5) module (1) directoryAbstractService (2) 2}

-- From GULS Modules: -

notation

FROM ObjectIdentifiers {joint-iso-ccitt genericsULS (20 modules (1) objectIdentifiers (0)}

dirAuthenticationTwoWays



FROM GulsSecurityExchanges {joint-iso-ccitt genericsULS (20 modules (1) gulsSecurityExchanges (2) }

SECURITY-EXCHANGE {}, SE-ERROR {}



FROM NOTATION notation

IntermediateType, gulsSignedTransformation,  gulsSignatureTransformation



FROM GulsSecurityTransformations {joint-iso-itu-t genericULS (20) modules (1) gulsSecurityTransformations (3) }

initEncRules

OBJECT IDENTIFIER  {joint-iso-ccitt asn1 (1) packed-encoding (3) canonical (1) unaligned (1)}}

ATN-Abstract-Syntax ABSTRACT-SYNTAX ::= {


PDV-list IDENTIFIED BY ATN-abstract-syntax-object-id

}

ATN-abstract-syntax-object-id
OBJECT IDENTIFIER ::= {

iso (1) identified‑organisation (3) icao (27) atn-security-requirements (4) abstract-syntax (2)

}

ATNUISignature
SECURITY-EXCHANGE ::= {
SE-ITEMS
{ ATNSignature }
IDENTIFIER
global : {securityExchanges ATN-Signature (3) }

}

ATNSignature
SEC-EXCHG-ITEM ::= {

ITEM-TYPE
gulsSignature

ITEM-ID

1

ERRORS

{ signatureCheckFailure }
}

atnSigned

SECURITY-EXCHANGE ::= {
SE-ITEMS
{ ATNSigned }
IDENTIFIER
global : {securityExchanges ATN-Signed (4) }

}

ATNSigned

SEC-EXCHG-ITEM ::= {

ITEM-TYPE
guls-signed

ITEM-ID

1

ERRORS

{ signatureCheckFailure }
}

signatureCheckFailure
SE-ERROR ::= {

PARAMETER
DirectoryAbstractService.SecurityProblem

ERROR-CODE
local : 1
}

END

3.2 Definition using MACROS

{iso (1) identified‑organisation (3) icao (27) atn-security-requirements (4)  modules(3) }

DEFINITIONS AUTOMATIC TAGS ::=
BEGIN

Credentials ::= CHOICE {

simple

[0] INTEGER,

strong

[1] INTEGER,

externalProcedure
[2] INTEGER

};

SecurityProblem ::= INTEGER;

SE-ERROR MACRO ::= BEGIN

TYPE NOTATION ::= ParameterType;

ParameterType 

::= "PARAMETER" NamedType | empty ;

NamedType ::= identifier type | type ;

END;

SEC-EXCHG-ITEM MACRO ::= BEGIN

TYPE NOTATION ::= ItemType Errors;

ItemType ::= "ITEM-TYPE" ItemId;

Errors ::= "ERRORS" ListErrors | empty;

ItemId ::= "ITEM-ID" type(INTEGER);

ListErrors ::= Error | ListErrors "," Error;

Error ::= value (SE-ERROR);

VALUE NOTATION ::= value(VALUE INTEGER)

END;

SECURITY-EXCHANGE MACRO ::= BEGIN

TYPE NOTATION ::= SEItems;

Item ::= value(SEC-EXCHG-ITEM);

ItemList ::= empty | "," Item;

ItemListe ::= type ItemList | value( CHOICE {

localValue      INTEGER,

globalValue     OBJECT IDENTIFIER

}) ItemList;

SEItems ::= "SE" "ITEMS" ItemListe;

VALUE NOTATION ::= value(VALUE CHOICE {

local           INTEGER,

global          OBJECT IDENTIFIER

})

END;

SECURITY-TRANSFORMATION MACRO ::= BEGIN

TYPE NOTATION ::= InitialEncodingRules

 


StaticUnprotectedParm

DynamicUnprotectedParm

XformedDataType

QualifierType;

InitialEncodingRules

::= "INITIAL-ENCODING-RULES" type (OBJECT IDENTIFIER);

StaticUnprotectedParm
::= "STATIC-UNPROT-PARM" NamedType | empty;

DynamicUnprotectedParm
::= "DYNAMIC-UNPROT-PARM" NamedType | empty;

XformedDataType

::= "XFORMED-DATA-TYPE" NamedType;

QualifierType

::= "QUALIFIER-TYPE" NamedType | empty;

NamedType


::= identifier type | type;

VALUE NOTATION

::= value(VALUE OBJECT IDENTIFIER)

END;

PROTECTION-MAPPING MACRO ::= BEGIN

TYPE NOTATION ::= SecurityTransformations

ProtTransferSyntax

BypassPermitted;

Sec ::= value (SECURITY-TRANSFORMATION);

SecurityTransformations
::= "SECURITY-TRANSFORMATION" SecListe;

ProtTransferSyntax

::= "PROTECTING-TRANSFER-SYNTAX" type(OBJECT IDENTIFIER);

BypassPermitted

::= "BYPASS-PERMITTED" type(BOOLEAN);

SecList ::= empty | "," Sec;

SecListe ::= type SecList | value( OBJECT IDENTIFIER ) SecList;

END

authenticationFailure SE-ERROR {

PARAMETER DirectoryAbstractService.SecurityProblem

}
::= local 1;

dirAuthenticationTwoWay SECURITY-EXCHANGE  {

"SE" "ITEMS" {initiatorCredentials | responderCredentials}

}
::= global:{securityExchanges dir-authent-two-way(2)};

initiatorCredentials SEC-EXCHG-ITEM {

"ITEM" "ID" 1;

"ERRORS" { authenticationFailure }

}
::= 1;

responderCredentials SEC-EXCHG-ITEM {

"ITEM" "ID" 2;

"ERRORS" { authenticationFailure }

}
::= 2;

END;

Annex A Backward Compatibility

4 scope

One main concern in defining security mechanisms for the ATN upper layers is to preserve the backward compatibility between ATN upper layers which does not implement these security mechanisms and ATN upper layers which does.

This means that the fact that an entity wishing to establish a secured dialogue with a peer entity should not see this dialogue aborted following a non understanding of the exchanged data (which could be qualified as non interoperability between secured and unsecured dialogues), nor should it see this dialogue refused because of impossibility to provide secured exchanges (which could be qualified as incompatibility between secured and unsecured dialogues).

A decision has to be taken when a dialogue cannot be established with the same level of security requirements as demanded by the initiator. The decision can be made at ATN ASE level or at ATN ASE user level. It should be envisaged that such a decision also involves systems management (in order to start a security audit, for example). 

6. Interoperability

Three main actors are involved: the ATN ASE, the Dialogue control function and ACSE. The following configurations have been envisaged:

a) Initiator:

· The initiating ATN ASE, is able to take into account security consideration and request a level of security higher than “unsecured dialogue service”.

· The initiating underlying dialogue control function is able to take into account security consideration and is able to implement the requested level of security, or

· The initiating underlying dialogue control function is not able to take into account security consideration or is not able to implement the requested level of security.

· The initiating ATN ASE, is not able to take into account security consideration and does not request a level of security other than “unsecured dialogue service”.

b) Receiver:

· The receiving ATN ASE, is able to take into account security consideration and to accept a level of security higher than “unsecured dialogue service”.

· The receiving underlying dialogue control function is able to take into account security consideration and is able to implement the requested level of security, or

· The receiving underlying dialogue control function is not able to take into account security consideration or is not able to implement the requested level of security.

· The receiving ATN ASE, is not able to take into account security consideration and does not request a level of security other than “unsecured dialogue service”.

This leads to the following implementation schemes:

· The initiating ATN ASE requests a level of security higher than “unsecured dialogue service” and the initiating underlying dialogue control function is able to implement the requested level of security.

· The initiating ATN ASE requests a level of security higher than “unsecured dialogue service” and the initiating underlying dialogue control function is unable to implement the requested level of security.

· The initiating ATN ASE does not request a level of security other than “unsecured dialogue service” and the initiating underlying dialogue control function is able to implement the requested level of security.

· The initiating ATN ASE does not request a level of security other than “unsecured dialogue service” and the initiating underlying dialogue control function is unable to implement the requested level of security.

· The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” and the receiving underlying dialogue control function is able to implement the requested level of security.

· The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” and the receiving underlying dialogue control function is unable to implement the requested level of security.

· The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” and the receiving underlying dialogue control function is able to implement the requested level of security.

· The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” and the receiving underlying dialogue control function is unable to implement the requested level of security.

The following interconnection scenarios have been envisaged:

a) The initiating ATN ASE requests a level of security higher than “unsecured dialogue service” and the initiating underlying dialogue control function is able to implement the requested level of security, and
The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” and the receiving underlying dialogue control function is able to implement the requested level of security.

In this case, both ATN stacks implement and can handle secured dialogues. There will not be any compatibility problem in this case. 

b) The initiating ATN ASE requests a level of security higher than “unsecured dialogue service” and the initiating underlying dialogue control function is able to implement the requested level of security, and
The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” and the receiving underlying dialogue control function is unable to implement the requested level of security.

c) The initiating ATN ASE requests a level of security higher than “unsecured dialogue service” and the initiating underlying dialogue control function is able to implement the requested level of security, and
The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” and the receiving underlying dialogue control function is able to implement the requested level of security.

d) The initiating ATN ASE requests a level of security higher than “unsecured dialogue service” and the initiating underlying dialogue control function is able to implement the requested level of security, and
The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” and the receiving underlying dialogue control function is unable to implement the requested level of security.

e) The initiating ATN ASE requests a level of security higher than “unsecured dialogue service” and the initiating underlying dialogue control function is unable to implement the requested level of security, and
The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” and the receiving underlying dialogue control function is able to implement the requested level of security.

f) The initiating ATN ASE requests a level of security higher than “unsecured dialogue service” and the initiating underlying dialogue control function is unable to implement the requested level of security, and
The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” and the receiving underlying dialogue control function is unable to implement the requested level of security.

g) The initiating ATN ASE requests a level of security higher than “unsecured dialogue service” and the initiating underlying dialogue control function is unable to implement the requested level of security, and
The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” and the receiving underlying dialogue control function is able to implement the requested level of security.

h) The initiating ATN ASE requests a level of security higher than “unsecured dialogue service” and the initiating underlying dialogue control function is unable to implement the requested level of security, and
The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” and the receiving underlying dialogue control function is unable to implement the requested level of security.

i) The initiating ATN ASE does not request a level of security other than “unsecured dialogue service” and the initiating underlying dialogue control function is able to implement the requested level of security, and
The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” and the receiving underlying dialogue control function is able to implement the requested level of security.

j) The initiating ATN ASE does not request a level of security other than “unsecured dialogue service” and the initiating underlying dialogue control function is able to implement the requested level of security, and
The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” and the receiving underlying dialogue control function is unable to implement the requested level of security.

k) The initiating ATN ASE does not request a level of security other than “unsecured dialogue service” and the initiating underlying dialogue control function is able to implement the requested level of security, and
The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” and the receiving underlying dialogue control function is able to implement the requested level of security.

l) The initiating ATN ASE does not request a level of security other than “unsecured dialogue service” and the initiating underlying dialogue control function is able to implement the requested level of security, and
The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” and the receiving underlying dialogue control function is unable to implement the requested level of security.

m) The initiating ATN ASE does not request a level of security other than “unsecured dialogue service” and the initiating underlying dialogue control function is unable to implement the requested level of security, and
The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” and the receiving underlying dialogue control function is able to implement the requested level of security.

n) The initiating ATN ASE does not request a level of security other than “unsecured dialogue service” and the initiating underlying dialogue control function is unable to implement the requested level of security, and
The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” and the receiving underlying dialogue control function is unable to implement the requested level of security.

o) The initiating ATN ASE does not request a level of security other than “unsecured dialogue service” and the initiating underlying dialogue control function is unable to implement the requested level of security, and
The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” and the receiving underlying dialogue control function is able to implement the requested level of security.

p) The initiating ATN ASE does not request a level of security other than “unsecured dialogue service” and the initiating underlying dialogue control function is unable to implement the requested level of security, and
The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” and the receiving underlying dialogue control function is unable to implement the requested level of security.

In this case, none of the ATN stacks implement nor can handle secured dialogues. There will not be any compatibility problem in this case. 

7. Interconnection scenarios

4.1 Scenario A

In this scenario, we recall that the initiating ATN ASE requests for a level of security higher than “unsecured dialogue service” and that the initiating underlying dialogue control function is able to implement the requested level of security. The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” but the receiving underlying dialogue control function is unable to implement the requested level of security.

This configuration could be encountered in the case where security mechanisms cannot take place because of local constraints (legislation prohibiting the use of the ATN security mechanisms), or the unavailability of security mechanisms or of security information (revocated local or remote keys, unavailability of private information…).

· The initiating ATN ASE issues a D-Start request specifying in the SecurityRequirements parameter an abstract value representing a level of security higher than “unsecured dialogue service”.

· As the ATN SECURITY ASO is present and can implement the requested level of security, an AC-Associate request is issued specifying “Authentication functional unit” in the ACSERequirements parameter, the object identifier which corresponds to the required level of security specified in the D-START Request in the AuthenticationMechanismName parameter, and the SE-TRANSFER PDUs in the authenticationValue parameter.

· When a AC-Associate indication is issued on the receiver side, as no security mechanism can be implemented, the need for authentication functional unit in the ACSERequirements parameter, the AuthenticationMechanismName, and the authenticationValue parameters are ignored and a D-Start indication is issued at the dialogue service interface with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving ATN ASE can handle security, it can refuse the dialogue establishment on the basis that the proposal for establishment of the dialogue does not propose any security.

· The receiving ATN ASE issues a D-Start response negative, with the SecurityRequirements parameter set to the abstract value of an acceptable level of security.

· As the receiving dialogue control function is unable to implement any level of security, it issues an AC-Associate response negative with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm negative is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm negative with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving ATN ASE can accept the dialogue establishment even if it does not propose any security.

· The receiving ATN ASE issues a D-Start response positive, with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving dialogue control function is unable to implement any level of security, it issues an AC-Associate response positive with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm positive is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm positive with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

4.2 Scenario B

In this scenario, we recall that the initiating ATN ASE requests for a level of security higher than “unsecured dialogue service”, and that the initiating underlying dialogue control function is able to implement the requested level of security. The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” but the receiving underlying dialogue control function is able to implement the requested level of security.

This configuration could be encountered in the case where the package 2 update of the receiving stack is not complete and where a package 1 compatible ATN ASE co-exists with a package 2 compatible dialogue service. This could also be encountered in the case where, for local reasons, the receiving ASE does not want to implement any security mechanism during the involved dialogue.

· The initiating ATN ASE issues a D-Start request specifying in the SecurityRequirements parameter an abstract value representing a level of security higher than “unsecured dialogue service”.

· As the ATN security ASO is present and can implement the requested level of security, an AC-Associate request is issued specifying “Authentication functional unit” in the ACSERequirements parameter, the object identifier which corresponds to the required level of security specified in the D-START Request in the AuthenticationMechanismName parameter, and the SE-TRANSFER PDUs in the authenticationValue parameter.

· When a AC-Associate indication is issued on the receiver side, as the ATN security ASO is present and can implement security mechanisms, the SE-TRANSFER PDUs are provided to the ATN SECURITY ASO for security check and a D-Start indication is issued with the SecurityRequirements parameter set to the originally requested abstract value.

· As the receiving ATN ASE does not handle security, it ignores the value of the SecurityRequirements parameter and responds by issuing a D-Start response positive, with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving dialogue control function issues an AC-Associate response positive with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm positive is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm positive with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

4.3 Scenario C

In this scenario, we recall that the initiating ATN ASE requests for a level of security higher than “unsecured dialogue service” and that the initiating underlying dialogue control function is able to implement the requested level of security. The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” neither is the receiving underlying dialogue control function able to implement any requested level of security higher than “unsecured dialogue service”.

This case is typical of interconnection of a package 2 secured initiator and a package 1 unsecured receiver.

· The initiating ATN ASE issues a D-Start request specifying in the SecurityRequirements parameter an abstract value representing a level of security higher than “unsecured dialogue service”.

· As the ATN security ASO is present and can implement the requested level of security, an AC-Associate request is issued specifying “Authentication functional unit” in the ACSERequirements parameter, the object identifier which corresponds to the required level of security specified in the D-START Request in the AuthenticationMechanismName parameter, and the SE-TRANSFER PDUs in the authenticationValue parameter.

· When a AC-Associate indication is issued on the receiver side, as no security mechanism can be implemented, the need for authentication functional unit in the ACSERequirements parameter, the AuthenticationMechanismName, and the authenticationValue parameters are ignored and a D-Start indication is issued at the dialogue service interface with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving ATN ASE does not handle security, it ignores the value of the SecurityRequirements parameter and responds by issuing a D-Start response positive, with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving dialogue control function issues an AC-Associate response positive with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm positive is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm positive with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

4.4 Scenario D

In this scenario, we recall that the initiating ATN ASE requests a level of security higher than “unsecured dialogue service”, but that the initiating underlying dialogue control function is unable to implement any requested level of security higher than “unsecured dialogue service”. The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” and the receiving underlying dialogue control function is able to implement the requested level of security.

This scenario involves an architecture which is symmetric to the one described in scenario B: in this configuration the package 2 update of the sending stack is not complete and a package 1 compatible ATN ASE co-exists with a package 2 compatible dialogue service. This could also be encountered in the case where, for local reasons, the receiving ASE does not want to implement any security mechanism during the involved dialogue.

· The initiating ATN ASE issues a D-Start request specifying in the SecurityRequirements parameter an abstract value representing a level of security higher than “unsecured dialogue service”.

· As the ATN SECURITY ASO is absent or cannot implement the requested level of security, it issues an AC-Associate request with no requirement for authentication functional unit in the ACSERequirements parameter, and without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the receiver side, an AC-Associate indication is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the receiver dialogue control function to issue a D-Start indication with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving ATN ASE can handle security, it can refuse the dialogue establishment on the basis that the proposal for establishment of the dialogue does not propose any security.

· The receiving ATN ASE issues a D-Start response negative, with the SecurityRequirements parameter set to the abstract value of an acceptable level of security.

· As the receiving dialogue control function is able to implement security, it issues an AC-Associate response negative with requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the authenticationValue parameter, but  with the AuthenticationMechanismName set to the object identifier corresponding to the acceptable level of security specified in response.

· On the initiator side, an AC-Associate confirm negative is received with requirement for authentication functional unit in the ACSERequirements parameter, with an object identifier in the AuthenticationMechanismName parameters and with nothing in the authenticationValue parameter.

· As the initiator ATN security ASO is absent or cannot implement the requested level of security, it issues an a D-Start confirm negative with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving ATN ASE can accept the dialogue establishment even if it does not propose any security.

· The receiving ATN ASE issues a D-Start response positive, with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving dialogue control function issues an AC-Associate response positive with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm positive is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm positive with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

4.5 Scenario E

In this scenario, we recall that the initiating ATN ASE requests for a level of security higher than “unsecured dialogue service” but that the initiating underlying dialogue control function is unable to implement any requested level of security higher than “unsecured dialogue service”. The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service”, but the receiving underlying dialogue control function is unable to implement any requested level of security higher than “unsecured dialogue service”.

This scenario is derived from the B scenario and the D scenario: in this configuration the package 2 update of both the sending and the receiving stacks is not complete and package 1 compatible ATN ASEs co-exist with a package 2 compatible dialogue service. This could also be encountered in the case where, for local reasons, the sending and receiving security ASOs do not want to or cannot implement any security mechanism during the involved dialogue.

· The initiating ATN ASE issues a D-Start request specifying in the SecurityRequirements parameter an abstract value representing a level of security higher than “unsecured dialogue service”.

· As the ATN SECURITY ASO is absent or cannot implement the requested level of security, it issues an AC-Associate request with no requirement for authentication functional unit in the ACSERequirements parameter, and without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the receiver side, an AC-Associate indication is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· When a AC-Associate indication is issued on the receiver side, as no security mechanism can be implemented, the need for authentication functional unit in the ACSERequirements parameter, the AuthenticationMechanismName, and the authenticationValue parameters are ignored and a D-Start indication is issued at the dialogue service interface with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving ATN ASE can handle security, it can refuse the dialogue establishment on the basis that the proposal for establishment of the dialogue does not propose any security.

· The receiving ATN ASE issues a D-Start response negative, with the SecurityRequirements parameter set to the abstract value of an acceptable level of security.

· As the receiving dialogue control function is unable to implement any level of security, it issues an AC-Associate response negative with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm negative is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm negative with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving ATN ASE can accept the dialogue establishment even if it does not propose any security.

· The receiving ATN ASE issues a D-Start response positive, with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving dialogue control function is unable to implement any level of security, it issues an AC-Associate response positive with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm positive is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm positive with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

4.6 Scenario F

In this scenario, we recall that the initiating ATN ASE requests for a level of security higher than “unsecured dialogue service” but that the initiating underlying dialogue control function is unable to implement any requested level of security higher than “unsecured dialogue service”. The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” but the receiving underlying dialogue control function is able to implement any requested level of security higher than “unsecured dialogue service”.

· The initiating ATN ASE issues a D-Start request specifying in the SecurityRequirements parameter an abstract value representing a level of security higher than “unsecured dialogue service”.

· As the ATN SECURITY ASO is absent or cannot implement the requested level of security, it issues an AC-Associate request with no requirement for authentication functional unit in the ACSERequirements parameter, and without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the receiver side, an AC-Associate indication is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the receiver dialogue control function to issue a D-Start indication with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving ATN ASE does not handle security, it ignores the value of the SecurityRequirements parameter and responds by issuing a D-Start response positive, with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving dialogue control function issues an AC-Associate response positive with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm positive is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm positive with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

4.7 Scenario G

In this scenario, we recall that the initiating ATN ASE requests a level of security higher than “unsecured dialogue service”, but that the initiating underlying dialogue control function is unable to implement the requested level of security. The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” neither is the receiving underlying dialogue control function able to implement any requested level of security other than “unsecured dialogue service”.

· The initiating ATN ASE issues a D-Start request specifying in the SecurityRequirements parameter an abstract value representing a level of security higher than “unsecured dialogue service”.

· As the ATN security ASO is absent or cannot implement the requested level of security, the dialogue control function issues an AC-Associate request with no requirement for authentication functional unit in the ACSERequirements parameter, and without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the receiver side, an AC-Associate indication is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the receiver dialogue control function to issue a D-Start indication with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving ATN ASE does not handle security, it ignores the value of the SecurityRequirements parameter and responds by issuing a D-Start response positive, with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving dialogue control function issues an AC-Associate response positive with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm positive is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm positive with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

4.8 Scenario H

In this scenario, we recall that the initiating ATN ASE does not request a level of security other than “unsecured dialogue service” but that the initiating underlying dialogue control function is able to implement a requested level of security other than “unsecured dialogue service”. The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” and the receiving underlying dialogue control function is able to implement a requested level of security higher than “unsecured dialogue service”.

· The initiating ATN ASE issues a D-Start request specifying in the SecurityRequirements parameter the abstract value “unsecured dialogue service”.

· Even if the ATN security ASO is present as no level of security is requested, it issues an AC-Associate request with no requirement for authentication functional unit in the ACSERequirements parameter, and without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the receiver side, an AC-Associate indication is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the receiver dialogue control function to issue a D-Start indication with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving ATN ASE can handle security, it can refuse the dialogue establishment on the basis that the proposal for establishment of the dialogue does not propose any security.

· The receiving ATN ASE issues a D-Start response negative, with the SecurityRequirements parameter set to the abstract value of an acceptable level of security.

· As the receiving dialogue control function is able to implement security, it issues an AC-Associate response negative with requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the authenticationValue parameter, but  with the AuthenticationMechanismName set to the object identifier corresponding to the acceptable level of security specified in response.

· On the initiator side, an AC-Associate confirm negative is received with requirement for authentication functional unit in the ACSERequirements parameter, with an object identifier in the AuthenticationMechanismName parameters and with nothing in the authenticationValue parameter.

· This leads the initiator control function to issue a D-Start confirm negative with the SecurityRequirements parameter set to the acceptable abstract value in response, which will be ignored by the initiating ATN ASE as it does not handle security.

· The receiving ATN ASE can accept the dialogue establishment even if it does not propose any security.

· The receiving ATN ASE issues a D-Start response positive, with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving dialogue control function issues an AC-Associate response positive with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm positive is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm positive with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”, which is ignored by the initiating ATN ASE as it does not handle security.

4.9 Scenario I

In this scenario, we recall that the initiating ATN ASE does not request a level of security other than “unsecured dialogue service” but that the initiating underlying dialogue control function is able to implement a requested level of security other than “unsecured dialogue service”. The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” but the receiving underlying dialogue control function is unable to implement a requested level of security higher than “unsecured dialogue service”.

· The initiating ATN ASE issues a D-Start request specifying in the SecurityRequirements parameter the abstract value “unsecured dialogue service”.

· Even if the ATN security ASO is present as no level of security is requested, it issues an AC-Associate request with no requirement for authentication functional unit in the ACSERequirements parameter, and without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the receiver side, an AC-Associate indication is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the receiver dialogue control function to issue a D-Start indication with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving ATN ASE can handle security, it can refuse the dialogue establishment on the basis that the proposal for establishment of the dialogue does not propose any security.

· The receiving ATN ASE issues a D-Start response negative, with the SecurityRequirements parameter set to the abstract value of an acceptable level of security.

· As the receiving dialogue control function is unable to implement any level of security, it issues an AC-Associate response negative with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm negative is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm negative with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving ATN ASE can accept the dialogue establishment even if it does not propose any security.

· The receiving ATN ASE issues a D-Start response positive, with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving dialogue control function is unable to implement any level of security, it issues an AC-Associate response positive with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm positive is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm positive with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

4.10 Scenario J

In this scenario, we recall that the initiating ATN ASE does not request a level of security other than “unsecured dialogue service” but that the initiating underlying dialogue control function is able to implement a requested level of security other than “unsecured dialogue service”. The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” but the receiving underlying dialogue control function is able to implement a requested level of security other than “unsecured dialogue service”.

· The initiating ATN ASE issues a D-Start request specifying in the SecurityRequirements parameter the abstract value “unsecured dialogue service”.

· Even if the ATN security ASO is present as no level of security is requested, it issues an AC-Associate request with no requirement for authentication functional unit in the ACSERequirements parameter, and without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the receiver side, an AC-Associate indication is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the receiver dialogue control function to issue a D-Start indication with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving ATN ASE does not handle security, it ignores the value of the SecurityRequirements parameter and responds by issuing a D-Start response positive, with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving dialogue control function issues an AC-Associate response positive with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm positive is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm positive with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

4.11 Scenario K

In this scenario, we recall that the initiating ATN ASE does not request a level of security other than “unsecured dialogue service” but that the initiating underlying dialogue control function is able to implement a requested level of security other than “unsecured dialogue service”. The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” neither is the receiving underlying dialogue control function is able to implement any requested level of security other than “unsecured dialogue service”.

· The initiating ATN ASE issues a D-Start request specifying in the SecurityRequirements parameter the abstract value “unsecured dialogue service”.

· Even if the ATN security ASO is present, as no level of security is requested, it issues an AC-Associate request with no requirement for authentication functional unit in the ACSERequirements parameter, and without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the receiver side, an AC-Associate indication is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the receiver dialogue control function to issue a D-Start indication with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving ATN ASE does not handle security, it ignores the value of the SecurityRequirements parameter and responds by issuing a D-Start response positive, with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving dialogue control function issues an AC-Associate response positive with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm positive is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm positive with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

4.12 Scenario L

In this scenario, we recall that the initiating ATN ASE does not request a level of security other than “unsecured dialogue service”, that the initiating underlying dialogue control function is unable to implement any requested level of security other than “unsecured dialogue service”. The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” and the receiving underlying dialogue control function is able to implement any requested level of security higher than “unsecured dialogue service”.

This scenario is symmetric to scenario C: it is typical of interconnection of a package 1 unsecured initiator and a package 2 secured receiver.

· The initiating ATN ASE issues a D-Start request specifying in the SecurityRequirements parameter the abstract value “unsecured dialogue service”.

· As the ATN security ASO is absent or cannot implement the requested level of security, the dialogue control function issues an AC-Associate request with no requirement for authentication functional unit in the ACSERequirements parameter, and without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the receiver side, an AC-Associate indication is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the receiver dialogue control function to issue a D-Start indication with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving ATN ASE can handle security, it can refuse the dialogue establishment on the basis that the proposal for establishment of the dialogue does not propose any security.

· The receiving ATN ASE issues a D-Start response negative, with the SecurityRequirements parameter set to the abstract value of an acceptable level of security.

· As the receiving dialogue control function is able to implement security, it issues an AC-Associate response negative with requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the authenticationValue parameter, but  with the AuthenticationMechanismName set to the object identifier corresponding to the acceptable level of security specified in response.

· On the initiator side, an AC-Associate confirm negative is received with requirement for authentication functional unit in the ACSERequirements parameter, with an object identifier in the AuthenticationMechanismName parameters and with nothing in the authenticationValue parameter.

· As the initiator ATN security ASO is absent or cannot implement the requested level of security, it issues an a D-Start confirm negative with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving ATN ASE can accept the dialogue establishment even if it does not propose any security.

· The receiving ATN ASE issues a D-Start response positive, with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving dialogue control function issues an AC-Associate response positive with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm positive is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm positive with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

4.13 Scenario M

In this scenario, we recall that the initiating ATN ASE does not request a level of security other than “unsecured dialogue service”, that the initiating underlying dialogue control function is unable to implement any requested level of security other than “unsecured dialogue service”. The receiving ATN ASE can handle a level of security higher than “unsecured dialogue service” but the receiving underlying dialogue control function is unable to implement any requested level of security higher than “unsecured dialogue service”.

· The initiating ATN ASE issues a D-Start request specifying in the SecurityRequirements parameter the abstract value “unsecured dialogue service”.

· As the ATN security ASO is absent or cannot implement the requested level of security, the dialogue control function issues an AC-Associate request with no requirement for authentication functional unit in the ACSERequirements parameter, and without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the receiver side, an AC-Associate indication is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the receiver dialogue control function to issue a D-Start indication with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving ATN ASE can handle security, it can refuse the dialogue establishment on the basis that the proposal for establishment of the dialogue does not propose any security.

· The receiving ATN ASE issues a D-Start response negative, with the SecurityRequirements parameter set to the abstract value of an acceptable level of security.

· As the receiving dialogue control function is unable to implement any level of security, it issues an AC-Associate response negative with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm negative is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm negative with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving ATN ASE can accept the dialogue establishment even if it does not propose any security.

· The receiving ATN ASE issues a D-Start response positive, with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving dialogue control function is unable to implement any level of security, it issues an AC-Associate response positive with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm positive is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm positive with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

4.14 Scenario N

In this scenario, we recall that the initiating ATN ASE does not request a level of security other than “unsecured dialogue service”, that the initiating underlying dialogue control function is unable to implement any requested level of security other than “unsecured dialogue service”. The receiving ATN ASE cannot handle a level of security other than “unsecured dialogue service” but the receiving underlying dialogue control function is able to implement a requested level of security other than “unsecured dialogue service”.

· The initiating ATN ASE issues a D-Start request specifying in the SecurityRequirements parameter the abstract value “unsecured dialogue service”.

· As the ATN security ASO is absent or cannot implement the requested level of security, the dialogue control function issues an AC-Associate request with no requirement for authentication functional unit in the ACSERequirements parameter, and without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the receiver side, an AC-Associate indication is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the receiver dialogue control function to issue a D-Start indication with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· As the receiving ATN ASE does not handle security, it ignores the value of the SecurityRequirements parameter and responds by issuing a D-Start response positive, with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

· The receiving dialogue control function issues an AC-Associate response positive with no requirement for authentication functional unit in the ACSERequirements parameter, without specifying any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· On the initiator side, an AC-Associate confirm positive is received with no requirement for authentication functional unit in the ACSERequirements parameter, nor with any value in the AuthenticationMechanismName nor in the authenticationValue parameters.

· This leads the initiator control function to issue a D-Start confirm positive with the SecurityRequirements parameter set to the abstract value “unsecured dialogue service”.

Annex A Security algorithm negotiation

5 Description

The previous paragraphs described how user ASEs can have an impact on the negotiation of the level of security which is provided by the Dialogue. Beside this, another negotiation takes place between each communicating SESE in order for them to agree upon the parameterisation of the level of security which can be implemented in the dialogue.

This negotiation takes place at association set up time and permits to share, between the communicating entities, the algorithms which will be used during the association, together with the values of their parameters.

The interest of such negotiation is that it leave each CAA free to have the control on the set of security transformation which it accepts to support for its communications. This can be justified by legal aspects (the use of some algorithms could be prohibited by certain countries) or international aspects (some algorithms, due to exportation constraints, can only be used by some countries), or operational aspects (for system availability reasons, the use of some algorithms could be temporarily restricted).

8. Security algorithms

Security algorithms negotiation is a mechanism, which permits to negotiate the use of secured dialogue on a peer to peer basis, in certain cases to provide security mechanisms using alternative encryption algorithm, overriding so the default ATN algorithm which is normally used for securing ATN exchanges, or to negotiate potential alternate values of encryption algorithms parameters.

This, optional negotiation is based on the following: each communicating entity can have two sets of default algorithms commonly agreed in the frame of the ATN communications: one which contains the set of algorithms which can be used for entity authentication, and one which can be used for data integrity during transfers.

5.1 Initiator side

At association establishment, the AARQ will include, in its user information field, two sets of acceptable algorithms which can be used in entity authentication and in data origin authentication.

For each set of algorithms:

a) If this set is absent, then, the initiator intends to use only algorithms which belong to the default set.

b) If the set is present but empty, then the initiator does not intend to use any security transformation during the association.

c) If the set is limited to one reference, then the associated algorithm is considered as the new default algorithm for the association.

d) If the set contains more than one reference, then the associated algorithms are intended to be used during the association, the default being the commonly a priori agreed set.

5.2 Acceptor side

When sending its response to the association establishment, the accepting entity includes in the user information field of the AARE PDU two sets of acceptable algorithms which can be used in entity authentication and in data origin authentication.

For each set of algorithms:

a) If this set is absent, then,

· if there was a set present in the AARQ PDU, the receiver does not intend to use security transformation,

· if there was no set present in the AARQ PDU, then the receiver also intends to use only algorithms which belong to the default set.

b) If the set is present but empty, then the receiver does not intend to use any security transformation during the association.

c) If the set is limited to one reference, then the associated algorithm present in the AARE is considered as the new default algorithm for the association.

d) If the set contains more than one reference, then the associated algorithms are intended to be used during the association, the default being the commonly a priori agreed set.

9. Security parameters

Security parameters negotiation is a mechanism, which permits to specify, for the encryption algorithms, the value of their various parameters on a peer to peer basis, in certain cases to provide security mechanisms using alternative encryption algorithm, overriding so the default ATN algorithm which is normally used for securing ATN exchanges, or to negotiate potential alternate values of encryption algorithms parameters.

This, optional negotiation is based on the following: each communicating entity can have two sets of default algorithms commonly agreed in the frame of the ATN communications: one which contains the set of algorithms which can be used for entity authentication, and one which can be used for data integrity during transfers.

10. Associated security exchange formal description

The object used for negotiating the set of algorithms is an object of class SECURITY-EXCHANGE. It mainly contains two objects of class SEC-EXCHG-ITEM which describe the proposed and responded sets of algorithms together with optional parameters which should be used to customise their use. No security related error has been specified which could raise from the exchange of these items.

The following description is proposed:

NegotiationSE  SECURITY-EXCHANGE   ::= {

        SE-ITEMS      {proposedSTs | acceptedSTs }

        IDENTIFIER   global : {securityExchanges ATN-negotiation-se (1)}

}

proposedSTs          SEC-EXCHG-ITEM      ::=  {

        ITEM-TYPE    Negotiation-SEI OPTIONAL

        ITEM-ID          1

}

acceptedSTs       SEC-EXCHG-ITEM      ::= {

        ITEM-TYPE    Negotiation-SEI OPTIONAL

        ITEM-ID          2

}

Negotiation-SEI ::=  SEQUENCE {

       AlgorithmId    AlgorithmIdentifier,

       Parameters      EncryptionParameters  OPTIONAL

}

EncryptionParameters is the set of parameters which are used for the proposed algorithm AlgorithmId.

AlgorithmIdentifier is imported from the authentication framework of the Directory standard.
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� Editor’s note: the term “Secured Dialogue service” could be confusing and might be replaced with “End to end authenticated Dialogue”.


� Editor’s note: in fact, such a decision should be confirmed at WG3 level, with potential co-ordination with WG1, as it involves a new behaviour of the ATN Uls which would now be able to abort a dialogue for security reasons.






_967635538.doc


SESE







SSO







SIMSE
















_968178898.doc


SESE







SSO







SIMSE
















_964772190.doc


SESE







SSO







SIMSE
















































