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Summary
This paper provides a brief overview of the amendments proposed to the specification of the ATSMHS application, to complement the description of the Basic ATS Message Service with the description of the Extended ATS Message Service. 

1.
Introduction

Sub-Volume 3, Chapter 1 of the Technical Provisions for the ATN, as included in ICAO Document 9705 (hereafter referred to as ATSMHS SARPs) has been subject to a significant upgrade by the appropriate ATN Panel Working Group and Subgroups since the ATNP/2 and in preparation for the ATNP/3 meeting. This upgrade is proposed for inclusion in Edition 3 of the ICAO Document 9705.

2.
Description of the proposed amendment

2.1.
General

This amendment includes the specification of the Extended ATS Message Service, in contrast with Editions 1 and 2 of ICAO Document 9705 which provided the specification of the Basic ATS Message Service. The Extended ATS Message Service is obtained by the addition to the Basic Service of the following functionalities :

· provision of security features in an approach consistent with the overall ATN security framework ;

· use of the ATN Directory ;

· additional features and message formats, to provide :

· adequate transfer mechanisms for messages originated at / directed to a CIDIN station ;

· use of fully standard features to replace the use of the (ATN-specific) ATS-Message-Header included in the message body with the use of standard MHS heading fields ;

· inclusion of the specification of the CIDIN/ATN Gateway taking the form of a CIDIN/AMHS Gateway.

Additionally the requirement for backward compatibility has been taken into account, so as to allow users of the Basic ATS Message Service to communicate with users of the Extended ATS Message Service, and vice-versa.

Like for the Basic ATS Message Service, the Extended ATS Message Service specified in the draft (Extended Service) ATSMHS SARPs makes use of the MHS standards and ISPs.

In order to ascertain correct reference to the latest AMHS features as well as to all the published Technical Amendments and Corrigenda (particularly with respect to security), reference is made in the Extended ATS Message Service to the 1999 editions of the MHS base standards and ISPs, whereas the Basic ATS Message Service made reference to the 1990 edition of the base standards and to the 1994/95 edition of the ISPs. However this causes no interoperability issue as explained in sections 2.2 and 3.

2.2.
Detailed changes

2.2.1. ATS Message User Agent

The ATS Message User Agent is the AMHS system where the major additions have taken place with the Extended ATS Message Service, since it was very considered mostly as a local matter in the Basic ATS Message Service, and therefore very loosely specified. The new parts in the specification include :

· the specification of 4 possible profiles at the P3/P7 MHS protocol level, for either MTS-access or MS-access, by reference to the appropriate ISPs. For a given ATS Message User Agent, one single profile is generally used. Within a given AMHS Management Domain, or for the attachement to each ATS Message Server, one or several profiles can be selected among these. It should be noted that use of these profiles was suggested in a Note in the Basic ATS Message Service, but not with the status of a requirement nor of a recommendation. The main reason for this specification is to ensure a consistent framework for the application of AMHS Security;

· the specification of AMHS Security, by means of the ISP Security (SEC) functional group (FG), implementing security class S0 (end-to-end authentication and content-integrity), and defining user requirements for the use of the MHS security elements of service offered by this FG;

· the use of (standard) P2 heading extensions including authorization-time, originator-reference and precedence, as an eventual replacement for the (ATN-specific) ATS-Message-Header specified in the Basic ATS Message Service, by means of the ISP Business Class (BC) FG;

· the use of Directory, to enable an Extended ATS Message Service user to determine the level of service supported by its intended message recipients, and to allow specification of recipient by Directory Name, by means of the ISP Use of Directory (DIR) FG;

· the support of bilaterally-defined body and bodyparts, to be able to receive and generate messages with a bit-oriented body such as weather charts generated by or directed to CIDIN stations operating as indirect AMS users.

2.2.2. ATS Message Server

The ATS Message Server has been only slightly impacted by the specification of the Extended ATS Message Service. The changes include:
· the specification of 4 possible profiles at the P3/P7 MHS protocol level, for either MTS-access or MS-access, by reference to the appropriate ISPs. For a given ATS Message Server, the profiles implemented depend on the inclusion (or not) of a Message Store in the ATS Message Server, and on the version of the base standards which is supported. Several profiles can be supported by means of different application-contexts, for the attachment of different ATS Message User Agent configurations. Within a given AMHS Management Domain, or for the attachement to each ATS Message Server, it is a local implementation/procurement matter to select one or several profiles, all of them providing a level of service acceptable for the AMHS. Most COTS MHS products implementing a Message Store would for example support one of the MS-Access (P7) specified profiles;

· the use of Directory, to allow specification of recipient by Directory Name, by means of the ISP Use of Directory (DIR) FG;

· the addition of encoding constraints to provide canonicity of the BER encoding, thereby enabling the ATS Message Server to produce CER or DER. (This item is still under consideration as part of the Extended ATS Message Service validation exercises).

2.2.3. AFTN/AMHS Gateway

The amendments to the AFTN/AMHS Gateway to upgrade it to the Extended ATS Message Service  capability are similar to some of the amendments to the ATS Message User Agent, i.e. to those amendments which have a relationship to the P2 messages constructed and received by the gateway. Therefore, these amendments are:

· the use of (standard) P2 heading extensions including authorization-time, originator-reference and precedence, as an eventual replacement for the (ATN-specific) ATS-Message-Header specified in the Basic ATS Message Service, by means of the ISP Business Class (BC) FG;

· the use of Directory, to enable an Extended ATS Message Service Gateway to determine the level of service supported by its intended message recipients;

· the handling in reception of Security elements belonging to AMHS Security, by means of the ISP Security (SEC) functional group (FG), implementing security class S0 (end-to-end authentication and content-integrity).

2.2.4. CIDIN/AMHS Gateway

This section is a complete insertion presented separately to WG/3.

3. Backward compatibility issues

Backward compatibility must be envisaged at two different levels in the AMHS:

· at P1 MHS protocol level, between an ATS Message Server supporting the Extended ATS Message Service and an ATS Message Server supporting the Basic ATS Message Service only;
· at P2 message format level, between an ATS Message User Agent (or AFTN/AMHS Gateway) supporting the Extended ATS Message Service and an ATS Message User Agent (or AFTN/AMHS Gateway) supporting the Basic ATS Message Service only.
3.1.
ATS Message Server to ATS Message Server

The Extended ATS Message Service places additional requirements on the ATS Message Server in terms of additional user access profiles (not MTA-to-MTA), use of Directory and encoding constraints. Access profiles are out of the scope of ATS Message Server to ATS Message Server communication, and hence they have no impact on backward compatibility. Use of Directory is (in MHS terms) local to a MTA, it mandates support of name resolution. So an Extended ATS Message Service MTA will convert an O/R name taking the form of a Directory Name into an O/R address, thereby making ot possible to a Basic ATS Message Service MTA to transfer the message.

Concerning encoding, an Extended ATS Message Service MTA will be capable of decoding the BER-encoded PDUs generated by a Basic ATS Message Service MTA. The use of CER or DER (with the goal of canonical encoding) only places additional constraints on top of BER, thereby restricting its use to certain encoding forms. In doing so, decoding by a "BER-only" MTA is still possible, providing backward compatibility between an ATS Message Server supporting the Extended ATS Message Service and an ATS Message Server supporting the Basic ATS Message Service only.

3.2.
ATS Message User Agent (or Gateway) to ATS Message User Agent (or Gateway)

For the ATS Message User Agent to ATS Message User Agent backward compatibility, only Extended ATS Message Service additions with end-to-end significance are to be analysed.

Concerning the use of the BC FG (heading extensions), an ATS Message User Agent supporting the Extended ATS Message Service also maintains the Basic ATS Message Service capability. In reception, it can interpret both the ATS-Message-Header andd the heading extensions and thus proerly interworks with an ATS Message User Agent implementing the Basic ATS Message Service only. In origination, the user (potentially supported by a "smart" user interface) needs to select whteher to generate an ATS-Message-Header, for communication with Basic ATS Message Service users, or the Heading Extensions, for communication with Extended ATS Message Service users. In case of a mixed (Basic / Extended) set of message recipients, the generation of the ATS-message-Header takes precedence, to ensure interworking with Basic ATS Message Service users. The ATN Directory includes all Extended ATS Message Service users and it may include Basic ATS Message Service users. A specific attribute indicatees whether a given AMHS user is a Basic ATS Message Service  or Extended ATS Message Service  user. In case of absence of an AMHS user in the Directory, Basic ATS Message Service support is assumed.

Concerning AMHS security, protection against identifed potential attacks is obtained in the Extended ATS Message Service by the inclusion of digital signatures in the messages, conveyed in addition to th elements (in clear) subject to signature. Thus, in the direction from a Basic ATS Message Service  user, there is obviously no difficulty to interwork. In the opposite direction, the Basic ATS Message Service  user will still be able to interpret the messagee components in clear, and will simply discard the digitalsignature which it is unable to interpret and verify.

This demonstrates that backward compatibility between the Basic ATS Message Service and the Extended ATS Message Service has been obtained as far as ATS Message User Agents (and AFTN/AMHS Gateways) are concerned.

4. Recommendation

The Working Group is invited to endorse the proposed ATSMHS specification for the Extended ATS Message Service, and to submit it to the Tokyo WGW as the proposed Edition 3 of Document 9705, Sub-Volume 3, Chapter 1.
Presentation of the (Extended Service) ATSMHS SARPs

Page 4

