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Introduction

“J’avertis le lecteur que ce chapitre doit être lu posément, et que je ne sais pas l’art d’être clair pour qui ne veut pas être attentif” Jean-Jacques Rousseau (in Le Contrat social). By this citation, we would like to reassure the people involved in the development teams in charge of implementing the mechanisms described in SV 4: the work done in WG3/SG3 was not “…done in such a way as to be confusing and incorrect…”. Our main goal was to incorporate security mechanisms in a way that would present the addition of security as an addition rather than a deep modification of the existing procedures.

However, the description of the ATN Upper Layers incorporates a non neglect able amount of functionality and services proposed to the ATN applications, this is why the Sub-volume 4 can sometimes appear difficult to read. It should be clear that the SV 4 which has been reviewed in Montreal is not validated: lots of errors have been found in it, and will be found at least during the next weeks. This is the purpose of validation activities to detect such errors, precisely identify them and propose corrections, without proposing a complete new description, of course.

This paper is a response to the document presenting the FAA major observation on the way SV4 handles errors, in particular since the introduction of security mechanisms.

1 Discussion

Overall error handling description is given in SV4 in the following parts:

1.1 Dialogue Service description

4.2.1.1 Implementations of the ATN‑App ASE, together with the UL elements which provide the Dialogue Service (DS), shall exhibit the behaviour defined in this abstract service definition.


Note 5.— An implementation of the DS provider will typically be responsible for detection of errors such as:



a)
Invalid primitive (primitive unknown or error in parameter(s))



b)
Invalid sequence (primitive issued at inappropriate time)



c)
Insufficient resources on submission



d)
Invalid or unreachable recipient on submission



e)
Data field too large on receive (local implementation constraint exceeded)



f)
Invalid or unreachable recipient on receive.


Note 6.— An implementation of an ATN application which makes use of the DS has to be designed with error handling procedures for local error conditions.
1.2 Application Entity (AE) Description

4.3.3.1.2.3 The following combinations of input events and CF states shall be treated as error conditions:



a)
The occurrence of an input event other than those listed in Table 4.3‑6; or



b)
A combination of input event and CF state which corresponds to a blank cell in Table 4.3‑4; or



c)
A combination of input event and CF state which corresponds to a cell in Table 4.3‑4 containing one or more predicates, none of which evaluates to TRUE.

4.3.3.1.2.4 The error handling shall result in the association being aborted, if one exists, and a notification being given to the Application user.

4.3.3.1.2.5 In the event of a conflict between the actions implied by the state table and the text in the following paragraphs, the text shall take precedence.

1.3 Security Application Service Object

4.8.5.3 Exception handling

4.8.5.3.1 Unrecoverable System Error

4.8.5.3.1.1 Recommendation.— If a Security ASO has an unrecoverable system error, or in the case of a security failure (e.g. MAC incorrect. certificate invalid, etc.) the Security ASO should:

a) if the Security ASO has an SESE exchange in progress, invoke SE-U-ABORT request,
b) invoke SA-END service indication
A combination of these different elements provides the global error handling inside the Dialogue control function.

Let’s take the example of error handling during SA-START service.

a) SA-START Request. The global UL activation of primitives which involve the S-ASO SA-START Request service together with the error handling explanation, are:

i. D-START Request:

Error handling during the D-START Request management is identical for the whole SV 4 (secured or not) and can be found in 4.2.1.1 Note 5 and Note 6. The error handling is here a local implementation matter.

Fair results of such error handling procedure could range from D-START Confirmation(-) to D-PABORT Indication, with the CF staying in NULL state.

ii. SA-START Request:

Error handling during the SA-START Request management is described in 4.8.5.3.1.1 and applies here. This would lead to the activation of SA-END Indication service activation, which is managed by the Dialogue CF as described in 4.3.3.7.1.2.1. According to this description, this would lead to:

a) Activation of a D-PABORT indication primitive,

b) The CF switching back to the NULL state.

iii. SEND-SEI Request pseudo primitive:

The SEND-SEI is not a real service as it aims at providing, by locally defined means, the PDUs constructed by the S-ASO to the Dialogue CF. The CF is then in charge of deciding what supporting service (ACSE or Presentation) should convey these PDUs and which mean should be used (parameter of the service primitive). Error handling here is local implementation matter.

iv. A-ASSOCIATE Request:

In case of error in managing the A-ASSOCIATE Request primitive, the ACSE provider will issue either a A-PABORT Indication, or a A-ABORT Indication.

a) Activation of A-PABORT Indication primitive: As described in 4.3.3.4.6.2., this event leads to the following:

a. Issuing of a SA-END Request by the Dialogue CF

b. Issuing of a D-PABORT Indication by the Dialogue CF

c. Return to NULL state.

b) Activation of A-ABORT Indication primitive: As described in 4.3.3.4.6.2.2, this event leads to the following:

a. Issuing of a SA-END Request by the Dialogue CF

b. Issuing of a D-PABORT Indication by the Dialogue CF

c. Return to NULL state.

b) SA-START Indication. The activation of the SA-START Indication for Dialogues implementing the exchange of key information results from a series of primitives activations, the first one (of interest here), being the A-ASSOCIATE Indication.

i. A-ASSOCIATE Indication:

Error handling during the A-ASSOCIATE Indication management is identical for the whole SV 4 (secured or not) and can be found in 4.2.1.1 Note 5 and Note 6. The error handling is here a local implementation matter.

Fair results of such error handling procedure could range from A-ASSOCIATE Response(-) to A-ABORT Request, with the CF switching to NULL state.

ii. SEND-SEI Indication pseudo primitive:

The SEND-SEI is not a real service as it aims at providing, by locally defined means, the PDUs retrieved by the Dialogue CF to the S-ASO. Error handling here is local implementation matter.

iii. Management of the S-ASO PDU:

Error handling during the management of the S-ASO PDU is described in 4.8.5.3.1.1 and applies here. This would lead to the activation of SA-END Indication service, which is managed by the Dialogue CF as described in 4.3.3.7.1.2.1. According to this description, this would lead to:

a) Activation of a A-ABORT Request primitive,

b) The CF stays in the same state,

iv. SA-START/SA-SEND Indication:

Error handling during the SA-START/SA-SEND Indication management is identical for the whole SV 4 (secured or not) and can be found in 4.2.1.1 Note 5 and Note 6. The error handling is here a local implementation matter.

Fair results of such error handling procedure could range from A-ASSOCIATE Response(-) to A-ABORT Request, with the CF switching to NULL state.

1.4 Description of the application of error handling to the specification of the control function

“Ce n’est pas le langage qui fait les concepts, ce sont les concepts qui font le langage. Et le langage qui les exprime les trahit toujours plus ou moins”. Following Jacques Maritain (in Le Paysan et la Garonne), and in order to verify that the language did not give the concepts away, this part provides a detailed description of (our interpretation of)  the application of the error handling procedures for each event managed by the Dialogue control function.

4.3.3.3.2.2.2 When the D‑START Request is invoked with the Security Requirements parameter set to the abstract value “Exchange supporting key management”.
· The Dialogue CF issues a SA-START Request,

· In case of problem during the activation of the SA-START Request, the Dialogue CF

· takes some locally defined appropriate action (most likely D-PABORT Indication, or negative D-START Confirmation), and

· stays in NULL state.

· Otherwise, the Dialogue CF switches to ASSOCIATION PENDING state.

· In case of problem during SA-START Request,

· the S-ASO returns a SA-END Indication as next event, and

· the Dialogue CF receives the SA-END Indication in ASSOCIATION PENDING state, and manages it according to 4.3.3.7.1

4.3.3.3.2.2.3 When the D‑START Request is invoked with the Security Requirements parameter set to the abstract value “Secured exchange”.

· The Dialogue CF issues a SA-SEND Request,

· In case of problem during the activation of the SA-SEND Request,

· the Dialogue CF takes some locally defined appropriate action (most likely D-PABORT Indication, or negative D-START Confirmation), and

· stays in NULL state,

· Otherwise, the Dialogue CF switches to ASSOCIATION PENDING state.

· In case of problem during SA-SEND Request,

· the S-ASO returns a SA-END Indication as next event.

· the Dialogue CF receives the SA-END Indication in ASSOCIATION PENDING state, and manages it according to 4.3.3.7.1

4.3.3.3.3.2.2 When the D‑START Response is invoked on a dialogue for which security was initially required, with the Security Requirements parameter set to the abstract value “Exchange supporting key management”.

· The Dialogue CF issues a SA-START Response,

· In case of problem during the activation of the SA-START Response, the Dialogue CF

· takes some locally defined appropriate action (most likely P-PABORT Indication and P-UABORT Request), and

· switches to NULL state,

· In case of problem during SA-START Response, the S-ASO returns a SA-END Indication as next event.

· The Dialogue CF receives the SA-END Indication in ASSOCIATION PENDING state, and manages it according to 4.3.3.7.1

4.3.3.3.3.2.3 When the D‑START Response is invoked on a dialogue for which security was initially required, with the Security Requirements parameter set to the abstract value “Secured exchange”.

· The Dialogue CF issues a SA-SEND Request,

· In case of problem during the activation of the SA-SEND Request, the Dialogue CF

· takes some locally defined appropriate action (most likely P-PABORT Indication and P-UABORT Request), and

· switches to NULL state,

· In case of problem during SA-SEND Request, the S-ASO returns a SA-END Indication as next event.

· The Dialogue CF receives the SA-END Indication in ASSOCIATION PENDING state, and manages it according to 4.3.3.7.1

4.3.3.3.4.2.2 When the D‑END Request is invoked on a dialogue implementing support for key management or a secured exchange.

· The Dialogue CF issues a SA-SEND Request,

· In case of problem during the activation of the SA-SEND Request, the Dialogue CF

· takes some locally defined appropriate action (most likely P-PABORT Indication and P-UABORT Request), and

· switches to NULL state,

· In case of problem during SA-SEND Request, the S-ASO returns a SA-END Indication as next event.

· The Dialogue CF receives the SA-END Indication in RELEASE PENDING state, and manages it according to 4.3.3.7.1

4.3.3.3.5.2.3 When the D‑END Response is invoked on a dialogue implementing support for key management or a secured exchange.

· The Dialogue CF issues a SA-SEND Request,

· In case of problem during the activation of the SA-SEND Request, the Dialogue CF

· takes some locally defined appropriate action (most likely P-PABORT Indication and P-UABORT Request), and

· remains in RELEASE PENDING state,

· In case of problem during SA-SEND Request, the S-ASO returns a SA-END Indication as next event.

· The Dialogue CF receives the SA-END Indication in RELEASE PENDING state, and manages it according to 4.3.3.7.1

4.3.3.3.6.2.2 When the D-DATA Request is invoked on a dialogue implementing support for key management or a secured exchange.

· The Dialogue CF issues a SA-SEND Request,

· In case of problem during the activation of the SA-SEND Request, the Dialogue CF

· takes some locally defined appropriate action (most likely P-PABORT Indication and P-UABORT Request), and

· remains in the same (i.e. DATA TRANSFER state, or (if it is the Release Responder) in the RELEASE PENDING) state,

· In case of problem during SA-SEND Request, the S-ASO returns a SA-END Indication as next event.

· The Dialogue CF receives the SA-END Indication in DATA TRANSFER or in RELEASE PENDING state, and manages it according to 4.3.3.7.1

4.3.3.3.7.2.2 When the D-ABORT Request is invoked on a dialogue implementing support for key management or a secured exchange in Data Transfer state.

· The Dialogue CF issues a SA-SEND Request,

· In case of problem during the activation of the SA-SEND Request, the Dialogue CF

· takes some locally defined appropriate action (most likely P-PABORT Indication and P-UABORT Request), and

· remains in the same (i.e. DATA TRANSFER state, or (if it is the Release Responder) in the RELEASE PENDING) state,

· In case of problem during SA-SEND Request, the S-ASO returns a SA-END Indication as next event.

· The Dialogue CF receives the SA-END Indication in DATA TRANSFER state, and manages it according to 4.3.3.7.1

4.3.3.4.1.2.2 When an A‑ASSOCIATE Indication primitive is invoked with the ACSE Requirements parameter present.

· The Dialogue CF provides the SESE PDU to the Security ASO using the SEND-SEI indication pseudo primitive,

· In case of local problem during the provision of the SESE PDU, the Dialogue CF

· takes some locally defined appropriate action (most likely P-PABORT Indication and P-UABORT Request), and

· Remains in the ASSOCIATION PENDING state,

· In case of problem during the management of the SESE PDU by the S-ASO,

· the S-ASO returns a SA-END Indication as next event.

· the Dialogue CF receives the SA-END Indication in ASSOCIATION PENDING state, and manages it according to 4.3.3.7.1

4.3.3.4.2.2.3 When an A‑ASSOCIATE Confirmation primitive is invoked on a dialogue for which security was initially required, with the ACSE Authentication Mechanism Name parameter set to the abstract value “Dialogue supporting key management” or “Secured Exchange”.

· The Dialogue CF provides the SESE PDU to the Security ASO using the SEND-SEI indication pseudo primitive,

· In case of local problem during the provision of the SESE PDU, the Dialogue CF

· takes some locally defined appropriate action (most likely P-PABORT Indication and P-UABORT Request), and

· Remains in the ASSOCIATION PENDING state,

· In case of problem during the management of the SESE PDU by the S-ASO,

· the S-ASO returns a SA-END Indication as next event.

· the Dialogue CF receives the SA-END Indication in ASSOCIATION PENDING state, and manages it according to 4.3.3.7.1

4.3.3.4.2.2.4 When an A‑ASSOCIATE Confirmation primitive is invoked on a dialogue for which security was initially required, with the ACSE Requirements parameter not set, and the Result parameter has the abstract value “accepted”.

· The Dialogue CF issues a SA-END Request, and

Note: As the SA-END Request service is a local service which only aims at removing the security information which pertains to a given association between two peers, the action to be taken case of problem during the activation of the SA-END Request, are purely a local implementation matter

· The Dialogue CF issues a D-START Confirmation, and

· Switches to DATA TRANSFER state.

4.3.3.4.3.2.4 When the A-RELEASE Indication is invoked on a dialogue implementing support for key management or a secured exchange.

· The Dialogue CF provides the SESE PDU to the Security ASO using the SEND-SEI indication pseudo primitive,

· In case of local problem during the provision of the SESE PDU, the Dialogue CF

· takes some locally defined appropriate action (most likely P-PABORT Indication and P-UABORT Request), and

· Remains in the RELEASE PENDING or RELEASE COLLISION state,

· In case of problem during the management of the SESE PDU by the S-ASO,

· the S-ASO returns a SA-END Indication as next event.

· the Dialogue CF receives the SA-END Indication in RELEASE PENDING or RELEASE COLLISION state, and manages it according to 4.3.3.7.1

4.3.3.4.4.2.5 When the A-RELEASE Confirmation is invoked on a dialogue implementing support for key management or a secured exchange, and the Result parameter has the abstract value “affirmative”.

· The Dialogue CF provides the SESE PDU to the Security ASO using the SEND-SEI indication pseudo primitive,

· In case of local problem during the provision of the SESE PDU, the Dialogue CF

· takes some locally defined appropriate action (most likely P-PABORT Indication and P-UABORT Request), and

· Remains in the RELEASE PENDING or RELEASE COLLISION state,

· In case of problem during the management of the SESE PDU by the S-ASO,

· the S-ASO returns a SA-END Indication as next event.

· the Dialogue CF receives the SA-END Indication in RELEASE PENDING or RELEASE COLLISION state, and manages it according to 4.3.3.7.1

4.3.3.4.4.2.6 When the A-RELEASE Confirmation is invoked on a dialogue implementing support for key management or a secured exchange, and the CF is in the RELEASE PENDING state, and the Result parameter has the abstract value “negative”.

· The Dialogue CF provides the SESE PDU to the Security ASO using the SEND-SEI indication pseudo primitive,

· In case of local problem during the provision of the SESE PDU, the Dialogue CF

· takes some locally defined appropriate action (most likely P-PABORT Indication and P-UABORT Request), and

· Remains in the RELEASE PENDING or RELEASE COLLISION state,

· In case of problem during the management of the SESE PDU by the S-ASO,

· the S-ASO returns a SA-END Indication as next event.

· the Dialogue CF receives the SA-END Indication in RELEASE PENDING or RELEASE COLLISION state, and manages it according to 4.3.3.7.1

4.3.3.4.5.2.2 When the A-ABORT Indication is invoked on a dialogue implementing support for key management or a secured exchange, and the CF is in DATA TRANSFER state.

· The Dialogue CF provides the SESE PDU to the Security ASO using the SEND-SEI indication pseudo primitive,

· In case of local problem during the provision of the SESE PDU, the Dialogue CF

· takes some locally defined appropriate action (most likely P-PABORT Indication and P-UABORT Request), and

· Remains in the same state,

· In case of problem during the management of the SESE PDU by the S-ASO,

· the S-ASO returns a SA-END Indication as next event.

· the Dialogue CF receives the SA-END Indication in ASSOCIATION PENDING state, and manages it according to 4.3.3.7.1

4.3.3.4.5.2.3 When the A-ABORT Indication is invoked on a dialogue implementing support for key management or a secured exchange, and the CF is in the ASSOCIATION PENDING, RELEASE PENDING, or RELEASE COLLISION state.

· The Dialogue CF issues a SA-END Request, and

Note: As the SA-END Request service is a local service which only aims at removing the security information which pertains to a given association between two peers, the action to be taken case of problem during the activation of the SA-END Request, are purely a local implementation matter

· Enters in the null state.

4.3.3.4.6.2.2 When an A‑P‑ABORT Indication primitive is invoked on a dialogue implementing support for key management or a secured exchange.

· The Dialogue CF issues a SA-END Request,

Note: As the SA-END Request service is a local service which only aims at removing the security information which pertains to a given association between two peers, the action to be taken case of problem during the activation of the SA-END Request, are purely a local implementation matter

· The Dialogue CF issues a D-PABORT Indication,

· Enters in the null state.

4.3.3.5.2.2.2 When the P‑CONNECT Response primitive is invoked on a dialogue implementing support for key management or a secured exchange, with the P-CONNECT Response Result parameter having the abstract value “acceptance”.

As this statement is equivalent to the preceding (4.3.3.5.2.2.1) one, the same error handling procedure can be considered to be applicable.

4.3.3.5.2.2.3 When the P‑CONNECT Response primitive is invoked on a dialogue implementing support for key management or a secured exchange, with the P-CONNECT Response Result parameter having the abstract value “user-rejection” or “provider-rejection”

· The Dialogue CF issues a P‑CONNECT Response on the Presentation service,

· The Dialogue CF issues a SA-END Request, and

Note: As the SA-END Request service is a local service which only aims at removing the security information which pertains to a given association between two peers, the action to be taken case of problem during the activation of the SA-END Request, are purely a local implementation matter

· Remains in the same state,

4.3.3.5.3.2.2 When a P‑U‑ABORT Request primitive is invoked on a dialogue for which security was initially required, and which is in ASSOCIATION PENDING state, or on a dialogue implementing support for key management or a secured exchange in any other valid state.

· The Dialogue CF issues a SA-END Request,

Note: As the SA-END Request service is a local service which only aims at removing the security information which pertains to a given association between two peers, the action to be taken case of problem during the activation of the SA-END Request, are purely a local implementation matter

· The Dialogue CF issues a P‑DATA Request on the Presentation service, if some user data are present in the P-UABORT Request,

· The Dialogue CF issues a P‑UABORT Request on the Presentation service, if no user data is present in the P-UABORT Request,

· In case of local problem during the activation of either the P‑DATA Request or the P‑UABORT Request, similar error handling procedure as applicable for 4.3.3.5.3.2.1, takes place.

4.3.3.5.5.2.5 When a P‑RELEASE Response primitive is invoked on a dialogue implementing support for key management or a secured exchange , and the CF is in the RELEASE PENDING state, and the Result parameter has the abstract value “affirmative”.

· The Dialogue CF issues a SA-END Request,

Note: As the SA-END Request service is a local service which only aims at removing the security information which pertains to a given association between two peers, the action to be taken case of problem during the activation of the SA-END Request, are purely a local implementation matter

· The Dialogue CF issues a P‑DATA Request on the Presentation service,

· In case of local problem during the activation of either the P‑DATA Request, similar error handling procedure as applicable for 4.3.3.5.3.2.2, takes place.

4.3.3.5.5.2.6 When a P‑RELEASE Response primitive is invoked on a dialogue implementing support for key management or a secured exchange , and the CF is in the RELEASE COLLISION state, and it is the Responder CF.

· The Dialogue CF issues a SA-END Request,

Note: As the SA-END Request service is a local service which only aims at removing the security information which pertains to a given association between two peers, the action to be taken case of problem during the activation of the SA-END Request, are purely a local implementation matter

· The Dialogue CF issues a P‑DATA Request on the Presentation service,

· In case of local problem during the activation of either the P‑DATA Request, similar error handling procedure as applicable for 4.3.3.5.3.2.2, takes place.

4.3.3.6.5.2.3 ATN-App APDU Received

4.3.3.6.5.2.3.2 If the destination ASE is ATN‑App ASE and the dialogue implements support for key management or a secured exchange, and the CF is in the DATA TRANSFER or in the RELEASE PENDING state and is the Release Initiator CF:

· The Dialogue CF provides the SESE PDU to the Security ASO using the SEND-SEI indication pseudo primitive,

· In case of local problem during the provision of the SESE PDU, the Dialogue CF

· takes some locally defined appropriate action (most likely P-PABORT Indication and P-UABORT Request), and

· Remains in the DATA TRANSFER or RELEASE PENDING state,

· In case of problem during the management of the SESE PDU by the S-ASO,

· the S-ASO returns a SA-END Indication as next event.

· the Dialogue CF receives the SA-END Indication in DATA TRANSFER or RELEASE PENDING state, and manages it according to 4.3.3.7.1

4.3.3.7.1.2.1 When a SA-END Indication primitive is invoked, and the CF is in ASSOCIATION PENDING state, and the DS-user is still active and the ACSE provider is not active:

· the Dialogue CF issues a D-PABORT Indication, and
· switches to STA0.
4.3.3.7.1.2.1 When a SA-END Indication primitive is invoked, and the CF is in ASSOCIATION PENDING state, and the DS-user is not active and the ACSE provider is still active:

· the Dialogue CF issues a A-ABORT Request, and
· remains in the same state.
4.3.3.7.1.2.1 When a SA-END Indication primitive is invoked, and the CF is in ASSOCIATION PENDING state, and both the DS-user and the ACSE provider are still active:

· the Dialogue CF issues a P-PABORT Indication, and
· the Dialogue CF issues a P-UABORT Request, and
· remains in the same state.
4.3.3.7.1.2.2 When a SA-END Indication primitive is invoked, and the CF is in DATA TRANSFER, or RELEASE PENDING, or RELEASE COLLISION state and the DS-user is still active and the ACSE provider is not active:

· the Dialogue CF issues a D-PABORT Indication, and
· switches to STA0.
4.3.3.7.1.2.2 When a SA-END Indication primitive is invoked, and the CF is in DATA TRANSFER, or RELEASE PENDING, or RELEASE COLLISION state and the DS-user is not active and the ACSE provider is still active:

· the Dialogue CF issues a A-ABORT Request, and
· remains in the same state.
4.3.3.7.1.2.2 When a SA-END Indication primitive is invoked, and the CF is in DATA TRANSFER, or RELEASE PENDING, or RELEASE COLLISION state and both the DS-user and the ACSE provider are still active:

· the Dialogue CF issues a D-PABORT Indication,
· the Dialogue CF issues a A-ABORT Request, and
· remains in the same state.
4.3.3.7.2.2.1 When a SA-START Indication primitive is invoked, and the CF is in the ASSOCIATION PENDING state

· the Dialogue CF issues a D-START Indication,
· remains in the same state.
4.3.3.7.3.2.1 When a SA-START Confirmation primitive is invoked, and the A-ASSOCIATE Result parameter had the abstract value “accepted”

· the Dialogue CF issues a D-START Confirmation,
· switches to DATA TRANSFER state.
4.3.3.7.3.2.2 When a SA-START Confirmation primitive is invoked, and the A-ASSOCIATE Result parameter had the abstract value “rejected (permanent)” or “rejected (transient)”

· the Dialogue CF issues a D-START Confirmation,
· switches to NULL state.
4.3.3.7.4.2.1 When a SA-SEND Indication primitive is invoked, the CF is the initiator CF, and is in the ASSOCIATION PENDING state, and the A-ASSOCIATE Result parameter had the abstract value “accepted”

· the Dialogue CF issues a D-START Confirmation,
· switches to DATA TRANSFER state.
4.3.3.7.4.2.2 When a SA-SEND Indication primitive is invoked, the CF is the initiator CF, and is in the ASSOCIATION PENDING state, and the A-ASSOCIATE Result parameter had the abstract value “rejected (permanent)” or “rejected (transient)”

· The Dialogue CF issues a SA-END Request,

Note: As the SA-END Request service is a local service which only aims at removing the security information which pertains to a given association between two peers, the action to be taken case of problem during the activation of the SA-END Request, are purely a local implementation matter

· the Dialogue CF issues a D-START Confirmation,
· switches to NULL state.
4.3.3.7.4.2.3 When a SA-SEND Indication primitive is invoked, the CF is the receiver CF, and is in the ASSOCIATION PENDING state, and the dialogue implements support for secured exchange

· the Dialogue CF issues a D-START Indication,
· switches to ASSOCIATION PENDING state.
4.3.3.7.4.2.4 When an SA-SEND Indication primitive is invoked, the CF is the initiator CF, and the A-ASSOCIATE Result parameter had the abstract value “rejected (permanent)” or “rejected (transient)”

· The Dialogue CF issues a SA-END Request,

Note: As the SA-END Request service is a local service which only aims at removing the security information which pertains to a given association between two peers, the action to be taken case of problem during the activation of the SA-END Request, are purely a local implementation matter

· the Dialogue CF issues a D-START Confirmation,
· switches to NULL state.
4.3.3.7.4.2.5 When a SA-SEND Indication primitive is invoked, the CF is in the DATA TRANSFER state, and is not aborting

· the Dialogue CF issues a D-DATA Indication,
· remains in the same state.
4.3.3.7.4.2.6 When a SA-SEND Indication primitive is invoked, the CF is in the DATA TRANSFER state, and the dialogue is aborting

· the Dialogue CF issues a D-ABORT Indication,

· switches to NULL state.
4.3.3.7.4.2.7 When an SA-SEND Indication primitive is invoked, the CF is the release receiver in the RELEASE PENDING state

· the Dialogue CF issues a D-END Indication,
· remains in the same state.
4.3.3.7.4.2.8 When an SA-SEND Indication primitive is invoked, the CF is the release initiator in the RELEASE PENDING state, and the A-RELEASE Result parameter has the abstract value “affirmative”

· The Dialogue CF issues a SA-END Request,

Note: As the SA-END Request service is a local service which only aims at removing the security information which pertains to a given association between two peers, the action to be taken case of problem during the activation of the SA-END Request, are purely a local implementation matter

· the Dialogue CF issues a D-START Confirmation,
· the Dialogue CF issues a P-UABORT Request,
· switches to NULL state.
4.3.3.7.4.2.9 When an SA-SEND Indication primitive is invoked, the CF is the release initiator in the RELEASE PENDING state, and the A-RELEASE Result parameter had the abstract value “negative”

· the Dialogue CF issues a D-END Confirmation,
· remains in the same state.
4.3.3.7.4.2.10 When an SA-SEND Indication primitive is invoked, the CF is the release initiator in the RELEASE PENDING state, and no A-RELEASE primitive was received

· the Dialogue CF issues a D-DATA Indication,
· remains in the same state.
4.3.3.7.4.2.11 When an SA-SEND Indication primitive is invoked, and the A-RELEASE Result parameter had the abstract value “affirmative”, and the CF is in the RELEASE COLLISION state, and it is the Initiator

· The Dialogue CF issues a SA-END Request,

Note: As the SA-END Request service is a local service which only aims at removing the security information which pertains to a given association between two peers, the action to be taken case of problem during the activation of the SA-END Request, are purely a local implementation matter

· the Dialogue CF issues a D-END Confirmation,
· the Dialogue CF issues a P-UABORT Request,
· switches to NULL state.
4.3.3.7.4.2.12 When an SA-SEND Indication primitive is invoked, and the A-RELEASE Result parameter had the abstract value “affirmative”, and the CF is in the RELEASE COLLISION state, and it is the Responder CF

· the Dialogue CF issues a D-END Confirmation,
· the Dialogue CF issues a A-RELEASE Response,
· remains in the same state.
4.3.3.7.4.2.13 When an SA-SEND Indication primitive is invoked, and the CF is in the RELEASE COLLISION state, and it is the Initiator CF, and no A-RELEASE primitive was received

· The Dialogue CF issues a SA-SEND Request,

· In case of problem during the activation of the SA-SEND Request, the Dialogue CF takes some locally defined appropriate action (most likely P-PABORT Indication and P-UABORT Request),

· Remains in the RELEASE COLLISION state,

· In case of problem during SA-SEND Request, the S-ASO returns a SA-END Indication as next event.

· The Dialogue CF receives the SA-END Indication in RELEASE COLLISION state, and manages it according to 4.3.3.7.1.

4.3.3.7.4.2.14 When an SA-SEND Indication primitive is invoked, and the CF is in the RELEASE COLLISION state, and it is the Responder CF, and no A-RELEASE primitive was received

· the Dialogue CF issues a D-END Confirmation,
· remains in the same state.
4.3.3.8.1.2.1 When a SEND-SEI Request pseudo-primitive is invoked, and the CF is in NULL state

· The CF does not take any action.

4.3.3.8.1.2.2 When a SEND-SEI Request pseudo-primitive is invoked on a Dialogue supporting key management, and the CF is in the ASSOCIATION PENDING state, and it is the Initiator CF

· The Dialogue CF issues a A-ASSOCIATE Request,

Note: In case of problem during the management of the AC-ASSOCIATE Request by the ACSE provider, a A-PABORT Indication is issued as next event and is managed as described in 4.3.3.4.6.2.2.

· Remains in the ASSOCIATION PENDING state.

4.3.3.8.1.2.3 When a SEND-SEI Request pseudo-primitive is invoked on a Dialogue supporting secured exchanges, and the CF is in the ASSOCIATION PENDING state, and it is the Initiator CF

· The Dialogue CF issues a A-ASSOCIATE Request,

Note: In case of problem during the management of the AC-ASSOCIATE Request by the ACSE provider, a A-PABORT Indication is issued as next event and is managed as described in 4.3.3.4.6.2.2.

· Remains in the ASSOCIATION PENDING state.

4.3.3.8.1.2.4 When a SEND-SEI Request pseudo-primitive is invoked on a Dialogue supporting key management, and the A-ASSOCIATE Result parameter had the abstract value “accepted”, “rejected (permanent)” or “rejected (transient)”, and the CF is in the ASSOCIATION PENDING state, and it is the Responder CF

· The Dialogue CF issues a A-ASSOCIATE Response,

Note: In case of problem during the management of the AC-ASSOCIATE Response by the ACSE provider, a A-PABORT Indication is issued as next event and is managed as described in 4.3.3.4.6.2.2.

· Remains in the ASSOCIATION PENDING state.

4.3.3.8.1.2.5 When a SEND-SEI Request pseudo-primitive is invoked on a Dialogue supporting secured exchanges, and the A-ASSOCIATE Result parameter had the abstract value “accepted”, “rejected (permanent)” or “rejected (transient)”, and the CF is in the ASSOCIATION PENDING state, and it is the Responder CF

· The Dialogue CF issues a A-ASSOCIATE Response,

Note: In case of problem during the management of the AC-ASSOCIATE Response by the ACSE provider, a A-PABORT Indication is issued as next event and is managed as described in 4.3.3.4.6.2.2.

· Remains in the ASSOCIATION PENDING state.

4.3.3.8.1.2.6 When a SEND-SEI Request pseudo-primitive is invoked, the CF is in the DATA TRANSFER state, and the dialogue is aborting

· the Dialogue CF issues a A-ABORT Request, and
· remains in the same state.
4.3.3.8.1.2.7 When a SEND-SEI Request pseudo-primitive is invoked, the CF is in the DATA TRANSFER state, and the dialogue is not aborting

· the Dialogue CF issues a P-DATA Request, and
Note: In case of problem during the management of the P-DATA Request by the Presentation provider, a P-PABORT Indication is issued as next event and is managed as described in 4.3.3.6.4

· remains in the same state.
4.3.3.8.1.2.8 When a SEND-SEI Request pseudo-primitive is invoked, the CF is the Release Initiator CF, and is in the RELEASE PENDING state, and the dialogue is not aborting

· the Dialogue CF issues a A-RELEASE Request, and
Note: In case of problem during the management of the A-RELEASE Request by the ACSE provider, a A-PABORT Indication is issued as next event and is managed as described in 4.3.3.4.6.2.2

· remains in the same state.
4.3.3.8.1.2.9 When a SEND-SEI Request pseudo-primitive is invoked, the CF is the Release Responder CF, is in the RELEASE PENDING state, and the Result parameter has the value “accepted”

· the Dialogue CF issues a A-RELEASE Response, and
Note: In case of problem during the management of the A-RELEASE Response by the ACSE provider, a A-PABORT Indication is issued as next event and is managed as described in 4.3.3.4.6.2.2

· remains in the same state.
4.3.3.8.1.2.10 When a SEND-SEI Request pseudo-primitive is invoked, the CF is the Release Responder CF, is in the RELEASE PENDING state, and the Result parameter has the value “rejected

· the Dialogue CF issues a A-RELEASE Response, and
Note: In case of problem during the management of the A-RELEASE Response by the ACSE provider, a A-PABORT Indication is issued as next event and is managed as described in 4.3.3.4.6.2.2

· remains in the same state.
4.3.3.8.1.2.11 When a SEND-SEI Request pseudo-primitive is invoked, the CF is the Release Responder CF, is in the RELEASE PENDING state, and no D-END primitive was received

· the Dialogue CF issues a P-DATA Request, and
Note: In case of problem during the management of the P-DATA Request by the Presentation provider, a P-PABORT Indication is issued as next event and is managed as described in 4.3.3.6.4

· remains in the same state.
4.3.3.8.1.2.12 When a SEND-SEI Request pseudo-primitive is invoked, the CF is in the RELEASE COLLISION state

· the Dialogue CF issues a A-RELEASE Response, and
Note: In case of problem during the management of the A-RELEASE Response by the ACSE provider, a A-PABORT Indication is issued as next event and is managed as described in 4.3.3.4.6.2.2

· remains in the same state.

2 Conclusion

Of course, the description of error handling procedures in SV 4 may sometimes lack of precision or suffer from errors, but one main activity of validation should be to correct these imprecision and errors. Anyway, from what precedes, one can conclude that error handling is far from being absent from the SV 4, and, when carefully analysed and applied, it should be enough to support the handling  of errors in the upper layers.

Furthermore, the CENA implementation of the upper layers (full SV 4/Edition 3) did not show any noticeable lack in SV4 concerning the domain of error handling.

A more precise description of what is missing or wrong should be provided in order to improve, if needed, the way errors are handled in the upper layers of the ATN since the introduction of security mechanisms.

