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PRIVATE 
Summary

Progress and prospects of SG3 (Upper Layer Architecture) are presented.

 1.  Introduction
ATNP/WG3 is responsible for Upper Layer Architecture (ULA).  The group is responsible for SARPs Sub-Volume 4 (Upper Layer Communications Service), SARPs Sub-Volume 4 Enhancements (4.8 Secure Dialogue), SARPs Sub-Volume 7 (Directory), and Sub-Volume 9 (Registration).

2.  ATNP/WG3/SG3 Requirements

ATNP/WG3/SG3 in its work plan responds to the following requirements of ATNP/WG1.

Task
Description

B&C
Develop a Security Strategy for the ATN

3.  ATNP/WG3/SG3 Work Plan

ATNP/WG3/SG3 offers the following retrospective of its work plan.

SARPs
Topic
Responsible
WGOW/4 Deliverable

Sub-Volume 4
Secure Dialogue
Mittaux-Biron
9705/ed 3 clause  4.3ter and 4.8

Sub-Volume 4
Naming and Addressing
Kerr
9705/ed 3 clause 4.3bis

Sub-Volume 4
Connectionless Dialogue
Van Trees
9705/ed 3 clause 4.7

Sub-Volume 4
Generic ATN Comms 
Kerr
9705/ed 3 clause 4.9

Sub-Volume 4
ASO-ACSE
Van Trees
 

Sub-Volume 7
Directory
Moulton
9705/ed 3 clause 7

Sub-Volume 9
Registration
Saccone
9705/ed 3 clause 9

4.  WG3 Issues

A. SG3 seeks guidance from its application-users as to the use and optionality of the RER parameter.

B. SG3 needs a completed ICAO Doc 9739/Ed 1 to progress its GM.

5.  Schedule

Observing the work plan, we note that Security, Directory, Naming and Addressing, Connectionless Dialogue, and GACS are all concluding the validation phase.  All are recommended for inclusion in ICAO Doc 9705/Edition 3.

6.  Recommendation

WG3 is invited to approve the work plan provided.
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ATNP/WG3/SG3 Meetings

SG3 held one meeting in the reporting period.  The meeting concerned validation results and Upper-Layer Security.  The meeting was hosted by Gerard Mittaux-Biron (Centre d’Etudes de la Navigation Aerienne).

Attendance

Mike Bigelow, ARINC

Paul Hennig, IATA

Gerard Mittaux-Biron, France

Tony Kerr, Eurocontrol

Jim Simpkins, USA

Stephen Van Trees, USA

1.  Review of SARPs

Review Core SARPs.  There are no Core issues for SV4.

Review ICAO Doc 9705 PDRs.  PDR M0040002 (the extended transport checksum) was discussed.  The view of SG3 was that introducing a new level of transport checksum (high RER – none, medium RER – old checksum, low RER – new checksum) was non-backwards-compatible for no benefit, since all applications using the dialogue service invoke the present checksum.  Two methods were proposed. 1) have the current two levels, using the new checksum to support low RER.  2) abolish the checksum choice, and have all applications supported by the new checksum.  There was strong support for the second option.  It was also noted that 8072 calls for QOS negotiation in a downwards manner only.  Flimsy 1 is an information request on the topic.

Review ICAO Doc 9739.  Tony Kerr had completed edition 3 guidance material as change instructions to present edition of ICAO Doc 9739.  New material is included on naming, canonical encoding, and GACS.  The meeting also asked that new material on P-context be included.

2.   CNS/ATM-2 SARPs

Tony Kerr has care of the CNS/ATM-2 SARPs (yellow pages).  The incorporated enhancements are Generic ATN Comms Service (GACS), Connectionless Dialogue Service (CLDS), Naming and Addressing, and Security.

SG3 is aware of  SG2 work on message sets.  The work on message sets arises from a requirement to identify allowed messages for a pilot.  SG2 responds to an OPLINKP requirement by suggesting the upload of a bitmap of allowable downlinks.  SG3 is of the opinion that what is required is the version of the protocol and  the capability of the message set – this is essentially the same as the OSI profile concept.  This requires a large central list of ATN profiles.  The ATN profiles can then be conveyed in the version arc of the AP-title.

Tony Kerr presented a SysId paper.  There are two different interpretations for the encoding of the AE-qualifier field.  AE-qualiifer is expected to be normally small positive whole number.  In ATN, this is the 8-octet LOC+SYS field.  For security, a canonical encoding is required.  If a negative LOC value is allowed, this would save one octet.  The signed-integer approach (CENA approach) is preferred.  This will be updated by note in Edition 3.

3.  Security

SG3 reviewed and approved Jim Simpkins’ Security Naming Proposal.  All interface issues have been closed between SV4 and SV8, once the SSO calls are updated to allow (PSAP, AP-Title) choice.  The ASN.1 for the interface still does not compile.  

SG3 reviewed Jim Moulton’s State Machine Proposal.   The error handling paper led to a response (WP6), which  incorporates much of error-handling discussion.  The state machine paper was viewed as a redesign, that led to certain corrections in the present state machine.  SG3 held to the view of not adding states to the state machine, although in certain cases this led to predicates indicating state.

A  list of outstanding items (mostly from Jim Simpkins’ paper) was compiled.

4.  Directory

SV VII was not reviewed, due to the editor being in BKK.  It is understood that Jim Moulton has made progress on this.  It was noted that the Directory schema ASN.1 compiles.

Sub-Volume IX (Registration Services) was not reviewed.  

5. Validation
SG3 reviewed the Berlin validation report.  The FAA and CENA contributed updates on validation activities.  SG3 is aware that Security and Directory implementations are well under way.

6. Other meetings
The attention of the meeting was drawn to the AEEC meeting also in Toulouse at the same time.  The AEEC is developing AOC applications over GACS.

SG3 met with AEEC DLK (Paul Hennig).   The topics were entity identification for security (AP title + app-type vs PSAP address), the requirement for CL security, and the use of secure DS without CM.  AEEC will use PSAPs (not AP-titles), so that GACS is authenticated, not the individual AO C application.  This implies that GACS is not to be used for secure ATC applications, except if GACS is modelled as ASO.  The AEEC position was that FANS-1 was a legacy AOC application over GACS, and that its CLNP label would read ‘AOC’.   This position was not agreed by the FAA, who felt that FANS-1 was an ATC application.

8.  Base Standards

There is a query addressed to the maintenance rapporteur with respect to errors in the ASN.1 syntax of connectionless ACSE.. 

9.  WG3 Berlin Prep

SG3 Report (Van Trees)

 SV4/ed 3 Enhancement ("Yellow") Pages (Kerr)

(GMB) App-type check in SA-START

JS compilation queries
ASN.1 changes

SSO-END issue

JS questions

(AJK) Editorial, ISO references

CL “final” arc

PDR M0040002?

Negative SysId and Naming figure

 SV4 Validation (Kerr)

(VT) Updates on FAA

(GMB) Updates on CHARME/FRAVI

(GMB) List of changes since Tokyo

SV4 GM (Kerr)
(JM) P-context issue

(GMB) separate WP on secure dialogue service

(AJK) Negative SysId and Naming figure

Sub-Volume 7 Directory (Moulton)

SV7 Validation (Moulton)

Sub-Volume 9 (Saccone)

FL 1 (WG2 – PDR M00400002)

FL X (WG3 – Guidance Material)

10.  Next Meeting

SG3 eagerly anticipates its next meeting early in 2001at the behest of the new WG-B.

WPs

1 -- Van Trees “Meeting Report”

2 – Kerr “SysId Encoding Issue”

3 – Simpkins “Comments on the Security Enhancement for Sub-Volume IV”

4 – WG2 “Editorial Instructions for the Resolution of PDR M0040002”

5A – Moulton “Proposed Changes to Sub-Volume 4 for Security”

5B – “Proposed State Machine”

6A – Mittaux-Biron “Comments on SV 4”

6B – Issues on Error Handling in SV 4”

Flimsies

FL 1 “WG3/SG3 (Upper Layers Sub-group) reply to WG2 Flimsy 21-5” (M0040002)

FL 2 “Use of the ATN Security Architecture for AOC/GACS”

FL X “Proposed Working Paper to WGW/4 on the Status of the SV IV Guidance Material and Recommendations on how to further progress its development”

