Proposed Changes to Sub-Volume 4 for Security

Introduction
During the course of performing validation efforts on Sub-Volume 4, it became clear that the integration of  the security  functions into the CF was done it such a way as to be confusing and incorrect.  This paper presents an alternative description of the integration in a way that, at least to the author, appears clearer and more complete.

Observations
The first major observation is that all of the security functions performed by the SASE are not end-to-end.  Rather, the CF calls the SASE with the appropriate information and gets back two pieces of information:

· the result of the operation, and

· the operation data (if successful).

(NOTE:
This is not to forget that the SASE does have end-to-end functionality and maintains state information between the two entities.  However, the operation of the SASE is far removed from the operation of the CF and the dialogue service.  In fact, if you look at the operation of the SASE in terms of the CF, there appears little end-to-end considerations.)

The second observation was that the CF description and state tables tried to describe the SASE as if it did have end-to-end properties, and that the SASE was more than a “function-call”.

The third observation was that the CF state table changes were presented without added states, even though it appears that there are state transitions.

The fourth observation was that it appears that error cases are not fully specified.

The fifth observation is that there are no data transfers (apdus) sent between the two end-systems that are entirely security apdus (sa-apdus).  That is, all sa-apdus are sent either in a field of the AARQ/AARE or as a concatenation with a user apdu as a SEQUENCE of apdus.

Description of Changes
By implementing the changes suggested here, there is no requirement for pseudo-primitives or any interface between the communication service provider and the security functions.  Further the security interface becomes entirely “command-response”.

Changes to the SASE service interface
The CF definition was changed to use a different SASE service interface that more closely matches how the CF will use the sercurity functions.

The SA-START service was removed.  In its place, an SA-GEN service was created that generates the key exchange information based upon the supplied parameters.  The service contains only request and response primitives and provides local information to the CF.
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A CF calls this service to obtain key exchange information which it may use in constructing the AARQ.

On failure, proper error handling procedures must be in place.  Since this is not currently in Sub-Volume 4, no assumption was made about how this should be handled.  However, it seems to be appropriate to issue a D-START cfm- with some appropriate error for the D-START req.  How to handle the D-START rsp case is TBD.

(NOTE:
The current specification does not handle the case of the failure in obtaining key exchange information.)  

A new service, SA-VAL was created.  This service consists of only request and response primitives and is used to validate whether the received information is correct.  It is used for all security information exchanges.

SA-VAL

Request
Response

Calling Entity ID

M


Called Entity ID

M


Information Type

M


Key Exchange Information

M


Result


M

The result of this service is either success or failure.  On success, the CF processes the incoming event exactly as before the addition of security.

The SA-SEND service was changed to a simple service that contains only request and response primitives and provides local information to the CF.
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A CF calls this service to obtain authentication information which it may use in constructing the P-DATA pdu.
On failure, proper error handling procedures must be in place.  Since this is not currently in Sub-Volume 4, no assumption was made about how this should be handled.

CF Operation

The CF needs to be modified to show the “command-response” nature of the SASE and the way the information provided by the SASE would be processed in building either pdus or service requests.

For example:

On D-START request:

Error Conditions

The entire Sub-Volume 4 with security needs to have more information on what happens on the failure of security information.

