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SUMMARY

A decision is required as to whether the SysID can validly be encoded as a negative integer when present in ACSE APDUs.  
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1. Introduction

An ambiguity has been identified in the draft Doc. 9705 Edition 3 Sub-Volume 4, in the encoding of SysID as an AE-qualifier value in ACSE APDUs.  From Edition 3, the AE-qualifier is used to convey values of Sys-ID, the unambiguous system identifier that is formed by combining the LOC and SYS fields of the NSAP address.

The ASN.1 type of AE-Qualifier (form 2) in the ACSE standard is INTEGER, with no PER-visible constraints.  For interchange, the value is encoded according to PER standard (X.691) clause 12.2.4.  This refers to clause 10.8, where it is stated (in 10.8.3) that the value is encoded as a 2's-complement-binary-integer.  This in turn is defined in 10.4.  Here, it is stated (in 10.4. 4) that the leading bit, if set, has the negative value -2**n. 

Normally, an AE qualifier would be expected to be a small positive whole number, as evinced by the fact that an AE Title is an Object Identifier formed by adding an AE qualifier to an AP Title, and OID component values are normally small and always positive.

The issue that then arises is: “Can encoded AE-qualifier values validly take negative integer values when used for ATN?”

2. Problem Statement

A unique, canonical encoding is needed for all possible values of the AE-qualifier field in ACSE APDUs.

 [ULCS ed 3] currently states, in 4.3.2.4.4: “When used as an INTEGER value in ACSE primitives and APDUs, the <ae-qualifier> shall be encoded as an unconstrained INTEGER value which is the concatenation of the bits of the 2-octet LOC and the 6-octet SYS fields, with the LOC bits as the most significant.”

There are two opposing viewpoints, and each is discussed in turn:

a) encoded AE-qualifier values must be positive

b) encoded AE-qualifier values may be positive or negative

There is definitely a lack of clarity in the SARPs, as demonstrated by the fact that Airtel chose to encode the Sys-ID in one way, and CENA chose to encode it in another.

2.1 Encoded AE-qualifier values must be positive

The integer encoding is specified in [ULCS ed 3] 4.3.2.4.4, but this does NOT state explicitly that the ae-qualifier is a POSITIVE integer.  4.3.2.4.3, on the other hand, does state that the ae-qualifier is in the range 0..2**64-1 when encoded as an OID component.

It could therefore be assumed that 4.3.2.4.3 does imply that that <ae-qualifier> is a positive integer.  This is also consistent with the encoding of <end-system-id> in 4.3.2.4.1, and with OID sub-identifiers in general.  

So, since we are encoding a positive integer value, the leading bit cannot be 1, and an extra leading octet of all zeros must be inserted if the leading bit of the encoded value would otherwise be 1.

Thus, if LOC had the value Hex “80 00” and SYS had the value Hex “00 00 00 00 00 21”, a Sys-ID of Hex “80 00 00 00 00 00 00 21” would be presented to the ASN.1 encoding routines for encoding as an unconstrained INTEGER.  Since the maximum value of an INTEGER is unbounded, there is nothing to indicate to the encoder that this is a negative value (i.e. there is an implied unlimited number of leading zeroes).  

The value would be encoded as follows:

0
Calling-AE-qualifier: extension bit, no extensions present

0
CHOICE 0 = AE-qualifier-form2 (INTEGER)

0000 1001
Length of Calling-AE-qualifier = 9 octets

0000 0000
(padding to produce non-negative 2’s complement value)

1000 0000


0000 0000


0000 0000


0000 0000


0000 0000


0000 0000


0000 0000


0010 0001


In this case, the INTEGER value of AE-qualifier would be decoded as 263 + 25 + 20, a very large (9.22 x 1018) positive whole number that equates to the hex value 0x”00 80 00 00 00 00 00 00 21”.

Proposed modification to 4.3.2.4.4: 

If this interpretation is accepted, [ULCS ed 3] should be clarified as follows:

"When used as an INTEGER value in ACSE primitives and APDUs, the <ae-qualifier> shall be the positive value, in the range 0..(2**64)-1, that is the concatenation of the bits of the 2-octet LOC and the 6-octet SYS fields, with the LOC bits as the most significant, encoded as an unconstrained INTEGER value.

Note.—  This means that, when the leading bit of LOC has the value 1, the PER-encoded value for Sys-ID will equate to a positive integer value, and a leading octet of all zeroes will be inserted in the PER-encoded value to satisfy the requirements of 2’s complement binary arithmetic."

2.2 Encoded AE-qualifier values may be positive or negative

The opposing view is that nothing in SV4 nor in ACSE does imply that the <ae-qualifier> should be constrained to a positive integer.  This is the view taken by the CENA CHARME interpretation when encoding the <ae-qualifier>.

Furthermore, constraining to positive values does not add anything, except an extra byte sent if the values are negative.

Thus, if LOC had the value Hex “80 00” and SYS had the value Hex “00 00 00 00 00 21”, the Sys-ID would be Hex “80 00 00 00 00 00 00 21” and would be presented to the ASN.1 encoding routines for encoding as an unconstrained INTEGER.  It is known a priori that the Sys-ID field is 8 octets in length, so when the most significant bit is set, this could be interpreted as a negative number.  Since the maximum value of an INTEGER is unbounded, there is nothing to indicate to a general PER encoder that this is a negative value, so an implied unlimited number of leading 1 bits must be added, according to local constraints of the ASN.1 encoder.  

The value would be encoded as follows:

0
Calling-AE-qualifier: extension bit, no extensions present

0
CHOICE 0 = AE-qualifier-form2 (INTEGER)

0000 1000
Length of Calling-AE-qualifier = 8 octets

1000 0000


0000 0000


0000 0000


0000 0000


0000 0000


0000 0000


0000 0000


0010 0001


In this case, the INTEGER value of AE-qualifier would be decoded as -263 + 25 + 20, a very large (‑9.22 x 1018) negative whole number that equates to the hex value 0x”FF 80 00 00 00 00 00 00 21”.

Proposed modification to 4.3.2.4.4: 

If this interpretation is accepted, [ULCS ed 3] should be clarified as follows:

"When used as an INTEGER value in ACSE primitives and APDUs, the <ae-qualifier> shall be taken as a signed value, in the range –263 to +(263-1), that is the concatenation of the bits of the 2-octet LOC and the 6-octet SYS fields, with the LOC bits as the most significant, encoded as an unconstrained INTEGER value.

Note.—  This means that, if the leading bit of LOC has the value 1, the PER-encoded value for Sys-ID will equate to a negative integer value."

2.3 Discussion

The difficulty arises from attempting to encode what is really a fixed-length octet string into a minimum-bit integer field.  This is a constraint of the ACSE protocol.

Since the maximum value of an INTEGER is unbounded, there is nothing to indicate to a general PER encoder that a LOC value of 0x”8000” in the local system is a negative value (i.e. there is an implied unlimited number of leading zeroes).  

However, it is known a priori that the LOC field is 2 octets in length, so when the most significant bit is set, this could be interpreted as a negative value. An implied number of leading 1 bits must be added, according to local constraints of the ASN.1 encoder.  

Thus, in the general case, there may be local implementation difficulties in inputting a negative binary number to the PER encoder for encoding as an integer.

However, allowing negative values would save an octet in some cases, and maybe we can live without the foolish consistency of assuming that AE-qualifiers must be positive when encoded.  

Since the encoded value is merely the representation of an arbitrary octet string, it does not matter whether the resulting INTEGER value is positive or negative, provided the octet string can be encoded and decoded unambiguously.  

On considerations of encoding efficiency, therefore, the “signed integer” encoding in section 2.2 is recommended, unless there are overriding objections from the implementation community.  This would make the Airtel ULS implementation non-conformant.

3. Other Issues

3.1 Inconsistencies in Figure 4.3-2.

Issue:

In figure 4.3-2, 24-bit-address is shown as (1..n).

In 4.3.2.4.1: “For aircraft, the <end-system-id> naming arc shall be the binary value of the 24-bits comprising the ICAO aircraft identifier, expressed as an INTEGER in the range 0..(2^24-1) and encoded as an Object Identifier subidentifier as defined in ISO/IEC 8825-1."

Proposed Solution:

Figure 4.3-2 (and also the same figure in the guidance material) should show <24-bit address> and <sys-id> as (0..n), and not (1..n), since presumably zero is a valid (though unlikely) value for aircraft id and also for LOC+SYS.

A better solution, which is compatible with [ULCS ed 3] 4.3.2.2.3 and 4.3.2.3.5, is to modify Figure 4.3-2 as follows:

Replace “24-bit-address(1..n)” with “24-bit-address(n)”

Replace “Sys-ID (NULL | 1..n)” with “Sys-ID(k)”   (4 occurrences)

Issue:

In Figure 4.3-2, facility-designator is shown as (1..n).

In 4.3.2.4.1; “For ground stations, the encoding of the <end-system-id> naming arc shall be derived from the ICAO facility designator, which is a sequence of characters from the restricted character set (A..Z),..."

Proposed Solution:

Facility designators in Figure 4.3-2 should therefore be (n..m), but this is getting a bit pedantic.

The proposed solution, which is compatible with [ULCS ed 3] 4.3.2.2.3, is to modify Figure 4.3-2 as follows:

Replace “facility-designator(1..n)” with “facility-designator(n)”

Also, for consistency, replace “App-type (0..255)” with “App-type(l)”  (2 occurrences) 

3.2 SysID as an Object Identifier component

Issue:

[ULCS ed3] 4.3.2.4.3 specifies how to encode the Sys-ID when used a the AE-qualifier component of an AETitle object identifier.  However, in SV4, there is nowhere that <ae-qualifier> could be encoded as an object identifier.

Proposed Solution:

There is nowhere in SV4 that the complete AETitle is encoded as an OID, but this may be used by other Sub-Volumes if required.  No change.

3.3 Numeric values in Facility Designators

Issue: 

Is there some sort of inconsistency between the Note in 4.3.2.4.2 a) 3) which states that "0" to "9" values and space can be used in order to encode the <end-system-id>, and the other part of 4.3.2.4.2 which limits the set of acceptable characters to "A" to "Z".?

Proposed Solution:

It is believed that ICAO Docs 7910 and 8585 use only upper-case letters, and no numerics, lower case letters, or other graphic characters.  The [ULCS] note on numeric characters states, in non-normative terms, how the encoding could apply to numeric characters if needed, as there was still some uncertainty as to the permitted character repertoire.  This needs to be confirmed by reference to the ICAO documentation.
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