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Introduction

In the frame of the FRAVI project, CENA is mainly involved in the upper layers (SV 4) and application (SV 2) validation activities.

Briefly stated, our progress in validation activities can be summarised as follows:

1) ATN ASEs
a. With the exception of GACS, the full set of air-ground ATN ASEs conforming to SARPs edition 3 has been developed,

b. Tests campaigns have been conducted between CHARME (Package 1) and FRAVI (Package 2) platforms,

c. No test campaign has been conducted with implementation made outside the DGAC.

2) Upper layers
a. Both connection oriented and connectionless specifications (Dialogue, ACSE, Presentation and Session) have been implemented, with the restriction of the S-ASO which development is still in progress,

b. Tests campaign have been conducted between CHARME (Package 1) and FRAVI (Package 2) platforms,

c. Tests campaign have been conducted between FRAVI (Package 2) and EUROCONTROL platforms.

3) SSO
a. As the development activities in progress do not yet permit to provide inputs for this validation activity of the 8.6, the method adopted was to trace “by hand” the upper layers services activations and the SSO function calls. Results have been provided to WG1/SG2 as input for the 19th meeting.

Development related results, including feedback for the upper layers (Dialogue control function (DCF) and Security ASO (S-ASO)), tests reports…etc, will be presented later. This paper only focuses on the results obtained during the analysis of the SV IV.

This paper proposes a set of comments and modifications aiming at solving these comments.

	Where
	Kind of pb.
	Replace
	With

	4.2.3.2.1 Note 6
	Clarification
	The Security Requirements parameter can take one of the abstract values defined in Table 8.3-1.  "No security" is the default value if not specified by the DS-User.


	The abstract value of the Security Requirements should be identical in the D-START response to the value provided in the D-START indication. The Security Requirements parameter can take one of the abstract values defined in Table 8.3-1.  "No security" is the default value if not specified by the DS-User.



	Delete row in Table 4.3-3
	Useless statement
	5

sa-apdu

Security ASO abstract syntax as defined in 4.8.3


	

	Add in Table 4.3.4, at the intersection between A-Associate cnf- and STA1
	Awful bug
	
	P6 & ~(p4 | p5):

STA0

SA-END req

D-START cnf-

	table 4.3-4, SA-START.cnf STA1 intersection
	Awful bug.
	p11
	p11 & p4:

	table 4.3-4.
	Awful bug.
	p9:
	p9 & p4:

	table 4.3-4, SA-SEND ind STA1 intersection
	Awful bug.
	p1 & p9:
	p1 & p5 & p9:

	table 4.3-4, SA-SEND ind STA1 intersection
	Awful bug.
	p1 & p11:
	p1 & p5 & p11:

	table 4.3-4, SA-SEND ind STA3 intersection
	Awful bug.
	p2 & p9:

STA0

SA-END.req

D-END cnf+
	p2 & p9:

STA0

SA-END.req

D-END cnf+

P-UABORT.req

	table 4.3-4, SA-SEND ind/STA4 intersection
	Awful bug.
	~p1 & ~(p9 & p11):
	~p1 & ~(p9 | p11):

	table 4.3-4, SA-SEND ind/STA4 intersection
	Awful bug.
	p1 & ~(p9 & p11):

STA4

A-RELEASE rsp+
	p1 & ~(p9 | p11):

STA4

SA-SEND req

	table 4.3-4, SA-SEND ind/STA4 intersection
	Awful bug.
	p1 & p9:

STA0

D-END cnf+

P-UABORT req
	p1 & p9:

STA0

SA-END req

D-END cnf+

P-UABORT req

	table 4.3-4, SA-SEND ind/STA4 intersection
	Awful bug.
	~p1 & p9:

STA4

D-END cnf+

A-RELEASE rsp+
	~p1 & p9:

STA4

D-END cnf+

SA-SEND req

	Add in Table 4.3-4, at the intersection between SEND-SEI req and STA4
	Awful bug.
	
	STA4

A-RELEASE rsp+

	4.3.3.3.2.2.2
	Consistency and WG1/SG2 request
	When the D‑START Request is validly invoked with the Security Requirements parameter set to the abstract value “Exchange supporting key management”, the CF shall:


	When the D‑START Request is validly invoked with the Security Requirements parameter set to the abstract value “Secured

dialogue supporting key management”, and the Calling Peer Id parameter is present, the CF shall:

Note 1 --The establishment of a Dialogue supporting a secured exchange mandates the presence of the Calling Peer Id parameter in the D-START Request primitive.

	4.3.3.3.2.2.2 Note
	
	Note --
	Note 2 --

	4.3.3.3.2.2.3
	Consistency and WG1/SG2 request
	When the D‑START Request is validly invoked with the Security Requirements parameter set to the abstract value “Secured exchange”, the CF shall:


	When the D‑START Request is validly invoked with the Security Requirements parameter set to the abstract value “Secured Dialogue”, and the Calling Peer Id parameter is present, the CF shall:

Note 1 --The establishment of a Dialogue supporting a secured exchange mandates the presence of the Calling Peer Id parameter in the D-START Request primitive.

	4.3.3.3.2.2.3 a),
	Inconsistency between SV-4 and SV-8.6
	Retrieve the calling and called entity Ids,
	Retrieve the local and remote entity Ids,

	4.3.3.3.2.2.3 Note
	
	Note --
	Note 2 --

	4.3.3.3.2.2.3 Note
	Inconsistency between SV-4 and SV-8.6
	the Calling AP Title and the Calling AE-Qualifier
	the Local and Remote Entity IDs

	Table 4.3-10
	Inconsistency between SV-4 and SV-8.6
	Called
	Remote

	Table 4.3-10
	Inconsistency between SV-4 and SV-8.6
	Calling
	Local

	4.3.3.3.3.2.1
	Awful bug.
	When a D‑START Response primitive is validly invoked with the Security Requirements parameter absent, or set to the abstract value “No Security”, the CF shall :


	When a D‑START Response primitive is validly invoked on a dialogue for which security was not initially required, with the Security Requirements parameter absent, or set to the abstract value “No Security”, the CF shall :



	4.3.3.3.3.2.2
	Awful bug.
	When the D‑START Response is validly invoked with the Security Requirements parameter set to the abstract value “Exchange supporting key management”, the CF shall:
	When the D‑START Response is validly invoked on a dialogue supporting key management, with the Security Requirements parameter set to the abstract value “Secured dialogue supporting key management”, the CF shall:

	4.3.3.3.3.2.2 b)
	Typo
	Construct a SA-START Request primitive with the following parameters
	Construct a SA-START Response primitive with the following parameters

	4.3.3.3.3.2.2 d)
	Typo
	Enter the ASSOCIATION PENDING state as an initiator CF.
	Remain the ASSOCIATION PENDING state as the responder CF.

	4.3.3.3.3.2.3
	Consistency
	When the D‑START Response is validly invoked on a dialogue for which security was initially required, with the Security Requirements parameter set to the abstract value “Secured exchange”, the CF shall:
	When the D‑START Response is validly invoked on a dialogue for which security was initially required, with the Security Requirements parameter set to the abstract value “Secured Dialogue”, the CF shall:

	4.3.3.3.3.2.3 b)
	Typo
	Construct a SA-START Request primitive with the following parameters
	Construct a SA-START Response primitive with the following parameters

	4.3.3.3.3.2.3 d)
	Typo
	Enter the ASSOCIATION PENDING state as an initiator CF.
	Remain the ASSOCIATION PENDING state as the responder CF.

	4.3.3.3.3.2.3
	Awful bug.
	When the D‑START Response is validly invoked with the Security Requirements parameter set to the abstract value “Secured exchange”, the CF shall:
	When the D‑START Response is validly invoked on a dialogue supporting secured exchanges, with the Security Requirements parameter set to the abstract value “Secured Dialogue”, the CF shall:

	4.3.3.3.3.2.3 a),
	Inconsistency between SV-4 and SV-8.6
	Retrieve the calling and called entity Ids,
	Retrieve the Local and Remote Entity IDs,

	4.3.3.3.3.2.3 Note
	Inconsistency between SV-4 and SV-8.6
	the Calling AP Title and the Calling AE-Qualifier
	the Local and Remote Entity IDs

	Table 4.3-13
	Inconsistency between SV-4 and SV-8.6
	Called
	Remote

	Table 4.3-13
	Inconsistency between SV-4 and SV-8.6
	Calling
	Local

	4.3.3.3.4.2.2 a),
	Deletion
	Retrieve the calling Presentation address
	

	4.3.3.3.4.2.2 b),
	Deletion
	Retrieve the called Presentation address
	

	4.3.3.3.4.2.2 c),
	Inconsistency between SV-4 and SV-8.6
	If available, then retrieve the Calling and Called Peer Ids. If they are not available, then Calling Peer ID and Called Peer ID are not used in the SA-SEND request.
	Retrieve the Local and Remote Entity IDs.

	4.3.3.3.4.2.2 Note
	Inconsistency between SV-4 and SV-8.6
	the Calling Peer ID and Called Peer Id
	the Local and Remote Entity IDs

	Table 4.3-15
	Inconsistency between SV-4 and SV-8.6
	Called
	Remote

	Table 4.3-15
	Inconsistency between SV-4 and SV-8.6
	Calling
	Local

	Table 4.3-15
	Typo
	Requesr
	Request

	4.3.3.3.5.2.3 a),
	Deletion
	Retrieve the calling Presentation address
	

	4.3.3.3.5.2.3 b),
	Deletion
	Retrieve the called Presentation address
	

	4.3.3.3.5.2.3 c),
	Inconsistency between SV-4 and SV-8.6
	If available, then retrieve the Calling and Called Peer Ids. If they are not available, then Calling Peer ID and Called Peer ID are not used in the SA-SEND request.
	Retrieve the Local and Remote Entity IDs.

	4.3.3.3.5.2.3 Note
	Inconsistency between SV-4 and SV-8.6
	the Calling Peer ID and Called Peer Id
	the Local and Remote Entity IDs

	Table 4.3-18
	Inconsistency between SV-4 and SV-8.6
	Called
	Remote

	Table 4.3-18
	Inconsistency between SV-4 and SV-8.6
	Calling
	Local

	4.3.3.3.6.2.2 a),
	Inconsistency between SV-4 and SV-8.6
	Retrieve the Called and Calling entity Ids.
	Retrieve the Local and Remote Entity IDs.

	4.3.3.3.6.2.2 Note
	Inconsistency between SV-4 and SV-8.6
	the Calling Peer ID and Called Peer Id
	the Local and Remote Entity IDs

	Table 4.3-19
	Inconsistency between SV-4 and SV-8.6
	Called
	Remote

	Table 4.3-19
	Inconsistency between SV-4 and SV-8.6
	Calling
	Local

	4.3.3.3.7.2.1
	Awful bug.
	When a D-ABORT Request primitive is validly invoked on a dialogue which does not support security, the CF shall:
	When a D-ABORT Request primitive is validly invoked on a dialogue which does not support security, or on a dialogue implementing support for key management or a secured exchange in ASSOCIATION PENDING, RELEASE PENDING, or RELEASE COLLISION state, the CF shall:

	4.3.3.3.7.2.2 a),
	Inconsistency between SV-4 and SV-8.6
	Retrieve the Called and Calling entity Ids.
	Retrieve the Local and Remote Entity IDs.

	4.3.3.3.7.2.2 Note
	Inconsistency between SV-4 and SV-8.6
	the Calling Peer ID and Called Peer Id
	the Local and Remote Entity IDs

	Table 4.3-21
	Inconsistency between SV-4 and SV-8.6
	Called
	Remote

	Table 4.3-21
	Inconsistency between SV-4 and SV-8.6
	Calling
	Local

	Table 4.3-21
	Typo
	D-DATA User Data parameter
	D-ABORT User Data parameter

	4.3.3.4.1.2.2
	Consistency and WG1/SG2 request
	When an A‑ASSOCIATE Indication primitive is validly invoked with the ACSE Requirements parameter present, the CF shall:

a)
Retrieve the SESE PDU from the ACSE Authentication Value parameter,

b)
Provide the SESE PDU to the Security ASO using the SEND-SEI indication pseudo primitive (see 4.8).


	When an A‑ASSOCIATE Indication primitive is validly invoked with the ACSE Requirements and the Calling Peer Id parameters both present, the CF shall:

            Note 1 -- The establishment of a Dialogue supporting either key management or a secured exchange mandates the presence of the Calling Peer Id parameter in the A-ASSOCIATE Indication primitive.


a) Retrieve the <app-type> arc from the Calling AP Title parameter and check that it is the same as the <app-type> of the local DS-User,

Note 2.— The way the <app-type> of the local DS-User is know by the Dialogue CF is a local implementation matter.


Note 3.— If the <app-type> specified in the Calling AP Title parameter and the <app-type> of the local DS-User are not the same, then appropriate error recovery action shall be taken.



	4.3.3.4.1.2.2 a)
	Typo
	Retrieve the SESE PDU from the ACSE User Information value parameter
	Retrieve the SESE PDU from the ACSE Authentication Value parameter.

	Remove 4.3.3.4.1.2.3
	Duplicate of 4.3.3.4.1.2.2
	4.3.3.4.1.2.3 When an A‑ASSOCIATE Indication primitive is validly invoked with the ACSE Requirements parameter present, the CF shall:



a)
Retrieve the SESE PDU from the ACSE Authentication Value parameter,



b)
Provide the SESE PDU to the Security ASO using the SEND-SEI indication pseudo primitive (see 4.8).


Note 2.— The way the SESE PDU is provided to the Security ASO via the SEND-SEI pseudo primitive activation is a local implementation matter.



c)
Remain in the ASSOCIATION PENDING state.
	

	Table 4.3-25

(First row)
	Typo
	Called
	Calling

	Table 4.3-25

(First and Second rows)
	Typo
	specified
	retrieved

	Table 4.3-25
	WG1/SG2 request
	Severity

Abstract value “Low”


	

	Add after 4.3.3.4.2.2.2 a)
	Inconsistency between SV-4 and SV-8.6
	
	b) If the ACSE Requirements parameter is present, and it indicates that the authentication functional unit is selected, then extract the Authentication‑value parameter.

	4.3.3.4.2.2.3
	
	When an A‑ASSOCIATE Confirmation primitive is validly invoked on a dialogue for which security was initially required, with the ACSE Authentication Mechanism Name parameter set to the abstract value “Dialogue supporting key management” or “Secured exchange”, the CF shall:


	When an A‑ASSOCIATE Confirmation primitive is validly invoked on a dialogue for which security was initially required, with the ACSE Authentication Mechanism Name parameter set to the abstract value “Dialogue supporting key management” or “Secured Dialogue”, the CF shall:

	Insert before existing 4.3.3.4.2.2.4 a)
	Inconsistency between SV-4 and SV-8.6
	
	a)
Retrieve the Calling and Called Entity Ids,

Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.

	Insert before existing 4.3.3.4.5.2.3 a)
	Inconsistency between SV-4 and SV-8.6
	
	a)
Retrieve the Calling and Called Entity Ids,

Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.

	Table 4.3-30
	
	As used in dialogue establishment primitives
	As retrieved in a) above

	Insert before existing 4.3.3.4.6.2.2 a)
	
	
	a)
Retrieve the Calling and Called Entity Ids,

Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.

	Table 4.3-31
	
	As used in dialogue establishment primitives
	As retrieved in a) above

	Insert before existing 4.3.3.5.2.2.3 b)
	Inconsistency between SV-4 and SV-8.6
	
	b)
Retrieve the Calling and Called Entity Ids,

Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.

	Table 4.3-32
	
	As used in dialogue establishment primitives
	As retrieved in b) above

	Insert before existing 4.3.3.5.3.2.2 a)
	Inconsistency between SV-4 and SV-8.6
	
	a)
Retrieve the Calling and Called Entity Ids,

Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.

	Table 4.3-33
	
	As used in dialogue establishment primitives
	As retrieved in a) above

	Insert before existing 4.3.3.5.5.2.5 a)
	Inconsistency between SV-4 and SV-8.6
	
	a)
Retrieve the Calling and Called Entity Ids,

Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.

	Table 4.3-34
	
	As used in dialogue establishment primitives
	As retrieved in a) above

	Insert before existing 4.3.3.5.5.2.6 a)
	Inconsistency between SV-4 and SV-8.6
	
	a)
Retrieve the Calling and Called Entity Ids,

Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.

	Table 4.3-35
	
	As used in dialogue establishment primitives
	As retrieved in a) above

	
	
	If the Calling AP Title parameter is present, extract the Calling Peer Id from it.  If the Calling AP Title contains an <app-type> arc, then extract the Calling Sys‑ID from the Calling AE Qualifier parameter, if present.  If the Calling AP Title parameter is not present, extract the Calling Presentation Address.
	Extract the Calling Peer Id from the Calling AP Title parameter.  Extract the Calling Sys‑ID from the Calling AE Qualifier parameter, if present.

	Insert before existing 4.3.3.7.4.2.2 a)
	Inconsistency between SV-4 and SV-8.6
	
	a)
Retrieve the Calling and Called Entity Ids,

Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.

	Table 4.3-40
	
	As specified  in dialogue establishment primitives
	As retrieved in a) above

	Remove 4.3.3.7.4.2.4
	
	A faire
	

	Table 4.3-43
	
	As specified  in dialogue establishment primitives
	As retrieved in a) above

	Insert before existing 4.3.3.7.4.2.6 a)
	Inconsistency between SV-4 and SV-8.6
	
	a)
Retrieve the Calling and Called Entity Ids,

Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.

	Table 4.3-45
	
	As specified in dialogue establishment primitives
	As retrieved in a) above

	Insert before existing 4.3.3.7.4.2.7 a)
	Inconsistency between SV-4 and SV-8.6
	
	a)
Retrieve the Calling and Called Entity Ids,

Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.

	Table 4.3-46
	
	As specified in dialogue establishment primitives
	As retrieved in a) above

	4.3.3.7.4.2.11
	Awful bug.
	a) Issue the D‑END Confirmation primitive, which was previously formed in response to the reception of an A‑RELEASE Indication primitive, to the DS‑User,
	a)
Retrieve the Calling and Called Entity Ids,

Note.— The syntax of the SA-END parameters is described in 4.8.  The way that the Calling Entity ID and the Called Entity ID are retrieved is a local implementation matter.

b)
Construct a SA-END Request primitive with the following parameters:

Table 4.3‑49.

SA-END Request parameter
ATN value
Calling Entity ID
as retrieved in a) above
Called Entity ID
as retrieved in a) above
c)
Invoke the SA-END Request primitive

d)
Issue the D‑END Confirmation primitive, which was previously formed in response to the reception of an A‑RELEASE Indication primitive, to the DS‑User,

	4.3.3.7.4.2.13 a)
	Awful bug.
	Construct a D-END Confirmation primitive, with the User Data parameter equal to the value of the User Information parameter of the A-RELEASE Indication primitive, if present
	Construct a D-END Confirmation primitive, with the User Data parameter equal to the value of the User Data parameter of the SA-SEND Indication primitive, if present

	4.3.3.7.4.2.13 b)
	
	b) Construct an A-RELEASE Response primitive, with parameter values as follows:

A-RELEASE Response parameter
ISO Status

ATN value
Reason

U

“normal”

User Information

U

Not present

Result

M

“affirmative”

c) Invoke the A-RELEASE Response primitive, and
	b) Retrieve the calling and called Entity Ids,

Note. – The syntax of the SA-SEND parameters is described in 4.8. The way the Calling and the Called Entity Ids are retrieved is a local implementation matter.

c) Construct a SA-SEND Request primitive with the following parameters:

SA-SEND Request parameter
ATN value
Calling Entity ID

as specified in b) above,

Called Entity ID

as specified in b) above,

User Data

Not used

d) Invoke the SA-SEND Request primitive, and

	4.3.3.7.4.2.14 a)
	Awful bug
	Construct a D-END Confirmation primitive, with the User Data parameter equal to the value of the User Information parameter of the A-RELEASE Indication primitive, if present
	Construct a D-END Confirmation primitive, with the User Data parameter equal to the value of the User Data parameter of the SA-SEND Indication primitive, if present

	4.3.3.8.1.1.1
	
	The SEND-SEI Request primitive may be validly invoked by the S-ASO on a dialogue implementing support for key management or a secured exchange, when the CF is in any of the NULL, ASSOCIATION PENDING, DATA TRANSFER, or RELEASE PENDING states; if it is in any other state then appropriate error recovery action shall be taken.
	The SEND-SEI Request primitive may be validly invoked by the S-ASO on a dialogue implementing support for key management or a secured exchange, when the CF is in any of the NULL, ASSOCIATION PENDING, DATA TRANSFER, RELEASE COLLISION or RELEASE PENDING states; if it is in any other state then appropriate error recovery action shall be taken.

	4.3.3.8.1.2.2 e)
	WG1/SG2 request
	If the Calling Peer Id parameter is present, then retrieve the corresponding Calling AP Title.  If, in addition to Calling Peer ID, the optional Calling Sys‑ID parameter is present, then retrieve the corresponding Calling AE‑Qualifier.  If Calling Peer ID is not present, then Calling AP Title and Calling AE-Qualifier are not used in the A-ASSOCIATE request (and they will not then be included in the resulting A-ASSOCIATE-REQUEST (AARQ) APDU),


	Retrieve the Calling AP Title from the Calling Peer Id.  If the optional Calling Sys‑ID parameter is present, then retrieve the corresponding Calling AE‑Qualifier.  If the optional parameter Calling Sys-ID is not present, then Calling AE-Qualifier is not used in the A-ASSOCIATE request (and it will not then be included in the resulting A-ASSOCIATE-REQUEST (AARQ) APDU),

	Insert before existing 4.3.8.1.2.3
	Awful bug
	
	4.3.3.8.1.2.3 When a SEND-SEI Request pseudo-primitive is validly invoked on a Dialogue supporting secured exchanges, and the CF is in the ASSOCIATION PENDING state, and it is the Initiator CF, it shall:



a)
Determine the app‑type as defined for the ATN‑App AE,



b)
Construct the Application Context name, with the value of the "version" arc set equal to the DS‑User Version Number parameter if provided, and set to zero otherwise,



c)
If not specified in the request primitive, retrieve the local Calling Presentation Address,



d)
Determine the Called Presentation Address either directly from the Called Presentation Address parameter if present, or via look‑up from the Called Peer ID and Called Sys‑ID parameters,



e)
If the Calling Peer Id parameter is present, then retrieve the corresponding Calling AP Title.  If, in addition to Calling Peer ID, the optional Calling Sys‑ID parameter is present, then retrieve the corresponding Calling AE‑Qualifier.  If Calling Peer ID is not present, then Calling AP Title and Calling AE-Qualifier are not used in the A-ASSOCIATE request (and they will not then be included in the resulting A-ASSOCIATE-REQUEST (AARQ) APDU),


Note.— The way that the Calling AP Title and the Calling AE-Qualifier are retrieved is a local implementation matter.



f)
Construct an A‑ASSOCIATE Request primitive with the following parameters:

Table 4.3‑50.

A‑ASSOCIATE Request parameter
ISO Status
ATN value
Mode
U
Not used (default value)
Application Context Name
M
As derived in b) above
Application Context Name List
C
Not used
Calling AP Title
U
As derived in e) above
Calling AE Qualifier
U
As derived in e) above
Calling AP Invocation‑identifier
U
Not used
Calling AE Invocation‑identifier
U
Not used
Called AP Title
U
Not used
Called AE Qualifier
U
Not used
Called AP Invocation‑identifier
U
Not used
Called AE Invocation‑identifier
U
Not used
ACSE Requirements
U
symbolic value “authentication”
Authentication‑mechanism Name
U
D-START Request Security Requirements parameter
Authentication‑value
U
SESE PDU transmitted by the S-ASO via the pseudo primitive SEND-SEI Request
User Information
U
Not used
Calling Presentation Address
M
Derived as in c) above
Called Presentation Address
M
Derived as in d) above
Presentation Context Definition List
U
Not used
Default Presentation Context Name
U
Not used
Quality of Service
M
See 4.3.3.3.2.3
Presentation Requirements
U
Not used (default value)
Session Requirements
M
No Orderly Release (NOR), Duplex
Initial Synchronization Point Serial No
C
Not used
Initial Assignment of Tokens
C
Not used
Session‑connection Identifier
U
Not used


g)
Invoke the A‑ASSOCIATE Request primitive



h)
Enter the ASSOCIATION PENDING state as an initiator CF.



	Add after 4.3.3.8.1.2.4 
	
	
	4.3.3.8.1.2.5 When a SEND-SEI Request pseudo-primitive is validly invoked on a Dialogue supporting secured exchanges, and the A-ASSOCIATE Result parameter had the abstract value “accepted”, “rejected (permanent)” or “rejected (transient)”, and the CF is in the ASSOCIATION PENDING state, and it is the Responder CF, it shall:



a)
Construct the Application Context name, with the value of the "version" arc set equal to the DS‑User Version Number parameter if provided, and set to zero otherwise,



b)
Retrieve the responding Presentation Address,



c)
Construct an A‑ASSOCIATE Response primitive with the following parameters:

Table 4.3-53.

A‑ASSOCIATE Response parameter
ISO Status
ATN Value
Application Context Name
M
As derived in a) above
Application Context Name List
C
Not used
Responding AP Title
U
Not used
Responding AE Qualifier
U
Not used
Responding AP Invocation‑identifier
U
Not used
Responding AE Invocation‑identifier
U
Not used
ACSE Requirements
C
symbolic value “authentication”
Authentication‑mechanism Name
U
D-START Response Security Requirements parameter
Authentication‑value
U
SESE PDU transmitted by the S-ASO via the pseudo primitive SEND-SEI Request
User Information
U
Not used
Result
M
D‑START Result parameter
Diagnostic
U
Not used
Responding Presentation Address
M
Derived as in b) above
Presentation Context Definition Result List
C
Not used
Default Presentation Context Result
C
Not used
Quality of Service
M
See 4.3.3.3.2.3
Presentation Requirements
U
Not used (default value)
Session Requirements
M
No Orderly Release (NOR), Duplex
Initial Synchronization Point Serial No
C
Not used
Initial Assignment of Tokens
C
Not used
Session‑connection Identifier
U
Not used


d)
If the D‑START Response Result parameter has the abstract value “accepted”, invoke an A‑ASSOCIATE Response primitive with the Result parameter set to “accepted”, and remain in the ASSOCIATION PENDING state.



e)
If the D‑START Response Result parameter has the abstract value “rejected (permanent)” or “rejected (transient)”, invoke an A‑ASSOCIATE Response primitive with the Result parameter set to the same abstract value, and remain in the ASSOCIATION PENDING state.



	Table 4.3-54 (formerly Table 4.3-52)
	Awful bug
	D-ABORT User Data parameter, if present and not empty.
	SESE PDU provided by the S-ASO via the pseudo primitive SEND-SEI Request.

	Table 4.3-55 (formerly Table 4.3-53)
	Awful bug
	D-END User Data parameter, if present and not empty.
	SESE PDU provided by the S-ASO via the pseudo primitive SEND-SEI Request.

	4.3.3.8.1.2.7
	Awful bug
	a) Using the definition of presentation‑user‑data in  4.3.2.6, encode the D-DATA Request User Data parameter with presentation‑context‑identifier value corresponding to “user‑ase‑apdu”;
	a) Using the definition of presentation‑user‑data in  4.3.2.6, encode the SESE PDU provided by the S-ASO via the pseudo primitive SEND-SEI Request with presentation‑context‑identifier value corresponding to “user‑ase‑apdu”;

	Table 4.3-56 (formerly Table 4.3-54)
	Awful bug
	D-END User Data parameter, if present and not empty.
	SESE PDU provided by the S-ASO via the pseudo primitive SEND-SEI Request.

	Table 4.3-57 (formerly Table 4.3-55)
	Awful bug
	D-END User Data parameter, if present and not empty.
	SESE PDU provided by the S-ASO via the pseudo primitive SEND-SEI Request.

	4.3.3.8.1.2.11
	Awful bug
	a) Using the definition of presentation‑user‑data in  4.3.2.6, encode the D-DATA Request User Data parameter with presentation‑context‑identifier value corresponding to “user‑ase‑apdu”;
	a) Using the definition of presentation‑user‑data in  4.3.2.6, encode the SESE PDU provided by the S-ASO via the pseudo primitive SEND-SEI Request with presentation‑context‑identifier value corresponding to “user‑ase‑apdu”;

	Add after 4.3.3.8.1.2.11
	
	
	4.3.3.8.1.2.12 When a SEND-SEI Request pseudo-primitive is validly invoked, the CF is in the RELEASE COLLISION state, the CF shall:

a) Construct an A-RELEASE Response primitive with parameters values as follows:

A-RELEASE Response parameter
ISO Status

ATN value
Reason

U

“normal”

User Information

U

SESE PDU provided by the S-ASO via the pseudo primitive SEND-SEI Request.

Result

M

“affirmative”

b) Invoke the A-RELEASE Response primitive, and

c) Remain in the RELEASE COLLISION state.


	Table 4.6-18
	Consistency
	Dialogue supporting key management

iso(1) identified-organisation(2) icao(27) atn-security-requirements(5) identifiers(3) 1

Secured Exchange

iso(1) identified-organisation(2) icao(27) atn-security-requirements(5) identifiers(3) 2


	Secured dialogue supporting key management

iso(1) identified-organisation(2) icao(27) atn-security-requirements(5) identifiers(3) 1

Secured Dialogue

iso(1) identified-organisation(2) icao(27) atn-security-requirements(5) identifiers(3) 2



	Table 4.8-2
	Inconsistency between SV-4 and SV-8.6
	Calling Entity ID
	Local Entity ID

	Table 4.8-2
	Inconsistency between SV-4 and SV-8.6
	Called Entity ID
	Remote Entity ID

	4.8.3.4 Note 1
	
	Note 1 – Calling Entity ID
	Note 1 – Local Entity ID

	4.8.3.4 Note 1
	Potential impact of WG1/SG2-19 new requirements
	The initiating SA-user is identified by specifying either a name or an address in the SA-START request primitive.  The SA-user therefore specifies a value for one, and only one, of the Calling Peer ID (with optional Sys-ID) and Calling Presentation Address parameters in the SA-START request primitive.

 The syntax of the Calling Entity ID parameter, is defined in 4.2.3.2.1, Note 4.
	The initiating SA-user is identified by specifying an AP-Title in the SA-SEND request primitive.

	4.8.3.4 Note 2
	Potential impact of WG1/SG2-19 new requirements
	The SA-user identifies the intended peer SA-user by specifying either a name or an address in the SA-START request primitive.  The SA-user therefore specifies a value for one, and only one, of the Called Peer ID (with optional Sys-ID) and Called Presentation Address parameters in the SA-START request primitive.

 The syntax of the Called Entity ID parameter, is defined in 4.2.3.2.1, Note 4.
	The SA-user identifies the intended peer SA-user by specifying an AP-Title in the SA-SEND request primitive.

	Table 4.8-3
	Inconsistency between SV-4 and SV-8.6
	Calling Entity ID
	Local Entity ID

	Table 4.8-3
	Inconsistency between SV-4 and SV-8.6
	Called Entity ID
	Remote Entity ID

	Delete row in Table 4.8-3
	
	Severity

M

M


	

	4.8.2.1 Note 1
	Potential impact of WG1/SG2-19 new requirements
	Note 1.— Calling Entity ID


The initiating SA-user is identified by specifying either a name or an address in the SA-END request primitive.  The SA-user therefore specifies a value for one, and only one, of the Calling Peer ID (with optional Sys-ID) and Calling Presentation Address parameters in the SA-END request primitive.

 The syntax of the Calling Entity ID parameter is defined in 4.2.3.2.1, Note 4.


	Note 1.— Local Entity ID


The local SA-user is identified by specifying an AP-Title in the SA-END request primitive.

	4.8.2.1 Note 2
	Potential impact of WG1/SG2-19 new requirements
	Note 2.— Called Peer ID and Presentation Address

The SA-user identifies the intended peer SA-user by specifying either a name or an address in the SA-END request primitive. The SA-user therefore specifies a value for one, and only one, of the Called Peer ID (with optional Sys-ID) and Called Presentation Address parameters in the SA-END request primitive.

 The syntax of the Called Entity ID parameter is defined in 4.2.3.2.1, Note 3.

	Note 2.— Remote Entity ID

The SA-user identifies the remote peer SA-user by specifying an AP-Title in the SA-END request primitive.

	Delete 4.8.2.1 Note 3
	WG1/SG2 request
	Note 3.— Severity

The Severity parameter identifies whether the SA-END invocation is the result of normal operation or of an exception condition.  Possible abstract values are "Low" and "High",


	

	Correct and move from outside the definition of the atnSecurity Exchanges to inside the module definition.
	
	SecuredATNULs-Abstract-Syntax
ABSTRACT-SYNTAX::= {


SESEapdus {



{atnEstablishSE | atnProtectSignSE}, NoInvocationId


}

IDENTIFIED BY { secids abstract-syntax(1) }
	SecuredATNULs-Abstract-Syntax
ABSTRACT-SYNTAX::= {


SESEapdus {



{atnEstablishSE | atnProtectSignSE | ...}, {NoInvocationId}


}

IDENTIFIED BY { secids abstract-syntax(1) }

	Insert in 4.8.4.1 after the import of notation
	
	
	
AlgorithmIdentifier FROM


AuthenticationFramework {joint-iso-itu-t ds(5) module(1) authenticationFramework(7) 2}

	4.8.4.1
	
	
ATNCertificates FROM


ATN_PKI_Version2
	
ATNCertificates FROM


ATN-PKI-Version2

	Delete in 4.8.4.1
	
	
ATNSignature, ATNProtectSign FROM


ATNSSO ;
	

	Insert in 4.8.41 after the definition of ATNEstablish
	
	
	ATNSignature ::= SEQUENCE {


algorithmId AlgorithmIdentifier OPTIONAL,


validity CHOICE {



timeStamp UTCTime,



random INTEGER,

                         …


} OPTIONAL,


appendix CHOICE {



ecdsa-Signature BIT STRING,



hmac-Tag OCTET STRING (20, …),

                         …


}

}

	Insert in 4.8.41 after the definition of atnProtectSign
	
	
	ATNProtectSign ::= SEQUENCE {


algorithmId AlgorithmIdentifier OPTIONAL,


unprotected OCTET STRING OPTIONAL,


appendix CHOICE {



ecdsa-Signature BIT STRING,



hmac-Tag OCTET STRING (20, …),

                         …


}

}

	4.8.5.2.2.1.1 a)
	WG1/SG2 request
	Ecdsa-with-SHA1
	atnSignature

	4.8.5.2.2.1.1 b)
	Awful bug
	Certificate of the local
	Certificate path of the local

	4.8.5.2.2.1.1 c)
	Awful bug
	Certificate of the local
	Certificate path of the local

	Table 4.8-6
	WG1/SG2 request
	Algorithm Identifier
	Appendix Type

	Delete 4.8.5.2.2.1.1 e)
	Simplification
	1) the SA-START Request Calling Entity ID parameter as the ATNEstablish callingPeerId field,
	

	4.8.5.2.2.2.1 a) 2)
	WG1/SG2 request
	Ecdsa-with-SHA1
	atnSignature

	Delete 4.8.5.2.2.2.1 e) and Table 4.8-9.
	WG1/SG2 request
	
e) request the computation of the session key by activating the SSO-SessionKey function with the following parameters:

Table 4.8‑9.

SSO-SessionKey function parameter
ATN value
Calling Peer
Calling EntityID
Called Peer
Called EntityID
Certificate Path
set to the value retrieved in c)

	

	4.8.5.2.2.2.2 a) 2)
	WG1/SG2 request
	hmac-with-SHA1-32
	atnMAC

	Delete 4.8.5.2.2.2.2 c) and Table 4.8-10
	WG1/SG2 request
	c) trigger the computation or retrieval of the session key by activating the SSO-SessionKey function with the following parameters:

Table 4.8‑10.

SSO-SessionKey function parameter
ATN value
Calling Peer
Calling EntityID
Called Peer
Called EntityID
Certificate Path
set to the value retrieved in b)

	

	4.8.5.2.2.2.2 d)
	Awful bug
	SA-START Indication
	SA-START Confirmation

	4.8.5.2.2.2.3 a) 2)
	WG1/SG2 request
	Ecdsa-with-SHA1
	atnSignature

	4.8.5.2.2.2.2 a) 3)
	WG1/SG2 request
	hmac-with-SHA1-32
	atnMAC

	Table 4.8-11
	
	Table 4.8-11
	Table 4.8-9

	Delete 4.8.5.2.2.2.2 b) and Table 4.8-12
	WG1/SG2 request
	b) if either the Calling EntityID or the Called EntityID refers to an airborne entity, trigger the computation or retrieval of the session key by activating the SSO-SessionKey function with the following parameters:

Table 4.8‑12.

SSO-SessionKey function parameter
ATN value
Calling Peer
Calling EntityID
Called Peer
Called EntityID
Certificate Path
not used

	

	Table 4.8-13
	
	Table 4.8-13
	Table 4.8-10

	Table 4.8-13
	Inconsistency between SV-4 and SV-8.6
	Calling Peer
	Remote peer

	Table 4.8-13
	Inconsistency between SV-4 and SV-8.6
	Called EntityID
	Local peer

	4.8.5.2.2.2.3 c) 1)
	Inconsistency between SV-4 and SV-8.6
	Calling Peer
	Remote peer

	4.8.5.2.2.2.3 c) 2)
	Inconsistency between SV-4 and SV-8.6
	Called Peer
	Local peer

	4.8.5.2.2.3.1 a)
	WG1/SG2 request
	hmac-with-SHA1-32
	AtnMAC

	4.8.5.2.2.3.1 b)
	Awful bug
	b) get the key agreement public key certificate of the local system by activating the SSO-GetCertificatePath function with the following parameters:
	b) If the Called Entity ID refers to a ground entity, then get the key agreement public key certificate path of the local system by activating the SSO-GetCertificatePath function with the following parameters:

	Table 4.8-14
	
	Table 4.8-14
	Table 4.8-11

	Table 4.8-15
	
	Table 4.8-15
	Table 4.8-12

	Delete 4.8.5.2.2.3.1 d)
	Simplification
	1) the SA-START Response Calling Entity ID parameter as the ATNEstablish callingPeerId field,
	

	4.8.5.2.2.3.1 d)
	Awful bug
	3) the key agreement public key certificate retrieved in b) as the ATNEstablish calledKACertificate field.


	2) If the Called Entity ID refers to a ground entity, the key agreement public key certificate retrieved in b) as the ATNEstablish calledKACertificate field.

	Table 4.8-16
	
	Table 4.8-16
	Table 4.8-13

	Table 4.8-17
	
	Table 4.8-17
	Table 4.8-14

	Delete row in Table 4.8.14
	WG1/SG2 request
	Fatality

abstract value "low"


	

	Table 4.8-12
	Inconsistency between SV-4 and SV-8.6
	Calling Peer
	Local peer

	Table 4.8-12
	Inconsistency between SV-4 and SV-8.6
	Called EntityID
	Remote peer

	4.8.5.2.2.4.1 b)
	Inconsistency between SV-4 and SV-8.6
	b) invoke the SA-END Indication containing the Calling Entity ID and Called Entity ID as the SA-END Indication Calling Entity ID and Called Entity ID parameter values.
	b) invoke the SA-END Indication containing the Local Entity ID and Remote Entity ID as the SA-END Indication Local Entity ID and Remote Entity ID parameter values.



	Table 4.8-18
	
	Table 4.8-18
	Table 4.8-15

	Delete row in Table 4.8.15
	WG1/SG2 request
	Fatality

abstract value "low"


	

	Table 4.8-15
	Inconsistency between SV-4 and SV-8.6
	Calling Peer
	Local peer

	Table 4.8-15
	Inconsistency between SV-4 and SV-8.6
	Called EntityID
	Remote peer

	4.8.5.2.2.5.1 b)
	Inconsistency between SV-4 and SV-8.6
	b) invoke the SA-END Indication containing the Calling Entity ID and Called Entity ID as the SA-END Indication Calling Entity ID and Called Entity ID parameter values.
	b) invoke the SA-END Indication containing the Local Entity ID and Remote Entity ID as the SA-END Indication Local Entity ID and Remote Entity ID parameter values.



	4.8.5.2.2.6.1 a)
	Awful bug
	Checking
	Generating

	4.8.5.2.2.6.1 a) 1)
	WG1/SG2 request
	hmac-with-SHA1-32
	atnMAC

	4.8.5.2.2.6.1 a) 2)
	WG1/SG2 request
	Ecdsa-with-SHA1
	atnSignature

	Delete 4.8.5.2.2.6.1 b) and Table 4.8-19
	WG1/SG2 request
	b) if either the Calling EntityID or the Called EntityID refers to an airborne entity, trigger the computation or retrieval of the session key by activating the SSO-SessionKey function with the following parameters:

Table 4.8‑19.

SSO-SessionKey function parameter
ATN value
Calling Peer
Calling EntityID
Called Peer
Called EntityID
Certificate Path
not used

	

	Table 4.8-20
	
	Table 4.8-20
	Table 4.8-16

	Table 4.8-16
	Inconsistency between SV-4 and SV-8.6
	Calling Peer
	Local Peer

	Table 4.8-16
	Inconsistency between SV-4 and SV-8.6
	Called Peer
	Remote Peer

	Table 4.8-21
	
	Table 4.8-21
	Table 4.8-17

	4.8.5.2.2.8.1 a)
	Inconsistency between SV-4 and SV-8.6
	a) add the Called Entity ID and Calling Entity ID parameters, for correlation with the appropriate Dialogue Service primitives,


	a) add the Called Entity ID and Calling Entity ID, or Local and Remote Entity ID parameters, for correlation with the appropriate Dialogue Service primitives,



	4.8.5.2.2.9.1 a)
	Inconsistency between SV-4 and SV-8.6
	a) extract the Called Entity ID, Calling Entity ID, and User Data parameters, and save them for later correlation with the output resulting from the SESE processing,


	a) extract the Called Entity ID, Calling Entity ID, Local Entity ID, Remote Entity ID and User Data parameters, and save them for later correlation with the output resulting from the SESE processing,

	Table 4.8-23
	
	Table 4.8-23
	Table 4.8-18

	4.8.5.3.1.1 b)
	WG1/SG2 request
	b) invoke SA-END service indication with the Severity parameter set to the abstract value "High".

	b) invoke SA-END service indication.


	4.8.6.1.1
	
	The specification of the SESE protocol supported shall be as defined in Table 4.8‑24.
	The specification of the SESE protocol supported shall be as defined in Table 4.8‑19.

	Table 4.8-24
	
	Table 4.8-24
	Table 4.8-19

	4.8.6.3.1
	
	The SESE Protocol data units supported shall be as specified in Table 4.8‑25.
	The SESE Protocol data units supported shall be as specified in Table 4.8‑20.

	Table 4.8-25
	
	Table 4.8-25
	Table 4.8-20

	4.8.6.3.2.1.1
	
	The parameters in the SETR APDU shall be supported as specified in Table 4.8‑26.
	The parameters in the SETR APDU shall be supported as specified in Table 4.8‑21.

	Table 4.8-26
	
	Table 4.8-26
	Table 4.8-21

	4.8.6.3.2.2.1
	
	The parameters in the SEAB APDU shall be supported as specified in Table 4.8‑27.
	The parameters in the SEAB APDU shall be supported as specified in Table 4.8‑22.

	Table 4.8-27
	
	Table 4.8-27
	Table 4.8-22

	4.8.6.3.2.3.1
	
	The parameters in the SEPA APDU shall be supported as specified in Table 4.8‑28.
	The parameters in the SEPA APDU shall be supported as specified in Table 4.8‑23.

	Table 4.8-28
	
	Table 4.8-28
	Table 4.8-23

	4.8.6.3.2.3.2
	
	The “Problem Code” parameter in the SEPA APDU shall be as specified in Table 4.8‑29.
	The “Problem Code” parameter in the SEPA APDU shall be as specified in Table 4.8‑24.

	Table 4.8-29
	
	Table 4.8-29
	Table 4.8-24

	4.8.6.4.1
	
	The supported abstract syntax shall be as defined in Table 4.8‑30.
	The supported abstract syntax shall be as defined in Table 4.8‑25.

	Table 4.8-30
	
	Table 4.8-30
	Table 4.8-25

	4.8.6.5.1
	
	The supported application context shall be as defined in Table 4.8‑31.
	The supported application context shall be as defined in Table 4.8‑26.

	Table 4.8-31
	
	Table 4.8-31
	Table 4.8-26

	4.8.6.6.2
	
	The supported classes of security exchanges shall be as defined in Table 4.8‑32.
	The supported classes of security exchanges shall be as defined in Table 4.8‑27.

	Table 4.8-32
	
	Table 4.8-32
	Table 4.8-27

	4.8.6.6.3
	
	The supported security exchanges shall be as defined in Table 4.8‑33.
	The supported security exchanges shall be as defined in Table 4.8‑28.

	Table 4.8-33
	
	Table 4.8-33
	Table 4.8-28

	4.8.6.6.4.1
	
	The security exchange item “Directory Authentication Exchange (one way)” shall be supported as specified in Table 4.8‑34.
	The security exchange item “Directory Authentication Exchange (one way)” shall be supported as specified in Table 4.8‑29.

	Table 4.8-34
	
	Table 4.8-34
	Table 4.8-29

	4.8.6.6.5.1
	
	The security exchange item “Directory Authentication Exchange (two ways)” shall be supported as specified in Table 4.8‑35.
	The security exchange item “Directory Authentication Exchange (two ways)” shall be supported as specified in Table 4.8‑30.

	Table 4.8-35
	
	Table 4.8-35
	Table 4.8-30

	4.8.6.6.6.1
	
	The security exchange item “Simple Negotiation Exchange” shall be supported as specified in Table 4.8‑36.
	The security exchange item “Simple Negotiation Exchange” shall be supported as specified in Table 4.8‑31.

	Table 4.8-36
	
	Table 4.8-36
	Table 4.8-31

	4.8.6.6.7
	
	The security exchange “secids modules(2) atn-security-exchange(1) atn-establish(1)” shall be supported as specified in Table 4.8‑37.
	The security exchange “secids modules(2) atn-security-exchange(1) atn-establish(1)” shall be supported as specified in Table 4.8‑32.

	Table 4.8-37
	
	Table 4.8-37
	Table 4.8-32

	4.8.6.6.8
	
	The security exchange “secids  modules(2) atn-security-exchange(1) atn-protect-sign(2)” shall be supported as specified in Table 4.8‑38.
	The security exchange “secids  modules(2) atn-security-exchange(1) atn-protect-sign(2)” shall be supported as specified in Table 4.8‑33.

	Table 4.8-38
	
	Table 4.8-38
	Table 4.8-33


