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	Summary

	The use of the ATN has long been accepted as the recommended underlying network for the connection of AMHS MTAs internationally. The target AMHS architecture requires other supporting services that also need to interconnect internationally (eg Directory Services, Systems Management). In examining the ways in which these support services might operate, and in considering what products are available as COTS, it is clear that for Ground-Ground use, the ATN and OSI protocols have been surpassed by Internet Protocols. 

Given the current status and plans for implementation of AMHS and the eventual move to the target architecture over the next 1 - 5 years it would appear prudent to examine whether IP based protocols can be used for other Ground-Ground applications. Failure to address these issues now will inevitably result in non-compliant implementations arising from State/regionally led unilateral implementations, driven by the requirement for low cost, high performance, upgradable services that are available, and for which there is active ongoing support and a development path.

There is a need to ensure that the SARPs are brought into line with what ATSOs would wish to implement and are not seen as arcane and restrictive. The choice is to act now and update the SARPs within the next two years in parallel and in support of AMHS implementation; or to do nothing now and at some stage in the future fight a rear-guard action to retrospectively fit the standards to the installed base. 

This paper is drawn from experience with AMHS, but the questions it raises are applicable to the entire ATN and in particular the supporting Directory, Security and Systems Management services.


1 Introduction

1.1 Background

The views expressed in this paper are the result of the consideration of the implementation of AMHS gained from NATS involvement in the SPACE
 project. They also reflect the way in which NATS sees the implementation of AMHS proceeding from its involvement in the EUR region AFSG and FPG groups.

Although the detailed arguments present in this paper are based on AMHS, a wider impact on all ATN applications is possible. Readers are requested to consider the wider implications and applicability in areas that they may be more familiar with than the author.

1.2 AMHS architecture

The AMHS Service is described (in the SARPs - Doc 9705) with two levels of service: Basic and Extended, although the target architecture is the 'Extended Services'. AMHS subsetting rules were considered in the SG A3 meeting in June 2001. It was concluded that there were various subsets that could be implemented in moving from the basic to the extended services, but that the ultimate goal was the extended service. 

When considering the requirements for international connectivity of the services:

Basic AMHS has the need for: 

· MTA - MTA connectivity.

Extended AMHS requires in addition:

· An interconnected Directory Service

· Interconnected Certificate infrastructure

· Interconnected Systems Management with access to XMIBs

Irrespective of how a State reaches the target architecture, this should be the goal. Long-term planning and decisions should be to this goal, not the intermediate subsets and certainly not the initial basic service.

1.3 Choices

It is very easy to consider the basic services in isolation and to look at the early implementations as simply interconnected MTAs. This is understandable as States initial aim is to implement AMHS and the introduction and indeed operation of the extended services is seen as taking place ‘some time in the future’ and requires considerable international work to define international modes of operations prior to any implementation.

The danger of separating the basic and extended services is that the long-term goal is not being considered sufficiently when looking at the options available for the basic services - particularly in the choice and architecture of the underlying network. Further without consideration of the target architecture there will be significant obstacles and expense encountered by States when they come to look to the implementation of the target architecture.

The complete picture

Figure 2‑1 illustrates the long-term connectivity for a State having implemented the target architecture (shown on the left-hand side) connecting to services in other States (shown on the right).  The initial basic architecture is shown in the centre against a brown background.
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Figure 2‑1 Target AMHS architecture showing in detail 1 State and international connectivity

Observation: The most striking thing about the diagram is the complexity of the connectivity and number of connections.

The State architecture comprises:

· An AMHS MTA with Message Store

· AMHS UAs connected either directly to the MTA or to the MS using either a permanent or dial up connection

· An AMHS/AFTN Gateway making use of the directory for address translation

· An (existing AFTN switch and AFTN terminals/systems)

· A Directory Server being used for address translation, Local access control and storage of Security attributes

· A server acting as or providing access to a certificate server

· A national Systems Management infrastructure integrated with the network management function

· The national infrastructure will (most likely) be connected over the same homogeneous network.

Six major international traffic flows are shown (depicted by broken lines), numbered to correspond with the following list:

1. AFTN Switch connectivity (As in existing ie pre AMHS architecture), this should be regarded as the legacy protocol that will ultimately be replaced entirely by AMHS

2. AMHS MTA-MTA applicable to basic and target architecture

3. Certificate Server and  possibly international security exchanges

4. Systems Management connectivity - Interrogating other States XMIBs, providing 'read' access to XMIBs for other States

5. Directory Server - With both high volume - intermittent replication type traffic and low volume frequent lookups via referral. 

6. Interchange of ancillary Configuration, Administrative, Routeing, Accounting, Support and adhoc data - ie a 'management' network

This figure is complex but it does aim to show the interconnectivity of Components/Services for supporting AMHS Ground-Ground communications.

It is clear from the figure that there are multiple traffic exchanges with different QoS requirements. Flow 1 (AFTN) already exists. Flows 2-5 are all new and carry operational traffic, it would appear reasonable to assume that these will all be implemented over the same international network. Flow 6 is less well defined and of more of an administrative nature, it will carry operational related traffic, and is likely to originate or be destined for an operational platform. It should not be run in an adhoc fashion via the Internet.

1.4 Question to be considered by States

· What is the most suitable network infrastructure to provide the national network?

· What is the most cost-effective means of providing the overall service?

· Do the International and National networks have to be the same?

· What network will the COTS products for Directory, Security and Systems Management work with?

· Should all international traffic be over the same network?

· What international guidance is there from the SARPs?

· What network are available in current AMHS MTAs and AFTN/AMHS gateways?

· Is an ISO based ATN network or and Internet IP network more suitable?

To answer the above question a State must have the full picture of what it is intending to deploy and not a blinkered view 'start with the basic services and the rest can be added easily'. 

These questions are primarily for States to answer for themselves. However, the ATNP should ensure that the SARPs and Guidance material contain practicable and implementable recommendations. If they do not do so, States are more likely to implement non-compliant systems, a proliferation of variations both nationally and internationally resulting in a series of bilateral State or regional agreements. In short chaos.

1.5 Why is ATN no longer the most appropriate for AMHS?

AMHS (as the target architecture) and in particular Ground-Ground services exhibit completely different characteristics to Air-Ground.

· Ground-Ground has a lower safety requirement

· The applications are not limited to the ATC/Airline community

· There is no restriction on bandwidth

· Products are widely available 

· Products are substantially cheaper - even free

· Network products and indeed networks themselves are widespread

· Applications are not 'leading edge' and similar traffic volumes are widely handled by many organisations.

· They can be deployed from COTS products

· In summary - the Ground-Ground service do not need to be 'Air' specific or bespoke

· IP is being implemented by States nationally

· IP is being planned internationally (eg OLDI by iPAX
)

There has been substantial investment and take-up of IP based services since the ATNP decided on the ISO route.

1.6 Consideration of all ATN applications

In a paper expounding the need to look at the ‘full picture’ it would to be wrong to concentrate on the single ATN application - AMHS. Discussions up to this point have drawn on the experience gained in planning AMHS implementation but consideration of the entire ATN applications should be made and in particular the requirements of the Air-Ground applications.

Figure 2‑2 illustrates an air-ground application. The aircraft establishes a communications session using Context Management that requires the services of Directory and Security/Certificate servers. There is a need for some Ground-Ground exchange that may or may not cross States. Similarities with Figure 2‑1 are intentional and in particular the location and interconnection of the supporting services.
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Figure 2‑2 Target Air-Ground connectivity

1.7 What is the driving force behind the choice of network protocol?

1.7.1 National influence

The focus and drivers for implementation are primarily National not International. This applies not only to services forming the extended services but also the basic AMHS implementation. Considering Figure 2‑1, it highly likely that the State connectivity will be provided over a single network. Internationally it makes economic and operational sense to use the same network.

 Interoperability with other States is the secondary driver at a technical (protocol) level. At the organisational level, there is no international agreement on modus operandi for extended services. The choice of networks and protocols is secondary and can only follow when the organisational issues have been resolved. Although there is a little of  'Chicken and Egg' here the premature agreement on protocols reduces flexibility, particularly if the protocol chosen is not on an evolutionary path, and deployment is sparse.

1.7.2 Considering Directory Services:

Within the SPACE project a means for the distribution of address has been seen as essential and a procedural model developed. The evolution into a mechanism supported by a network using agreed protocols is seen as a major step. One that is dependent on the requirements generated from the organisational model, and a step that will follow sometime behind national implementation, (manual procedures being acceptable in the early years or until there is a substantial installed State base).  

For a State implementation of Directory Services access from UAs and Gateways is preferred through LDAP, this is a national issue. However, when looking at international connectivity DAP, DSP and DISP are prescribed. When looking at the practicalities of implementation it has been questioned how widely DSP is implemented in X.500 directories and how good the interoperability across suppliers. In particular what are the chances of being able to find a directory entry by referral from a State X.500 directory anywhere in the world? 

Even if an X.500 Directory is at the heart of the Directory service, LDAP is being used as the access protocol within a State

1.8 Choice of protocol stack within Europe

Within Europe the basic AMHS services will predominantly be implemented on the ECG product, with other products being specified to be 'ECG compatible'. The implication of this is that any of the three network stacks specified in the ECG could be used.

1. ATN Internet - TP4/CLNP/X.25

2. TP0/X.25

3. TP0/TCP/IP using RFC1006

TP0/X.25 is seen as a short (2-year option) for initial trials and connectivity. This is primarily because X.25 networks exist within Europe, but the trend is to move away from X.25 as it becomes increasingly less supported.

TP0/TCP/IP using RFC1006 is seen as the most likely short-medium term option. There is active work in the iPAX Task Force to define the IP structure for State connectivity. States national networks have, or are moving towards IP and away from X.25. Note that SG B1 is developing TP4/CLNP/IP to take advantage of any underlying IP network, but this stack is unlikely to be seen in pure Ground-Ground applications like AMHS.

1.9 Does ATN bring any advantages for AMHS?

The ISO stack has been enhanced for ATN use by the ATN transport services; Figure III-6-10 (reproduced here as Figure 2‑3)
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Figure 2‑3 ATN Transport Service taken from Guidance material

A brief analysis of the enhancements showed five additional attributes:

1. Calling and called TSAP addresses

2. Whether or not expedited data is required 

3. The required Residual Error Rate (RER) to determine whether or not to use the transport checksum

4. The transport connection priority to be mapped into the resulting CLNP

5. The ATN security label

These were introduced primarily to allow the ATN to operate reliably, to reduce traffic conflict and to control the QoS of different traffic types. They bring no benefit to the AMHS application per se. 

Further the inclusion of this ATN specific detail at the transport layer prevents the use of general (ie non-ATC specific) COTS products. 

· Under the ATN model even OSI applications need tailoring to include the ATN Transport Service attributes

· Under an IP network, Policy Based Routeing would allow for the functional requirements of network management without any additions to the protocol stack. This is available now under IPv4, and is widely implemented and is sufficient for Ground-Ground applications. IPv6 brings QoS enhancements. 

Policy Statement: the requirements for QoS management of the underlying network are a network function - not an application function.

2 Conclusion

Readers are requested to consider the issues raised in this paper. 

In particular:

· Should IP protocols be considered for direct AMHS MTA-MTA connectivity?

· Should IP protocols be considered for Ground-Ground use in the supporting services forming the target AMHS architecture?

· Should IP protocols be considered for Air-Ground applications for any Ground-Ground exchanges?

· Should IP protocols be considered for the Ground-Ground use in the supporting services for any Air-Ground applications?

· Can the same Directory, Security, Systems Management Service and network be implemented in support of AMHS and Air-Ground applications?

If the answer to either of these questions is yes, then an aggressive timescale must be agreed to ensure that the SARPs are updated. Interim guidance to States would be beneficial. 

This paper does not presumed to put forward proposals for Internet Protocols, nor even which version is suitable. However, if the premise of using IP is accepted then there are only a small number of protocols that need to be considered for AMHS, eg SNMP, LDAP, RFC1006, and a small number of Directory replication and security protocols.

States and regions are actively considering their plans for AMHS. AMHS must be introduced in a conformant way. If an uncontrolled initial base is installed the standardisation process will have failed, and interoperability issues will plague AMHS for years to come. A pragmatic, speedy and decisive decision is required.

�





�








�











� SPACE (Study and Planning of AMHS Communications in Europe) is a European Commission project, co-funded by the Commission of the European Union in the framework of the TEN-T ATM Programme and run by a consortium of the following European States and Organisations: France (DGAC/STNA), Germany (DFS GmbH), Spain (Aena), United Kingdom (NATS Ltd) and the Eurocontrol Agency.





� iPAX The Internet Protocol for Aeronautical Exchange Task Force (iPAX-TF) has been created by Eurocontrol in August 2001. The task force is formed by experts of Eurocontrol Member States.


The objective of the iPAX-TF is to develop guidelines, specifications and possibly standards related to the exchange of aeronautical data between ATS or CNS systems based on the TCP/IP protocol suite with the aim to propose an alternative for the eventual replacement of the X.25 protocol in ATS/CNS. The first application planned for TCP/IP migration is the OLDI FDE communications. Effort to support AMHS is planned as priority work, on the assumption that European ATS bodies (SPACE, ICAO AFSG) will recommend AMHS operation over TCP/IP. 









