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This paper proposes guidance material to explain the various options to meet the ATN SARPs requirement for IDRP encapsulation /decapsulation.

Background

The ATN requires that IDRP support encapsulation/decapsulation. The mechanism utilized is to require support of ISO 10747 section 8.4 as a whole in section 5.8.3.5.9, IDRP CLNS Forwarding. The several options for compliance with the requirement are not treated in the SARPs and need supporting guidance.

ISO 10747 defines the forwarding process for CLNS in section 8. Communications between BISs in different Routing Domains are governed by section 8.4 - Forwarding to external destinations. This section of 10747 is transcribed for reference in the attached Appendix. The PICS Proforma (section A.4.8) address IDRP CLNS forwarding with a single, mandatory feature, EXTF, as follows:

Item
Questions/Features
References
Status
Support

EXTF
“Does the BIS correctly forward NPDUs with destinations outside its own routeing domain?”
8.4
M
Yes___

There are no options within 10747 (or the SARPS) for partial support of the features of section 8.4. This requires support for forwarding NPDUs to BISs on both directly connected subnetworks as described in 8.4(a) and on routed subnetworks as described in 8.4(b).

ISO/IEC 10747 section 8.4(b) describes two options for forwarding NPDUs between domains where there is no directly connected subnetwork between the BISs. The first is described in section 8.4(b.1). This section describes routing an NPDU to the subnetwork connected to the NEXT_HOP BIS after encapsulating it in a new NPDU. This new, encapsulating NPDU is then transmitted on the subnetwork, which can be routed to the NEXT_HOP BIS.

Section 8.4(b.2) describes routing an NPDU using the intra-domain routing protocol for eventual forwarding to the NEXT_HOP BIS. In this case the NPDU is transmitted on a subnetwork for internal routing to a neighbor of the NEXT_HOP BIS. For example, in ISO/IEC 10589, this is the case of routing the NPDU from one L1 Autonomous System to another by an L2 router. Support of this option is required in systems where IDRP reachable address prefixes are imported into the intra-domain routing protocol (e.g. IS-IS) FIB. Eventually this form of routing requires support of 8.4(a) or 8.4(b.1).

.

1 Proposed Guidance Material Modifications

1.1 Section 3.4.6.1.1.1 Interconnection of BISs across virtual, CLNP links

Figure IV-3-16 depicts an interconnection of BISs across a common, point-to-point subnetwork. However section 3.4.6.1.1 indicates possible interconnections of BISs that are not physically adjacent, across a virtual link with intervening ISs, or even RDs, as shown in Figure 3.4.x1.

These BISs in each RD must be capable of communicating with its neighbor. To do this, the Class 1 IS must be configured with a Reachable Address Prefix (static route) to its neighboring RD. Inserting this prefix permits interdomain communication between neighboring RDs; CLNP NPDUs, including BISPDUs, are correctly sent between RD X and RD Y, and between RD Y and RD Z.

Transit communications, communications through a RD to an external RD, are not supported. In order to support transit communications, either Reachable Address Prefixes must be put in place for all RDs reachable through a physical link, or NPDUs destined for a non-adjacent RD must be encapsulated in a PDU destined for the neighboring RD. For example, an application in RD X sending an NPDU to an ES in RD Z would transfer the NPDU to BIS A, which would encapsulate the NPDU in an NPDU destined for BIS B in RD Y. BIS B would de-encapsulate and recover the original NPDU, and encapsulate the NPDU in a new NPDU destined for BIS C in RD Z.



1.2 Section 3.4.6.1.1.2 Encapsulation of NPDUs

BISs in adjacent routing domains have the responsibility to process encapsulated NPDUs. Transit Routing Domains have the responsibility to process NPDUs for all types of neighboring Domains.

TRDs must support encapsulation and decapsulation of all types of CLNP PDUs: DT, ERQ, ERP, ER PDUs. All encapsulation is within DT PDUs.

Encapsulation of NPDUs is not required when transferring PDUs between directly connected RDs. Encapsulation of PDUs is required when transferring between RDs that are not directly connected, either because of intervening Class 1 Routers, or intervening RDs. 

While it is not a requirement, some implementations will also encapsulate all NPDUs, including BISPDUs. Therefore a TRD must be able to process “doubly” encapsulated BISPDUs, as well as “singly” encapsulated BISPDUs. This “doubly” encapsulated NPDU exposes the possibility of a multiply encapsulated NPDU. It is recommended that some finite limit of 2 be placed on the number of encapsulations permitted to pass through a routing domain.

A table is provided below to assist implementers in the evaluating the compatibility of encapsulation mechanisms.

Table 3.4.x Encapsulation Features

#
Feature
Status
Support

1. 
Encapsulate BISPDU (double encapsulation)
O.1


2. 
No Encapsulate BISPDU
O.1


3. 
Encapsulate CLNP DT PDU not destined for adjacent BIS
M


4. 
Encapsulate CLNP DT PDU destined for adjacent BIS
O.2


5. 
Encapsulate CLNP DT PDUs destined to adjacent BIS only if CLNP Security parameter present
O.2


6. 
No Encapsulate CLNP DT PDUs destined to adjacent BIS
O.2


7. 
Encapsulate CLNP ER PDU not destined for adjacent BIS
M


8. 
Encapsulate CLNP ER PDU destined for adjacent BIS
O.3


9. 
Encapsulate CLNP ER PDUs destined to adjacent BIS only if CLNP Security parameter present
O.3


10. 
No Encapsulate CLNP ER PDUs destined to adjacent BIS
O.3


11. 
Encapsulate CLNP ERQ PDU not destined for adjacent BIS
M


12. 
Encapsulate CLNP ERQ PDU destined for adjacent BIS
O.4


13. 
Encapsulate CLNP ERQ PDUs destined to adjacent BIS only if CLNP Security parameter present
O.4


14. 
No Encapsulate CLNP ERQ PDUs destined to adjacent BIS
O.4


15. 
Encapsulate CLNP ERP PDU not destined for adjacent BIS
M


16. 
Encapsulate CLNP ERP PDU destined for adjacent BIS
O.5


17. 
Encapsulate CLNP ERP PDUs destined to adjacent BIS only if CLNP Security parameter present
O.5


18. 
No Encapsulate CLNP ERP PDUs destined to adjacent BIS
O.5


19. 
Maintain Security on outer PDU
O.6


20. 
Outer PDU has no security
O.6


21. 
Maintain QOS Maintenance Parameter on outer PDU
M


22. 
Maintain Segmentation Permitted Flag on outer PDU
M


23. 
Maintain Error Report Flag on outer PDU
M


24. 
Maintain PDU Lifetime Filed on outer PDU
M


25. 
Copy Lifetime of outer PDU to inner PDU when outer PDU is decapsulated
M


26. 
Unlimited decapsulation capability
O.7


General Notes on Table:

Note 1:  All functionality is relevant only for Inter-domain communication. Intra-domain behavior is considered a local matter.

Note 2: notation "M" in status column refer to a mandatory feature when considering an inter-domain adjacency for which encapsulation is required. Of course, a BIS may also have other inter-domain adjacencies where encapsulation will not occur.

Note 3: notation "O.n" in status column is borrowed from ISO PICS notations and means in this table "one and only one option from the same O.n group shall be supported"

Note 4: Items 21 to 25 come from ISO-10747 Section 8.4.

Note 8: Item 26 is a possible interpretation of the last paragraph in section 7.5 of ISO-10747.

2 Recommendation

Working Group B is requested to incorporate the provided text in Edition 2 of Doc 9739.

Extract from ISO/ITU 10747

8.4 Forwarding to external destinations

If the destination address of the incoming NPDU depicts a system located in a different routeing domain from the receiving BIS, then the receiving BIS shall use the FIB identified by the FIB-Att that matches the NPDU derived Distinguishing Attributes of the incoming NPDU. The incoming NPDU shall be forwarded based on the longest address prefix that matches (as in 7.1.2.2) the destination NSAP address of the incoming NPDU, as follows:

a) If the entry in the inter-domain FIB that corresponds to the destination address of the incoming NPDU contains a NEXT_HOP entry that identifies a BIS which is located on at least one common subnetwork with the local BIS, then the NPDU shall be forwarded directly to the BIS indicated in the NEXT_HOP entry.


b) If the entry in the inter-domain FIB that corresponds to the destination address of the incoming NPDU contains a NEXT_HOP entry that identifies a BIS which is not located on at least one common subnetwork with the local BIS, then the local BIS has the following options:


1) Encapsulate the NPDU: The local BIS may encapsulate the NPDU, using its own NET as the source address and the NET of the NEXT_HOP BIS as the destination address. Copy the following, when present in the header of the encapsulated (inner) NPDU, the to header of the encapsulating (outer) NPDU: QOS Maintenance parameter, Segmentation Permitted Flag, Error Report Flag, and PDU Lifetime field. When the inner NPDU is decapsulated, replace its PDU Lifetime field with PDU Lifetime field of the outer NPDU. The encapsulated NPDU shall then be handed over to the intra-domain routeing protocol.


NOTE 35: It is a local responsibility to insure that the NPDU is encapsulated appropriately for the RD’s intra-domain protocol. Since this International Standard does not mandate the use of a specific intra-domain protocol, encapsulation details are outside its scope.


2) Use Paths Provided by the Intra-domain Routeing Protocol: The local BIS may query the intra-domain FIB to ascertain if the intra-domain protocol is aware of a route to the destination system.


NOTE 36: For example, if ISO/IEC 10589 were used as the intra-domain routeing protocol, it would be able to calculate path segments through the RD for systems contained in its “reachable address prefixes.”

If there is an intra-domain route that supports the QOS Maintenance parameter of the NPDU and will deliver the NPDU to the appropriate NEXT_HOP BIS, then the NPDU may be forwarded along this route.


NOTE 37: This case makes use of the intra-domain protocol’s knowledge of suitable paths through the local RD which support the specified QOS parameter. It does not require encapsulation of the NPDU.

Details of the mapping between the QOS parameters of used by a given intra-domain protocol and the QOS Maintenance parameter of the NPDU must be determined by the intra-domain routeing protocol; this mapping is not within the scope of IDRP.
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Figure 3.4-x1: Virtual BIS-BIS Interconnection
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