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1 Introduction

This document introduces various COTS software liability clauses and typical bugs commonly found in COTS infrastructure.

1.1 Approach

The approach adopted was to investigate were possible the liability of common COTS IP software and equipment and also to record any possible use of standard COTS infrastructure within the aviation community.

2 Overview

It was identified at the Honolulu meeting that there is a need for IP networks on the ground as ATC providers migrate from X.25 services to an IP backbone. Within in ECAC Eurocontrol Comm-T strategy states the future use of IP with X.25 services being withdrawn. A meeting was held at Gatwick on the 5th - 7th June 2001 to address this issue. The UK representatives took an action to investigate the software performance and certification issues of COTS IP equipment.

3 Key Points

Various common hardware and software networking COTS products were investigated to discover what certification or liabilities were implemented. Below are two examples of liability statements from CISCO and SOLARIS:

CISCO Apache SUN

· Restrictions: Software is not designed or intended for use in on-line control of aircraft, air traffic, aircraft navigation or communications; or in the design, construction or maintenance of any nuclear facility. Licensee warrants that it will not use or redistribute the software for such purposes.

SOLARIS Binary Code Agreement

· Software is not designed or licensed for the use in on-line control of aircraft, air traffic, aircraft navigation or aircraft communication; or in the design, construction, operation or maintenance of any nuclear facility. You warrant that you will not use the Software for these purposes.

Many ATC providers are being urged financially and technologically to rely more and more on COTS solutions that are tailored only were necessary to provide safe and efficient ATC services. 

A major ANSP is considering using a Linux based OS that has a kernel previously certified by Boeing to DO-178B Level C and the ATN router would also be ported to this Operating System. TCP/IP and SNMP functions would also have to be engineered to meet DO-178B Level C. It is assume this is work currently in progress.

From a report into the Commercial Router Market 2000, CISCO has around 80% of the market share. The assumption can be made that CISCO routers will be used within an IP based subnetwork architecture somewhere in the communications infrastructure. CISCO operates a three-year life cycle on its IOS that encourages users to upgrade periodically to add functionality and to fix some of the bugs in the original version. From their website they detail all known problems with each IOS release, for example IOS 11.3T has 48 pages of bugs most of which have no known workaround or patch;

" A CISCO router running TCP to X.25 translation on a X.25 serial link might reload with a bus error. 

  There is no known workaround"

" In CISCO IOS Release 11.3 running Transmission Control Protocol (TCP) to X.25 protocol translation, translation sessions might be closed prematurely.  There is no known workaround"

Envisaged ATN Architecture can be found in Appendix A

As was discussed at the Gatwick meeting it is not within the current scope of the ATNP to define subnetwork architecture and operation. 

4
Recommendation

It is the recommendation of this paper that suitable Guidance Material be written to address the use of TCP/IP COTS products that will certainly be used as an ATN subnetwork. 

Appendix A Envisaged Architecture 
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