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1. Introduction

1.1 Scope

To span the global telecommunications infrastructure, ATN end systems will use extant IP subnetworks for connectivity. This will entail the encapsulation of ATN CLNP NPDUs over these subnetworks (see [5] for an IPv6 implementation).

ATN CLNP, described in references [1, 2], IPv4 [3], and IPv6 [4] manage the longevity of Network Packet Data Units (NPDU) on the network before they are discarded, although they each manage this capability differently. This information paper discusses the usefulness of correlating these functions to maintain ATN CLNP packet longevity over sub-network implementations of these versions of IP.

1.2 References

1
ICAO Doc 9705, 3rd Edition: 2002
Manual of Technical Provisions for the Aeronautical Telecommunications Network (ATN)

2
ISO/IEC 8473-1:1994
Information Technology – Protocol for Providing the Connectionless-Mode Network Services

3
IETF RFC 791:1981
Internet Protocol Specification (Note: this is for IPv4)

4
IETF RFC 2460:1998
Internet Protocol, version 6 (IPv6) Specification

5
ATNP/WGB-1/WP/305
Encapsulating ATN CLNP over an IPv6 Infrastructure

2. Service Assumptions

The subject system configures ATN end systems and intermediate nodes to tunnel CLNP NPDUs [2] either over an IPv4 [3], or IPv6 [4], ground-to-ground subnetworks.

3. Discussion

In managing large communications enterprises, stray packets that have outlived their usefulness (e.g. caught in routing loops) must be flushed to avoid undue congestion. ATN CLNP and IP (versions 4 and 6) include such capabilities, although their means for measuring longevity differ. In particular, CLNP measures packet longevity in time units, whereas IP measures number of nodes traversed.

Note: Historically, IPv4 measured longevity in time, ergo the parameter name ‘Time to Live’, but most recent versions have adapted this parameter to measure hop count, as in IPv6.

3.1 CLNP Longevity Parameter

As described in [1], the longevity of an NPDU is determined by the originating network entity in time units (in increments of 500 ms), and placed in the ‘Lifetime’ field of the NPDU. This value is decremented by each node that processes the NPDU in increments of 500 ms – based upon the associated link latency - until the value reaches 0; once this occurs, the packet is discarded.

If the packet is discarded prior to the NPDU reaching the destination, an Error Report NPDU will be sent to the original NPDU source.

3.2 IPv4 Longevity Parameter

As described in [3], longevity in IPv4 is currently measured by number of nodes traversed, which is stored in the one octet ‘Time To Live’ field (see Note in Section 3 above).  Each node that a packet traverses reduces value in the ‘Time To Live’ field by one until the value reaches zero and the packet is discarded.  Traditionally, this value was assigned to be 64, but this is often adapted to different platforms and operating systems.

However, IPv4 has a number of limitations that preclude it from being implemented effectively as a subnetwork protocol for the ATN, which IPv6 has mitigated, as described below:



ddressing limitations. IPv6 has a larger address space (128 bits, compared with only 32 bits for IPv4). Such greater addressing capacity (which may be enhanced with extensions) could easily be mapped to the ATN addressing domain, providing efficient communications between ATN and IP networks


Security considerations. IPv6 networks bundle with IP Security (IPSec), which enables access control, authentication, and integrity services that support ATN security objectives.  Although IPv4 can be modified to include IPSec features, this is more readily implemented in IPv6 as an integral capability. Security-specific errors are identified and reported with the inherent ICMPv6 capability to the IPv6 source. Additionally, Virtual Private Network (VPN) technology deployment is more amenable in IPv6, which enables secure network communications over commonly shared media for confidential ATS and administrative traffic.



Quality of Service (QoS) maintenance.  IPv6 has greater functionality for QoS than IPv4. Full rendition of this capability can ensure that the delivery of critical (e.g., operational) data/messages will not be degraded by less critical (e.g., administrative) data/messages.

3.3 IPv6 Longevity Parameter

As described in [4], longevity in IPv6 is currently measured by number of nodes traversed, which is stored in the one octet ‘Hop Count’ field. Each node that a packet traverses reduces value in the ‘Hop Count’ field by one until the value reaches zero and the packet is discarded. The value for this field is adaptable to accommodate different platforms and operating systems. Shortcomings of IPv4 (as described above in Section 3.2) are mitigated in IPv6; the robustness of IPv6 features make it more amenable for supporting ATN services.

3.4
Scenarios for Maintaining CLNP Lifetime

Concerns regarding the maintenance of ATN CLNP lifetime over IPv6 are transcended by virtue of the different domains in which they operate. According to the ATN Reference Model in  [1], subnetworks between ESs and ISs operate beyond the scope of the ATN specification. In our case study, illustrated in Figure 3.4-1, this implies that the configuration of the IPv6 subnetworks is autonomously configured to accommodate user requirements, and should not be impacted by ATN CLNP parameters; these lifetime parameters are transparent to the IPv6 domain, since they are encapsulated. Therefore, the CLNP lifetime parameters should only take effect between ATN CLNP network nodes (e.g., ATN bis routers and gateways). This is achievable by the decapsulation of the IPv6-tunneled NPDUs to ATN CLNP at the ATN nodes, such that the lifetime parameters are available to be decremented.

For implementation purposes, the CLNP lifetime parameter for NPDUs should be set to mitigate inadvertent congestion between ATN CLNP nodes (e.g., routing loops due to difficulties resolving NSAPAs), independent of the IPv6 subnetwork hop count. As such, the CLNP NPDU lifetime parameter is utilized and decremented strictly by the ATN CLNP nodes. This precludes any requirement to change Hop Count within the IPv6 subnetworks, which would be configured independently. In effect, the ATN nodes operate at a layer above the subnetworks, and their configurations and parameter settings should be mutually transparent.

4. Conclusion 
In summary, IPv4 is not a viable protocol for ATN subnetworks due to a lack of capabilities for supporting the full suite of ATN services.

The longevity parameters in the ATN CLNP (i.e., lifetime) and IPv6 (i.e., hop count) are mutually exclusive and should not impact each other, as stipulated in [1]. As such, the ATN CLNP NPDU lifetime maintenance should strictly be maintained between ATN ESs and ISs. IPv6 subnetwork hop counts should remain autonomously configurable to accommodate user requirements within the appropriate domains.

5.   Abbreviations

ATM   Air Traffic Management

ATN
Aeronautical Telecommunication Network

Bis
Boundary Interface System

CLNP
Connection-Less Network Protocol 

ES
End System

ICAO
International Civil Aviation Organization

ICMP
Internet Control Message Protocol

IETF
Internet Engineering Task Force

IP
Internet Protocol

IPSec   IP Security

ISO
International Standards for Organization

IS
Intermediate System

NPDU Network Packet Data Unit

OSI
Open System Interconnection

RFC     Request For Comments

VPN    Virtual Private Network
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                                                                SUMMARY�


This paper provides information on the utility of maintaining Aeronautical Telecommunications Network (ATN) Connection-Less Network Protocol (CLNP) packet longevity parameters over Internet Protocol versions 4 and 6 (IPv4/IPv6) subnetwork tunnels.   
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Figure 3.4-1. ATN CLNP Tunneled over IPv6 Subnetwork
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