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SUMMARY

This Information Paper presents the comments made by NATS UK in response to the ADN AEEC 664 Part 8 which discusses ATN and IP interoperability and subsequent comments made by email from Tony Whyman.
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1
Background 

National Air Traffic Services Ltd provides an Air Traffic Service (ATS) throughout the United Kingdom and in the Eastern Region of the North Atlantic. 

2
Introduction and Scope

The Aircraft Data Network Working Group is developing data networking standards recommended for use in commercial aircraft installations. Project Paper 664 provides a means to adapt commercially defined networking standards to an aircraft environment. Project Paper 664 refers extensively to data networking standards developed by the Internet community and the Institute of Electrical and Electronic Engineers. Project Paper 664 also recognises ISO-specified Open Systems Interconnect (OSI) standards.

The intended purpose and scope of Part 8 is the mapping of Upper Layer requirements for the ATN, AOC and Data Loader 615A. These services will be supported by either the Compliant Network or the Profiled Network using IETF standard protocols and services. 

NATS reviewed the document and a number of points arose that are explained in the following sections.  As the paper is an early draft of Part 8, no attempt at a detailed review was made and these comments are initial comments at a high level.

3
Certification

Passenger cabin, AOC and ATS applications are very different and this paper makes no distinction between them. For example, they have very different QoS, priority, and security requirements and these need to be defined in the paper or at least within the working group.  Without defined requirements it will not be possible to determine if the proposed specification is satisfactory.

The use of ATS applications over TCP/IP would require certification, and perhaps development of a TCP/IP stack to DO178B Level C. Will a certification agency, e.g. JAA or FAA, be commenting on this specification?  Their early involvement is recommended.

4
Requirements

Is there an actual Airline Flight Ops requirement that ATS data should be sent via TCP/IP using the Mobile IP home agent method rather than e.g. FANS-1/A or ATN? If so, the technical requirements it contains will need to be demonstrably met by the selected architecture.

Various options are proposed in this draft.  In order to select between these options, or indeed choose another approach, what are the technical objectives and functional requirements to be delivered by this system? 

5
Operational Participation

ATSPs and airlines are already committed to ICAO compliant ATN implementation i.e. within the LINK2000+ program in Europe and the CPDLC Build 1 and 1A program in the US.  Is there a real need to specify, prototype, test, build, certify and install another ATS air-ground communication system?

Aviation industry manufacturers e.g. ACI, Rockwell-Collins, Teledyne etc, have already developed and produced certifiable ATN products.  Is it envisaged that this investment will be discarded and industry will start again with TCP/IP based ATS communication systems?  Is this extra cost justifiable to these manufacturers?

Have any Communication Service Providers, e.g. ARINC and SITA, committed to deployment of diverse and redundant TCP/IP air-ground sub-networks to support this specification?  Is global coverage assured?
6
Proposed Solutions

The draft paper proposes extensive use of Gateway functions that will prove costly and complex to develop, validate and get certified by e.g. the JAA and CAAs.  Use for ATS applications would require certification to DO-178B Level C and above.
The draft paper proposes a variety of methods for implementing ATN applications over a TCP/IP stack using a Gateway function. The recommended Gateway is implemented at the transport layer but does not currently identify any of the complex issues of doing this.  TP4 is not the same as TCP e.g. TP4 is block based, TCP is stream based; graceful release as opposed to non-graceful transport release.

Similarly, the QoS parameters as specified in ATN are not the same as IP QoS (e.g. ATN QoS allows sub-network type to be selected). 

The paper has not considered any other methods that do not use a Gateway function.
7
Conclusion

Specific technical requirements need to be defined in order that one or more of the options specified, or an alternative solution, can be selected.  

A particular area of concern is routing mobility and specifically that the ATN mobility implementation has been underestimated in the Draft Part 8.  The use of Mobile IP for ATS purposes has already been considered by the ICAO ATNP and rejected.  Mobile IP cannot meet the requirement for concurrent use of multiple air/ground datalinks using QoS/Cost to dynamically select between them on a per application basis. 

A functionally different protocol suite supporting ATS/AOC safety related applications compared with passenger applications does have a security advantage.  It raises the technical knowledge threshold and known security defects for industry standard systems will not be applicable to airborne ATS systems.
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Appendix A  Additional Email Comments by T Whyman

From: Tony Whyman 

Sent: 24 June 2002 14:24

To: CARDWELL Brian A (SpecHse)

Cc: Martin Adnams; RCOURTNE@arinc.com; BOYCE Harry

Subject: RE: AEEC ADN Part 8

Brian,

Thanks for passing a copy of your comments to me. You are correct to note that security is an issue with Mobile IP and AEEC 664. The Mobile IPv6 specification (which is still a draft) is 166 pages long and most are devoted to security. Mobile IP is seriously vulnerable to masquerade and denial of service attacks and requires a complex set of security associations to counter such attacks. Much of the implementation of the required security service would have to be in certified systems.

In the current environment, there would need to be a high degree of proof that any implementation of Mobile IP that could give access to safety related systems was sufficiently secure. There is no widespread industry use (outside of experimental deployments) and a full validation programme would thus need to be established by the aeronautical community including verification of the security model and algorithms.

You have raised many good points on AEEC 664 Part 8, but my biggest concern is that the paper does not seem to recognise such issues. Its only contribution to security is to describe the IPv6 Authentication and Security Encapsulation Headers, which are just means of conveying security information and are only a small part of the security infrastructure required for IPv6. In my opinion, security is a "show stopper" for Mobile IP in the air/ground environment for many years to come.

With hindsight, when we designed the ATN, we were fortunate to chose a strategy that integrated mobility with the routing protocols. That way we have leveraged off the existing "web of trust" for routing information exchange. The only new vulnerability introduced was to routing information exchange air/ground and that is countered in the ATN Security Extensions by authenticating the Airborne and Air/Ground ROuters to each other.

Regards

Tony Whyman

Helios IS

26/07/02
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