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1. Introduction

1.1 Scope

This document specifies the use of either an IPv4 or an IPV6 Subnetwork to support the exchange of information using CLNP and ES-IS protocols, and the operation of the ES-IS protocol over an IP Subnetwork.

1.2 Document Structure

This document comprises two major sections comprising:

1. The SNDCF for use of an IP Network by CLNP

2. The Operation of the ES-IS Protocol over an IP Network Service

1.3 References

1. 
IETF RFC 791
Internet Protocol – DARPA Internet Program Protocol Specification

2. 
ISO/IEC 8473-1:1994.
Information technology — Protocol for providing the connectionless-mode network service: Protocol specification.

3. 
IETF RFC 1700
Assigned Numbers

4. 
ISO/IEC 9542:1988
Information processing systems — Telecommunications and information exchange between systems — End system to Intermediate system routing exchange protocol for use in conjunction with the Protocol for providing the connectionless-mode network service (ISO/IEC 8473).

5. 
IETF RFC 1070
Use of the Internet as a Subnetwork for Experimentation with the OSI Network Layer

6. 
ISO/IEC TR 9577
Information Technology – Telecommunications and Information Exchange between Systems – Protocol identification in the Network Layer

7. 
IETF RFC 792
Internet Control Message Protocol (ICMP)

8. 
ICAO Doc9705/AN956: 2nd Edition
Manual of Technical Provisions for the Aeronautical Telecommunication Network (ATN)

9. 
RFC 2460
Internet Protocol, Version 6 (IPV6) Specification

10. 
RFC 2463
Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6) Specification

11. 
RFC 1888
ISO NSAPs and IPv6

12. 
RFC 1884
IP Version 6 Addressing Architecture

13. 
RFC 2474
Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers

14. 
RFC 3168
The Addition of Explicit Congestion Notification (ECN) to IP

2. IP Service Assumptions

An IPv4 network is assumed to be implemented in compliance with [1] and [7].

An IPv6 network is assumed to be implemented in compliance with [9] and [10].
The IP implementation is assumed to be able to deliver packets to different transport layer protocols depending on the Protocol ID contained in the IP Header.

Multicast IP is not required but may be used if available.

3. SNDCF for use of an IP Network by CLNP

3.1 SNDCF Requirements Analysis

Note.—This section provides background and rationale and does not include any requirements.

ISO/IEC 8473 describes the underlying service assumed by the protocol as being abstracted to a single SN-UNITDATA service with .request (outgoing) and .indication (.incoming) variants. Table 2 of ISO/IEC 8473 describes the parameters supported. This is reproduced below:

Primitive
Parameters

SN_UNITDATA
.request



.indication
SN-Source-Address
SN-Destination-Address
SN-Quality-of-Service
SN-Userdata

The syntax and semantics of the SN-Source-Address and SN-Destination-Address are outside of the scope of the standard and are specified in the context of each subnetwork. In operation, it is assumed that the CLNP Route Function will access the Forwarding Information Base (FIB) using the CLNP PDU’s Destination Address (and other appropriate header information). The FIB will return a local subnetwork identifier and an address on that subnetwork, which is then used as the SN-Destination-Address when the CLNP PDU is passed to the identified subnetwork. The SN-Source-Address is a configuration parameter.

Note.—The SN-Quality-of-Service may comprise:

1. transit delay

2. protection against unauthorised access

3. cost determinant

4. priority (i.e. the CLNP priority taken from the CLNP PDU  header), and

5. residual error probability.

This information may be configured locally, and/or derived from information in the PDU header. Typically, priority is taken directly from the PDU Header; transit delay, residual error probability and cost determinants are derived from the PDU header QoS Maintenance Parameter; and “protection against unauthorised access” requests are derived from the PDU Header Security Parameter.

The role of the SNDCF for IP is to provide the SN-UNITDATA service to CLNP when the underlying network is provided by IP version 4 as specified in [1].

A candidate SNDCF for IPv4 has already been described in [5]. However, while the basic principles of the IP SNDCF described here are very similar to those principles, reference [5] is also concerned with integrating the IP and CLNP address spaces. This is explicitly avoided here as the IP Network is to be used as a true subnetwork.

3.2 Model of Operations

Note.—This section provides a description of the Model of Operations for the IP SNDCF, although it does not provide any specific requirements, later requirements may need to be interpreted in the context of this description.

The Model of Operations for the IP SNDCF is illustrated in Figure 3‑1. The SNDCF provides an interface between CLNP and IP. Other SNDCFs may provide access to other Network Interfaces and Services, while other communications protocols may also make use of the IP Network Service (e.g. TCP). Architecturally, the SNDCF is the same for both IPv4 and IPv6
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Figure 3‑1 SNDCF for IP Networks

Note.—CLNP is not intended to be an exclusive user of the IP Network Service, nor is it restricted to use only the network service provided by IP. The IP Header does not replace the CLNP Header. The CLNP Header and user data is transferred as the data portion of an IP Datagram.

3.3 Provision of the SN-UNITDATA.Request Service Element

3.3.1 Service Element Parameters

1. For IPv4, the SN-Source-Address and SN-Destination-Address parameters shall be 32-bit IP Addresses. The SN-Source-Address may be set to 0.0.0.0 to indicate that the default IP Address shall be used as the source address.

2. For IPv6, the SN-Source-Address and SN-Destination-Address parameters shall be 16 octet IP Addresses. The SN-Source-Address may be set to the unspecified address (i.e. all zeroes) to indicate that the default IP Address shall be used as the source address.

3. The SN-Quality-of-Service subparameters, if present, other than priority shall be ignored by the IP SNDCF.

4. The SN-Userdata shall be an unconstrained octetstring (e.g. a completed encoded CLNP PDU including the CLNP header and user data).

Note.—The user of the SN-UNITDATA.Request service is not constrained to CLNP and other users include the ES-IS protocol and the IS-IS protocol.

3.3.2 Procedures

3.3.2.1 IPv4 Subnetworks

When the IP SNDCF SN-UNITDATA.Request service element is invoked an IPv4 datagram shall be constructed with the SN-Userdata as the data portion of the datagram (the payload). The IP datagram header shall be constructed according to RFC 791 and as follows:

1. The protocol shall be set to decimal 80 (as specified in RFC 1700 for ISO-IP).

2. The source address shall be the SN-Source-Address or the Sending System’s Default IP address if the SN-Source-Address is 0.0.0.0.

3. The destination address shall be the SN-Destination-Address.

4. The Time to Live shall be set to a locally specified value, which shall be configurable.

5. The Precedence subfield of the Type of Service (TOS) field shall be set depending on the value of the priority subparameter of the SN-Quality-of-Service service parameter, as follows:

Priority
Precedence

0
000 - Routine

1
000 - Routine

2
000 - Routine

3
000 - Routine

4
000 - Routine

5
000 - Routine

6
001 - Priority

7
001 - Priority

8
001 - Priority

9
001 - Priority

10
010 - Immediate

11
010 - Immediate

12
010 - Immediate

13
011 - Flash

14
100 – Flash Override 

Table 1 CLNP Priority to IP Precedence Mapping

6. The remaining TOS bits shall be set to a locally specified value, which shall be configurable.

The resulting IP datagram shall be forwarded to its addressed destination on the IP Network.

3.3.2.2 IPv6 Subnetworks

When the IP SNDCF SN-UNITDATA.Request service element is invoked an IPv6 header shall be constructed with the SN-Userdata as the payload of the complete datagram. The IP datagram header shall be constructed according to RFC 2460 and as follows:

1. The Next Header field shall be set to decimal 80 (as specified in RFC 1700 for ISO-IP) unless extension headers are present, when the Next Header field of the final header shall be set to decimal 80.

Note.—The use of extension headers (e.g. for source routing) is a local matter.

2. The source address shall be the SN-Source-Address or the Sending System’s Default IP address if the SN-Source-Address is the unspecified address.

3. The destination address shall be the SN-Destination-Address.

4. The Hop Limit shall be set to a locally specified value, which shall be configurable.

5. The Flow Label shall be set to zeroes.

6. The Traffic Class shall be set according to RFC 2474. The value of the first six bits (the DSCP) shall be set to the value xxx000, where the bits ‘xxx’ are set depending on the value of the priority subparameter of the SN-Quality-of-Service service parameter and according to Table 1 (i.e. they are set to the value of the precedence bits in Table 1).

7. The last two bits of the Traffic class shall be set according to RFC 3168 and to either binary 01 or 10.

Note.—Either of these values indicates that Explicit Congestion Notification is supported.

3.4 SN-UNITDATA.Indication Service Element

3.4.1 IPv4 Subnetworks

An IPv4 Datagram received by and addressed to an interface on the local system and with a protocol header field set to decimal 80 shall be passed to the IPv4 SNDCF by the IP Network Service provider.

All IP Datagrams passed to the IPv4 SNDCF by the IP Network Service provider shall result in an SN-UNITDATA.Indication, constructed as follows:

1. The SN-Source-Address shall be set to the value of the source address field of the IP Datagram header.

2. The SN-Destination-Address shall be set to the value of the destination address field of the IP Datagram header.

3. The SN-Unitdata shall be the data portion of the IP datagram.

4. No SN-Quality-of-service parameter shall be present.

Note.—When this SNDCF is used by more than one network layer protocol (e.g. CLNP and ES-IS), the first octet of the SN-Userdata is assumed to be the Network Protocol Identifier as specified by ISO TR 9577 and is used to determine whether this is a CLNP packet, an ES-IS packet, etc. The received packet is then processed accordingly by the appropriate network layer protocol.

3.4.2 IPv6 Subnetworks

An IPv6 Datagram received by and addressed to an interface on the local system and with a next header field in either the IPv6 header or an extension header set to decimal 80 shall be passed to the IPv6 SNDCF by the IP Network Service provider.

All IP Datagrams passed to the IPv6 SNDCF by the IP Network Service provider shall result in an SN-UNITDATA.Indication, constructed as follows:

1. The SN-Source-Address shall be set to the value of the source address field of the IP Datagram header.

2. The SN-Destination-Address shall be set to the value of the destination address field of the IP Datagram header.

3. The SN-Unitdata shall be the payload of the IP datagram.

4. No SN-Quality-of-service parameter shall be present.

5. If the Traffic Class field of the IPv6 header is set to binary xxxxxx11, an additional indication shall be given that congestion was experienced by the packet during its transit through the IPv6 subnetwork. 

Note.—When this SNDCF is used by more than one network layer protocol (e.g. CLNP and ES-IS), the first octet of the SN-Userdata is assumed to be the Network Protocol Identifier as specified by ISO TR 9577 and is used to determine whether this is a CLNP packet, an ES-IS packet, etc. The received packet is then processed accordingly by the appropriate network layer protocol

Depending on local policy, if the additional indication is present indicating that congestion was experienced by a packet during its transit through the IPv6 subnetwork, and the payload was a CLNP PDU, then the CE bit in the CLNP header shall be set to 1 if it is not already set to 1.

3.5 ICMP Messages

If a “Destination Unreachable”, “Parameter Problem” or “Time Exceeded” ICMP message is received for the IP SNDCF, this shall be reported to the CLNP function indicating the destination IP Address for which the problem is reported.

Note.—This permits CLNP to update its Forwarding Information Base (FIB) in order to remove the route to this destination.

If an ICMP Echo message is received, then an ICMP Echo reply shall be returned.

Note.—It is normally the case that this is performed automatically by the underlying IP Network provider function.

All other ICMP messages received by the IP SNDCF shall be ignored.

Note.—Source Quench messages are ignored as there is no obvious mechanism for passing this information back to the original sender. ATN messages also assumed to be at a higher priority than other message types, in which case ignoring a source quench is a reasonable reflection of this fact. The IP network is itself not usually able to respect message priority.

4. The Operation of the ES-IS Protocol over an IP Network Service

Note.—The ES-IS protocol [4] is specified for operation using the same SN-UNITDATA service as expected by CLNP. It may thus be used over any network providing this service including an IP Network accessed using the SNDCF specified in section 2.

When an End System implements the IP SNDCF and uses the ES-IS protocol the use of ES-IS shall be compliant with 4.4.

When an Intermediate System implements the IP SNDCF and uses the ES-IS protocol the use of ES-IS shall be compliant with 4.5.

4.1 Support of Multicast Addressing

When the underlying IP Network supports multicast addressing, the network administrator shall assign multicast addresses for all End Systems and all Intermediate Systems respectively, for use by End Systems and Intermediate Systems implementing the ES-IS protocol.

4.2 Holding Timer

Note.—The 1988 specification of ISO/IEC 9542 did not have any provisions with respect to a “Holding Time” of zero in an ESH, ISH or RD PDU. The use of such a value was later clarified in the 1991 editor’s draft but not formally published by ISO. The clarification stated that zero was a legal value for the Holding Time and that its semantic is the natural one i.e. that the Holding Time, regardless of its previous value, expires immediately and the associated configuration information is discarded i.e. it deletes the associated configuration information from the receiving system’s cache. 

An implementation compliant with this specification shall:

a) accept a Holding Time of zero. and, 

b) in compliance with this clarification, shall immediately discard the associated configuration information from its cache.

4.3 End System Operation

4.3.1 General

When the underlying IP Network supports Multicast Addressing, both Configuration Information and Redirection Information shall be implemented and used. 

The IP Network shall be considered to be a broadcast subnetwork.

The ES shall listen for IP Datagrams on the IP multicast address assigned to all End Systems. 

The ES-IS Configuration Timer value shall be configurable.

When the underlying IP Network does not support Multicast Addressing then:

a) Redirection Information shall be implemented and used.

b) Configuration Information shall be implemented as specified below. 

4.3.2 Implementation of Configuration Information when the IP Network does not support Multicast Addressing

For each IP subnetwork to which it is attached, the End System shall be configured with a list of zero, one or more IP Addresses known to be the Subnetwork Points of Attachment (SNPAs) for Intermediate Systems.

On initialisation and each time that the Configuration Timer expires, the Report Configuration function in the End System shall send an ESH PDU to each IP Address on the list for each such IP subnetwork.

Note.—If this function is not used i.e. the list is empty, then it implies that at least one IS on the IP Subnetwork must have a static route configured for the End System.

4.3.3 Record Redirect Function

When an End System hosts more than one class of Data Link Application (e.g. ATC and AOC Applications or ATC applications with different ATC Class requirements), it shall support the security label parameter in received RD PDUs.

If the End System receives an ISO/IEC 9542 RD PDU containing a security label parameter and its value is a recognisable ATN Security Label as defined in the ATN Internet SARPs then the security label shall be assumed to identify the only Traffic Type, ATSC Class (if present), or Air/Ground Subnetwork preference, to which the redirection is to be applied. 

A security label parameter containing an unrecognised parameter value shall be ignored, and the PDU processed as if it contained no security parameter.

Note.—The effect of this is that such an End System may simultaneously cache multiple redirections to the same destination but with different security labels. The forwarding process will ignore a redirection unless the CLNP PDU has the same security label.

4.4 Intermediate System Operation

4.4.1 General

When the underlying IP Network supports Multicast Addressing, both Configuration Information and Redirection Information shall be implemented and used. 

The IP Network shall be considered to be a broadcast subnetwork. 

The IS shall listen for IP datagrams on the IP multicast address assigned to all intermediate systems. 

The ES-IS Configuration Timer value shall be configurable.

When the underlying IP Network does not support Multicast Addressing then:

a) Redirection Information shall be implemented and used.

b) Configuration Information shall be implemented as specified below. 

4.4.2 Implementation of Configuration Information when the IP Network does not support Multicast Addressing

For each IP subnetwork to which it is attached, the Intermediate System shall be configured with a list of zero, one or more IP Addresses known to be the Subnetwork Points of Attachment (SNPAs) for End Systems on that IP subnetwork.

On initialisation and each time that the Configuration Timer expires, the Report Configuration function in the Intermediate System shall send an ISH PDU to each IP Address on the list for each such IP subnetwork.

Additionally, when the Record Configuration function is invoked following the receipt of an ESH PDU, the reported IP Address shall be added to the IP Address List associated with the IP subnetwork on which the ESH PDU was received, if it is not already present. 

The Configuration Notification function shall be used to inform the sender of the ESH PDU about the Intermediate System.

When the Flush Old Configuration function is invoked following the expiration of the Holding Timer for an ESH PDU, the IP Address from which the ESH PDU had been received shall be removed from the IP Address List associated with the IP subnetwork on which the ESH PDU was received.

Note.—These procedures are designed to allow an IS to learn about ESs through receipt of their ESH PDUs. These ESs must first have been configured with the IP Address of the IS. If this is not possible, then such ESs must have their IP Address configured into the list of known ES IP Addresses and a static route to the ES added to the CLNP forwarding table.

4.5 Protocol Requirements Lists

4.5.1 ISO 9542 - End System

When ISO 9542 is supported by an End System over an IP subnetwork, then the protocol implementation shall conform to the following:

Item
Protocol Function
Clauses
Status

CI 
Is configuration information supported?
5.1

M 

RI 
Is redirection information supported ?
5.1

M 

MA
Does the End System support multiple application types
this document 4.4.3
O


Are the following functions supported ?



CfRs 
Configuration Response
6.6
M

ErrP 
Protocol Error Processing
6.13
M

HCsV 
PDU Header Checksum Validation
6.12
M

HCsG 
PDU Header Checksum Generation
6.12
O

RpCf 
Report Configuration
6.2, 6.2.1
M

RcCf 
Record Configuration
6.3, 6.3.2
M

FlCf 
Flush Old Configuration
6.4
M

QyCf 
Query Configuration
6.5
M

RcRd 
Record Redirect
6.9
M

FlRd 
Flush Old Redirect
6.11
M

RfRd 
Refresh Redirect
6.10
M

CfNt 
Configuration Notification
6.7
O

CTPr 
ESCT Processing
6.3.2
O

AMPr 
Address Mask (only) Processing
7.4.5
O

SMPr 
Address Mask and SNPA Mask Processing
7.4.5, 7.4.6
O


Are the following PDUs supported ?



ESH-s 
<s> End System Hello
7.1,7.5
M

ESH-r 
<r> End System Hello
7.1,7.5
M

ISH-r 
<r> Intermediate System Hello
7.1,7.6
M

RD-r 
<r> Redirect
7.1,7.7
M

FxPt 

FxPt 
<s> Fixed Part

<r> Fixed Part
7.2.1-7.2.7

7.2.1-7.2.7
M

M

SA-sl 
<s> Source Address, one NSAP only
7.3.1
O.1

SA-rl 
<r> Source Address, one NSAP only
7.3.2
M

SA-sm 
<s> Source Address, two or more NSAPs
7.3.3
O.1

SA-rm 
<r> Source Address, two or more NSAPs

M

NET-r 
<r> Network Entity Title
7.3.1/2/4
M

DA-r 
<r> Destination Address
7.3.1/2/5
M

BSNPA-r 
<r> Subnetwork Address
7.3.1/2/6
M

Scty-s 
<s> Security
7.4.2
O

Scty-r 
<r> Security
7.4.2
¬MA:O
MA:M

Pty-s 
<s> Priority
7.4.3
O

Pty-r 
<r> Priority
7.4.3
O

QosM-r 
<r> QOS Maintenance
7.4.4
RI:O

AdMk-r 
<r> Address Mask
7.4.5
RI:O

SNMk-r 
<r> SNPA mask
7.4.6
RI:O

ESCT-r 
<r> Suggested ES Configuration Timer
7.4.7
CI:O

OOpt-r 
<r> (ignore) unsupported or unknown options
7.4.1
M

OOpt-s 
<s> Other options

P


Parameter Ranges



HTv 
What range of values can be set for the holding time field in transmitted PDUs ?
6.1, 6.1.2
0 ( t < 65536

CTv 
If configuration information is supported, what range of information can be set for the Configuration Timer ?
6.1, 6.1.1
5 < t < 32767

4.5.2  ISO 9542  - Intermediate System

When ISO 9542 is supported, then the protocol implementation shall conform to the following.

Item
Protocol Function
Clauses
Status

CI 
Is configuration information supported over the associated subnetwork?
5.1
M

RI 
Is redirection information supported over the associated subnetwork?
5.1
M


Are the following functions supported ?



ErrP 
Protocol Error Processing
6.13
M

HCsV 
PDU Header Checksum Validation
6.12
M

HCsG 
PDU Header Checksum Generation
6.12
O

RpCf 
Report Configuration
6.2,6.2.2
M

RcCf 
Record Configuration
6.3,6.3.1
M

FlCf 
Flush Old Configuration
6.4
M

RqRd 
Request Redirect
6.8
M

CfNt 
Configuration Notification
6.7
M

CTGn 
ESCT Generation
6.3.2
CI:O

AMGn 
Address Mask (only) generation
6.8
RI:O

SMGn 
Address mask and SNPA Mask generation
6.8
RI:O


Are the following PDUs Supported ?



ESH-r 
<r> End System Hello
7.1,7.5
M

ISH-<r> 
<r> Intermediate System Hello
7.1,7.6
CI:O

ISH-<s> 
<s> Intermediate System Hello
7.1,7.6
M

RD-s 
<s> Redirect
7.1,7.7
M

RD-r 
<r> (ignore) Redirect
6.9,7.1,7.7
M


Are the following PDU fields supported ?



FxPt 
<s> Fixed Part

<r> Fixed Part
7.2.1-7.2.7

7.2.1-7.2.7
M

M

SA-r 

<r> Source Address, one or more NSAPs
7.3.1/2/3
CI:M

NET-s 
<s> Network Entity Title
7.3.1/2/4
M

NET-r 
<r> Network Entity Title
7.3.1/2/4
ISH-r:M

DA-s 
<s> Destination Address
7.3.1/2/5
RI:M

BSNPA-s 
<s> Subnetwork Address
7.3.1/2/6
RI:M

Scty-s 
<s> Security
7.4.2
O

Scty-r 
<r> Security
7.4.2
O

Pty-s 
<s> Priority
7.4.3
O

Pty-r 
<r> Priority
7.4.3
O

QoSM-s 
<s> QOS Maintenance
7.4.4
RI:O

AdMk-s 
<s> Address Mask
7.4.5
RI:O

SNMk-s 
<s> SNPA Mask
7.4.6
RI:O

ESCT-s 
<s> Suggested ES Configuration Timer
7.4.7
CI:O

ESCT-r 
<r> (ignore) Suggested ES Configuration Timer
7.4.7
ISH-r:M

OOpt-r 
<r> (ignore) unsupported or unknown options
7.4.1
M

OOpt-s 
<s> Other options

P


Parameter Ranges



HTv 
What range of values can be set for the Holding Time Field in transmitted PDUs ?

0 ( t < 65536

CTv 

If configuration information is supported, what range of values can be set for the Configuration Timer ?



5 < t < 32767
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