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SUMMARY

This working paper is proposed as a contribution to the guidance material of SV 4 including the Security mechanisms.

1.1 S-ASO Service

1.1.1 Introduction

The SA-Service is a service that allows two users to establish a shared security context (when the Dialogue supports key management), to protect their exchanges (in term of integrity and peer entities authentication), and, in case of security exception, to cancel a previously established security context.

1.1.2 Description and rationale

On analysis of the requirements for provision of security to ATN applications, it was found that, with respect to security, two kinds of SA-Service Users could be identified:

· a pair of SA-Service users that establish a set of shared security information, the security context,

· a pair of SA-Service users that take advantage of the previously established security context to protect their exchanges by appending security tags to the transferred data.

As a consequence, the services that needed to be provided by the S-ASO were found to be the following:

· A service that provides support for key management between peer users. This service allows for establishing a set of security information, the security context, that is shared by the two communicating entities,

· A service that provides support for data integrity and peer entity authentication during data transfer phases,

Each ATN application includes an element, the S-ASO, which provides the services for protecting the communications with a peer application. The S-ASO uses the services provided by two different types of functions:

· The System Security Function, performs the security-related processing, i.e. computing and checking signatures, computing and appending security appendixes to user information, checking the validity of security appendixes, and removal of security contexts. The System Security Function is visible at its external boundaries which are, in the case of the Upper Layers, described in Sub-Volume VIII Chapter 6 “ATN System Security Object”. The S-ASO takes advantage of the following set of functionality:

· SSO-GetCertificatePath, which is activated in order to retrieve a certificate,

· SSO-Sign, which is activated in order to compute a security appendix (signature or mac tag),

· SSO-ProtectSign, which is activated in order to protect user information by appending security information,

· SSO-SignCheck, which is activated in order to check a security appendix (signature or mac tag),

· SSO-ProtectSignCheck, which is activated in order to check the security information appended to protected information,

· SSO-Stop, which is activated in order to remove security contextual information between two peers.

· The Security Communication Function supports the transfer of security related information between the communicating peers. In the case of the ATN, this is an OSI standard ASE, the Secured Exchanges Service Element (SESE), which involves a set of security exchange functions. The transfer of application-protocol-control-information that supports the communication of security information is modelled by the Security Exchanges. For the purpose of the ATN, the following security exchanges have been defined:

· The atnEstablishSE security exchange: this exchange involves the transfer of two pieces of information under the form of atnEstablish security exchange items, and supports a 2-way session-key negociation, together with entity authentication and insurance of data integrity. Each exchanged item may contain entity certificates, encryption algorithm identification, validity information (time field, random number, exchange counter), and an appendix (signature or mac tag) used both to authenticate the communicating entities and to validate the integrity of the transferred data. 

· The atnProtectSignSE security exchange: this exchange involves the transfer of one piece of information under the form of atnProtectSign security exchange items, and supports insurance of data integrity and data origin authentication. Each exchanged item may contain, together with unprotected user data, encryption algorithm identification, validity information (time field, random number, exchange counter), and an appendix (signature or mac tag) used both to authenticate the communicating entities and to validate the integrity of the transferred data.

1.1.3 Scope

The SA-Service allows two systems to establish or renew a set of common security information (security context) that will be shared by two communicating systems. Once established, the SA-Service allows the use of this context in order to transfer protected information on Dialogues established by the ASEs.

Note that any security related error will be managed exactly the same way as a protocol error, and will cause a provider abort of the related Dialogue, with loss of user information. Returned cause will report a communication problem: no security specific diagnostic or information is provided to any user, and no correlation is made with other Dialogues. As a consequence, a security related error leads to the incapacity of some ASEs or all the ASEs to establish secured Dialogue with their remote peers until a new security context has been established, i.e. a new Dialogue supporting key management is established.

1.1.4 Mapping of S-ASO service primitives

The following chapters illustrate the sequence of services that are invoked following a D-START request. Three cases arise, one related to air initiated Dialogue establishment, with support for key management, the second, related to ground initiated Dialogue establishment, with support for key management, and the last, related to secured Dialogues.

Each case description is organized as follows:

· A description of the security requirements together with a description of how they have been taken into account and then mapped into Application service primitives,

· The sequence of service primitive activation, on initiator and receiver sides. This description of the service activation is associated with an explanation of the parameter, when relevant.

· A summary of the scenario, under the full sequence of service primitive activation.

1.1.4.1 Secured Dialogue supporting key management

1.1.4.1.1 Air initiated Air-Ground Communications

1.1.4.1.1.1 Dialogue establishment: Request-Indication phase

1.1.4.1.1.1.1 Mapping the expression of the need to upper layers functionality

1.1.4.1.1.1.1.1 Initiator side
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The expressed need : «The aircraft CMA entity forms a CM-logon request message Data1 consisting of some login data including an indication that it is requesting a secure connection, its identity U, the ground CMA entity’s identity V, a time field TimeU, and a field Applications containing a list of which air-ground applications it may wish to invoke. It signs Data1 using ECDSA under its private signing key dsig,U : sU = Sign (dsig,U; Data1). The aircraft CMA entity sends the CM-logon request message along with sU to the ground CMA. The aircraft CMA entity retains its signature sU for use later. »
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The translation of the need : « When a request for establishing a Dialogue specifies that this Dialogue should support key management, there need to be a security item sent from the initiating peer to the receiving peer, which permits the former to provide security related information to the latter.»
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The implementation of the need : « The D-START Request following the CM-LOGON Request, because it contains a request for establishing a Dialogue supporting Key Management, triggers the computation of an appendix (sU) on the D-START Request User data, the airborne (U) and ground (V) Dialogue users and a locally computed time field (TimeU). The Dialogue control function then transmits to its peer : the D-START Request User Data, the airborne Dialogue user (U), the time field (TimeU) and the appendix (sU). To do this, the S-ASO builds an exchange item, under the form of a SESE APDU containing a validity element (the time field (TimeU) and the appendix (sU)), and an AARQ APDU containing the identity of the Dialogue User (U) in calling-AP-title and calling-AE-qualifier, the D-START Request user data in user-information, the sender-acse-requirements set to « Authentication », and the SESE APDU in the calling-authentication-value. » This AARQ APDU is sent using the Presentation services. This can be implemented following the sequence of service primitives described on the left part of the drawing and in 1.1.4.1.1.1.2.

1.1.4.1.1.1.1.2 Receiver side :

a) The expressed need : « The ground CMA entity receives the CM-logon request message along with sU and sees that the message requests a secure connection. It recovers from the message the aircraft CMA entity’s identity U, its identity V, the time field TimeU, and the application list. The ground CMA entity then retrieves certificate paths from the public key of its State CA to the aircraft CMA entity U’s public keys along with the associated CRLs, and certificate paths from the public key of its State CA to the appropriate ground application entities’ key agreement public keys along with the associated CRLs using its Certificate Delivery Service. It checks the certificate paths and CRLs using its copy of its State CA’s public key. It retrieves the aircraft CMA entity’s public signing key Qsig,U from its signature key certificate. It verifies the received signature sU is a valid ECDSA signature on Data1 using Qsig,U, and it verifies that V is correct and TimeU corresponds with the current time.»

b) The translation of the need : « When the receiving peer receives the security item containing security information, it first checks the validity of the associated information and then computes the security related data which it will use for subsequent exchanges with its peer.»

c) The implementation of the need : « The incoming AARQ APDU, because it specifies need for authentication, triggers the check of the appendix (sU), using the identity of the peer Dialogue User (U), the identity of the local Dialogue User (V), the user information, and the time field (TimeU) contained in the AARQ APDU. The need for authentication is specified, in the incoming AARQ APDU, by the fact that the sender-acse-requirements is set to « Authentication » ; this triggers the check of the appendix (sU), and the time field (TimeU) contained in the SESE APDU, itself contained in the calling-authentication-value field, together with the identity of the peer Dialogue User (U) contained in the calling-AP-title and calling-AE-qualifier fields, the identity of the local Dialogue User (V) and the user-information field of the AARQ APDU. »

1.1.4.1.1.1.2 Associated service activations

1.1.4.1.1.1.2.1 Initiator side

The CM-LOGON Request leads, according to «2.1.3.2.6.1 Upon receipt of a CM-logon service request », to the activation of the D-START Request service with the following parameters:
· D-START Request 
	Called Peer ID
	CM LOGON facility Designation

	Called Sys-ID
	

	Called Presentation Address
	

	Calling Peer ID
	CM LOGON Aircraft Address

	Calling Sys-ID
	

	Calling Presentation Address
	

	DS‑User Version Number
	CM‑air‑ASE version number = 2

	Security Requirements
	Abstract value “Secured Dialogue Supporting Key Management”.

	Quality‑of‑Service
	Routing Class: CM LOGON Class of Communication

Priority: “flight regularity communications”

RER: “Low”

	User Data
	CMAircraftMessage APDU (cmLogonRequest)


· SA-START Request
	Calling Entity ID
	Airborne CM

	Called Entity ID
	Ground CM

	User Data
	CMAircraftMessage APDU (cmLogonRequest)


· SSO-Sign

	Source peer
	Airborne CM

	Destination Peer
	Ground CM

	Appendix type
	Signature-appendix

	User data
	CMAircraftMessage APDU (cmLogonRequest)



The Destination peer addresses the ground CM and is under the form of an AP-Title or PSAP derived (4.3.3.3.2.2.2 a) ) from the ICAO Facility Designator present in the SA-START Request Calling Entity ID parameter. The Source peer addresses the airborne CM and is under the form of an AP-Title or PSAP derived (4.3.3.3.2.2.2 a) ) from the ICAO Aircraft Identifier present in the SA-START Request Calling Entity ID parameter.

· SE-Transfer Request 
	Security exchange identifier
	atnEstablishSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnEstablish {

  atnCertificates: absent

  atnSignature {


algorithmId : absent


validity : timeField(ATNSecurityDateTime)


value : ecdsa-Signature(ECDSA-Sig-Value)

  }

}

	Item identifier
	atn-establish = {1 3 27 5 1 2}

	Start flag
	True

	End flag
	Not used


· A-Associate Request  
	Mode
	Not Used (default value)

	Application Context Name
	CM ASE = {1 3 27 3 2}

	Application Context Name List
	Not Used

	Calling AP Title
	Retrieved from Calling Peer ID (CM LOGON Aircraft Address), of from local knowledge.

	Calling AE Qualifier
	Not Used (No Calling Sys-ID)

	Calling AP Invocation‑identifier
	Not Used

	Calling AE Invocation‑identifier
	Not Used

	Called AP Title
	Not Used

	Called AE Qualifier
	Not Used

	Called AP Invocation‑identifier
	Not Used

	Called AE Invocation‑identifier
	Not Used

	ACSE Requirements
	“Authentication”

	Authentication‑mechanism Name
	Not Used

	Authentication‑value
	SESE PDU

	User Information
	D-Start User data (CMAircraftMessage APDU (cmLogonRequest))

	Calling Presentation Address
	Local Calling Presentation Address

	Called Presentation Address
	Derived from Called Peer ID (CM LOGON Facility Designation)

	Presentation Context Definition List
	Not Used

	Default Presentation Context Name
	Not Used

	Quality of Service
	D-Start QOS {

  Routing Class:


- CM LOGON Class Of Communication Service, or


- “ATSC: No Traffic Type Policy Preference”,

  Priority: “flight regularity communications”,

  RER: “low”

}

	Presentation Requirements
	Not Used (Default value)

	Session Requirements
	No Orderly Release (NOR), Duplex

	Initial Synchronization Point Serial No
	Not Used

	Initial Assignment of Tokens
	Not Used

	Session‑connection Identifier
	Not Used


1.1.4.1.1.1.2.2 Receiver side

· A-Associate Indication 
	Mode
	Absent

	Application Context Name
	CM ASE = {1 3 27 3 2}

	Application Context Name List
	Absent

	Calling AP Title
	CM Aircraft AP Title

	Calling AE Qualifier
	Absent

	Calling AP Invocation‑identifier
	Absent

	Calling AE Invocation‑identifier
	Absent

	Called AP Title
	Absent

	Called AE Qualifier
	Absent

	Called AP Invocation‑identifier
	Absent

	Called AE Invocation‑identifier
	Absent

	ACSE Requirements
	“Authentication”

	Authentication‑mechanism Name
	Absent

	Authentication‑value
	SESE PDU

	User Information
	CMAircraftMessage APDU

	Calling Presentation Address
	Local Calling Presentation Address

	Called Presentation Address
	CM LOGON Facility Designation

	Presentation Context Definition List
	Absent

	Default Presentation Context Name
	Absent

	Quality of Service
	D-Start QOS {

  Routing Class:


- CM LOGON Class Of Communication Service, or


- “ATSC: No Traffic Type Policy Preference”,

  Priority: “flight regularity communications”,

  RER: “low”

}

	Presentation Requirements
	Absent

	Session Requirements
	No Orderly Release (NOR), Duplex

	Initial Synchronization Point Serial No
	Absent

	Initial Assignment of Tokens
	Absent

	Session‑connection Identifier
	Absent


· SE-Transfer Indication
	Security exchange identifier
	atnEstablishSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnEstablish {

  atnCertificates: absent

  atnSignature {


algorithmId : absent


validity : timeField(ATNSecurityDateTime)


value : ecdsa-Signature(ECDSA-Sig-Value)

  }

}

	Item identifier
	atn-establish = {1 3 27 5 1 2}

	Start flag
	True

	End flag
	Not used


· SSO-SignCheck

	Source peer
	Airborne CM

	Destination Peer
	Ground CM

	User Data
	CM LOGON Message

	Certificate path
	Not used

	Security item
	atnSignature {


algorithmId : absent


validity : timeField(ATNSecurityDateTime)


value : ecdsa-Signature(ECDSA-Sig-Value)

}



The Destination peer addresses the ground CM and is under the form of an AP-Title or PSAP derived (4.3.3.3.2.2.2 a) ) from the ICAO Facility Designator present in the SA-START Request Calling Entity ID parameter. The Source peer addresses the airborne CM and is under the form of an AP-Title or PSAP derived (4.3.3.3.2.2.2 a) ) from the ICAO Aircraft Identifier present in the SA-START Request Calling Entity ID parameter.

· SA-Start Indication
	Calling Entity ID
	Airborne CM

	Called Entity ID
	Ground CM


· D-Start Indication 
	Calling Peer ID
	CM Aircraft Address, from Calling AP Title.

	Calling Sys-ID
	Not Used (No Calling Sys-ID)

	Calling Presentation Address
	Not Used

	DS‑User Version Number
	CM-ground-ASE version number = 2

	Security Requirements
	Abstract value “Secured Dialogue Supporting Key Management”

	Quality‑of‑Service
	D-Start QOS {

 Routing Class:


- CM LOGON Class Of Communication Service, or


- “ATSC: No Traffic Type Policy Preference”,

 Priority: “flight regularity communications”, 
RER: “low”

}

	User Data
	A-ASSOCIATE User Information parameter


1.1.4.1.1.2 Dialogue establishment : Response-Confirmation phase

1.1.4.1.1.2.1 Mapping the expression of the need to an implementation

1.1.4.1.1.2.1.1 Receiver side
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The expressed need : « The ground CMA entity forms a CM-logon response message Data2 including an indication that it has accepted the aircraft CMA entity’s request for a secure connection, the aircraft CMA entity’s identity U (i.e., U’s CM AE-title), the ground CMA entity’s identity V (i.e., V’s CM AE-title), the ground CMA entity’s random challenge RandV, and ground application entity identities and public keys for the applications that the aircraft entity supports along with indications of whether the public keys for these applications are shared by all application locations within the CM domain. It calculates the tag on its identity V, the aircraft CMA entity’s identity U, a sixteen bit unsigned counter value CountV,U which is initially 000116, Data2 and sU using HMAC under the CMA session key MacKeyU,V as: MAC (MacKeyU,V; V || U || CountV,U || Data2 || sU). The ground CMA entity sends the CM-logon response Data2 along with a certificate path from the aircraft’s State CA’s public key to its key agreement public key and the tag to the aircraft entity. »

b) The translation of the need : « When receiving peer accepts the establishment of a Dialogue which supports key management, a security item needs to be sent back to the initiating peer, which permits the former to provide security related information to the latter.»

c) The implementation of the need : «The D-START Response following the CM-LOGON Response, because it contains a acceptance for establishing a Dialogue supporting Key Management, triggers the computation of a new appendix (tag) on the session key (MacKeyU,V ), the airborne (U) and ground (V) Dialogue users, the sixteen bit unsigned counter value (CountV,U) of the exchanged information from the ground peer to the airborne peer, the D-START Response User Data, the certificate path from the aircraft’s State CA’s public key to its key agreement public key, and the initial appendix (sU). To do this, the S-ASO builds a SESE APDU containing a validity element (the random challenge (RandV), the appendix (tag), and the certificate path from the aircraft’s State CA’s public key to its key agreement public key, and an AARE APDU containing the D-START Response user data in user-information, the responder-acse-requirements set to « Authentication », and the SESE APDU in the responding-authentication-value. ». This AARE APDU is sent using the Presentation services. This can be implemented following the sequence of service primitives described on the right part of the drawing and in 1.1.4.1.1.2.2.

1.1.4.1.1.2.1.2 Initiator side

a) The expressed need : « The aircraft CMA entity reconstructs V || U || CountV,U || Data2 || sU and checks the tag it received is valid using HMAC with SHA-1 under the session key MacKeyU,V. If this check is successful, the aircraft CMA entity accepts the ground CMA entity’s login response and concludes that the CM-logon security check has been successful.»

b) The translation of the need : « When the initiating peer receives the security item in response, it first checks the validity of the associated information and, then, computes the security related data which it will use for subsequent exchanges with its peer.»

c) The implementation of the need : « The incoming AARE APDU, because it specifies acceptance for authentication, triggers the check of the appendix (tag) using the session key (MacKeyU,V ), the airborne (U) and ground (V) Dialogue users, the counter of exchanges between the ground peer and the airborne peer (CountV,U), and the user information contained in the AARE APDU. The acceptance for authentication is specified, in the incoming AARE APDU, by the fact that the responder-acse-requirements is set to « Authentication » ; this triggers the check of the appendix (tag), and the random challenge (RandV), contained in the SESE APDU, itself contained in the responding-authentication-value field, together with the identity of the airborne (U) and ground (V) Dialogue Users, and the user-information field of the AARE APDU. »

1.1.4.1.1.2.2 Associated service activations

1.1.4.1.1.2.2.1 Receiver side

· D-Start Response 
	Security Requirements
	Abstract value “Secured Dialogue Supporting Key Management”.

	Quality‑of‑Service
	Routing Class: CM LOGON Class of Communication

Priority: “flight regularity communications”

RER: “Low”

	Result
	“accepted”

	User Data
	CMGroundMessage APDU (cmSecureLogonResponse)


· SA-START Response
	Called Entity ID
	Ground CM

	Calling Entity ID
	Airborne CM

	User Data
	CMGroundMessage APDU (cmSecureLogonResponse)


· SSO-GetCertificatePath

	Entity ID
	Ground CM

	Key usage
	“keyAgreement”



The Entity ID addresses the ground CM and is under the form of an AP-Title or PSAP derived (4.3.3.3.3.2.2 a) ) from the ICAO Facility Designator present in the SA-START Response Called Entity ID parameter. 

· SSO-Sign

	Source peer
	Ground CM

	Destination Peer
	Airborne CM

	Appendix type
	MAC-appendix

	User Data
	CMGroundMessage APDU (cmSecureLogonResponse)



The Source peer addresses the ground CM and is under the form of an AP-Title or PSAP derived (4.3.3.3.3.2.2 a) ) from the ICAO Facility Designator present in the SA-START Response Called Entity ID parameter. The Destination peer addresses the airborne CM and is under the form of an AP-Title or PSAP derived (4.3.3.3.3.2.2 a) ) from the ICAO Aircraft Identifier present in the SA-START Response Calling Entity ID parameter.

· SE-Transfer Request 
	Security exchange identifier
	atnEstablishSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnEstablish {

  atnCertificates: ground CM Key Agreement Certificate

  atnSignature {


algorithmId : absent


validity : random


value : hmac-Tag

  }

}

	Item identifier
	AtnEstablish security exchange item

	Start flag
	False

	End flag
	absent


· A-Associate Response 
	Application Context Name
	CM ASE = {1 3 27 3 2}

	Responding AP Title
	Not Used

	Responding AE Qualifier
	Not Used

	Responding AP Invocation‑identifier
	Not Used

	Responding AE Invocation‑identifier
	Not Used

	ACSE Requirements
	“Authentication”

	Authentication‑mechanism Name
	Not used

	Authentication‑value
	SESE PDU

	User Information
	D-Start User data (CMGroundMessage APDU (cmSecureLogonResponse))

	Result
	“accepted” 

	Diagnostic
	Not used

	Responding Presentation Address
	Local Presentation address

	Presentation Context Definition Result List
	Not used

	Default Presentation Context Result
	Not used

	Quality of Service
	D-Start QOS {

  Routing Class:


- CM LOGON Class Of Communication Service, or


- “ATSC: No Traffic Type Policy Preference”,

  Priority: “flight regularity communications”,

  RER: “low”

}

	Presentation Requirements
	Not used

	Session Requirements
	No Orderly Release (NOR), Duplex

	Initial Synchronization Point Serial No
	Not used

	Initial Assignment of Tokens
	Not used

	Session‑connection Identifier
	Not used


1.1.4.1.1.2.2.2 Initiator side

· A-Associate Confirmation 
	Application Context Name
	CM ASE = {1 3 27 3 2}

	Responding AP Title
	Not Used

	Responding AE Qualifier
	Not Used

	Responding AP Invocation‑identifier
	Not Used

	Responding AE Invocation‑identifier
	Not Used

	ACSE Requirements
	“Authentication”

	Authentication‑mechanism Name
	Not Used

	Authentication‑value
	SESE PDU

	User Information
	D-Start User data (CMGroundMessage APDU (cmSecureLogonResponse))

	Result
	“accepted”

	Result Source
	

	Diagnostic
	Not Used

	Responding Presentation Address
	Ground CM Presentation address

	Presentation Context Definition Result List
	Not Used

	Default Presentation Context Result
	Not Used

	Quality of Service
	D-Start QOS {

  Routing Class:


- CM LOGON Class Of Communication Service, or


- “ATSC: No Traffic Type Policy Preference”,

  Priority: “flight regularity communications”,

  RER: “low”

}

	Presentation Requirements
	Not Used

	Session Requirements
	No Orderly Release (NOR), Duplex

	Initial Synchronization Point Serial No
	Not Used

	Initial Assignment of Tokens
	Not Used

	Session‑connection Identifier
	Not Used


· SE-Transfer Indication
	Security exchange identifier
	atnEstablishSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnEstablish {

  atnCertificates: ground CM Key Agreement Certificate

  atnSignature {


algorithmId : absent


validity : random


value : hmac-Tag

  }

}

	Item identifier
	AtnEstablish security exchange item

	Start flag
	False

	End flag
	absent


· SSO-SignCheck

	Local peer
	Ground CM

	Remote Peer
	Airborne CM

	User Data
	CMGroundMessage APDU (cmSecureLogonResponse)

	Certificate path
	Ground CM key agreement key certificate path

	Security item
	atnEstablish {

  atnCertificates: ground CM Key Agreement Certificate

  atnSignature {


algorithmId : absent


validity : random


value : hmac-Tag

  }

}


· SA-Start Confirmation
	Called Entity ID
	Ground CM

	Calling Entity ID
	Airborne CM


· D-Start Confirmation 
	DS‑User Version Number
	CM-air-ASE version number = 2

	Security Requirements
	Abstract value “Secured Dialogue Supporting Key Management”

	Quality‑of‑Service
	D-Start QOS {

 Routing Class:


- CM LOGON Class Of Communication Service, or


- “ATSC: No Traffic Type Policy Preference”,

 Priority: “flight regularity communications”, 
RER: “low”

}

	Result
	“accepted”

	Reject Source
	Not used

	User Data
	A-ASSOCIATE User Information parameter


1.1.4.1.1.3 Ground initiated data transfer phase

1.1.4.1.1.3.1 Mapping the expression of the need to an implementation

1.1.4.1.1.3.1.1 Sender side

a) [image: image8.wmf] 
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The expressed need : « Subsequent to CM-logon when the ground CMA entity and the aircraft CMA entity wish to exchange a data item Data3, such as a request for additional application entity public keys, the sender, say V, authenticates the data item by MACing it using the CMA session key MacKeyU,V established during CM-logon as follows: MAC ( MacKeyU,V; V || U || CountV,U || Data3 ); V is the sender’s identity and U is the recipient’s identity. Inclusion of U and V enables detection of attacks in which an adversary bounces a data item sent by the aircraft or ground back to its sender. CountV,U is a 16-bit counter indicating the number of data items sent over the RF channel by its sender secured under MacKeyU,V during this CMA session. Inclusion of CountV,U enables detection of attacks in which an adversary replays a previously sent data item. The data item Data3 is then sent over the RF channel along with the MAC value calculated on it. This ensures the authenticity of Data3. »
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The translation of the need : « When a request for sending Data over a secured Dialogue is made, a security item needs to be appended to the Dialogue User data, which permits the receiving peer to check the integrity of the received data and the origin of the sending peer. »
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D

-

START.req

 

SA

-

START.req

 

 SA

-

CF

 

SESE

 

SE

-

TRANSFER.req

 

SESE PDU

 

Dialogue CF

 

ACSE

 

AC

-

ASSOCIATE.req

 

AARQ

 

P

-

CONNECT.req

 

 SA

-

CF

 

SSO

-

Sign

 

SSO

 

S

-

ASO

 

Dialogue CF

 

The implementation of the need : « The D-DATA Request over a secured Dialogue, triggers the computation of an appendix on the D-DATA Request User data, the senders (V) and the receiving (U) Dialogue users, on a counter (CountV,U) of the User data sent from the sending to the receiving entity, and on the session key (MacKeyU,V) established between the sending and receiving peers. The Dialogue control function then transmits to its peer the D-DATA Request user data together with the appendix. To do this, the S-ASO builds an exchange item, under the form of a SESE APDU containing the D-DATA Request user data, and the appendix.» This SESE APDU is sent using the Presentation services. This can be implemented following the sequence of service primitives described on the right part of the drawing and in 1.1.4.1.1.3.2.1.

1.1.4.1.1.3.1.2 Receiver side

a) The implementation of the need : « The incoming SESE APDU contained on the Presentation user data parameter, because it arrives on a secured Dialogue, triggers the check of the appendix contained in the SESE APDU, using the identity of the peer Dialogue User (V), the identity of the local Dialogue User (U), the counter (CountV,U) of the User data sent from the sending to the receiving peers, and the unprotected part of the SESE APDU (i.e. original D-DATA request user data). » This can be implemented following the sequence of service primitives described on the right part of the drawing and in 1.1.4.1.1.3.2.2.

1.1.4.1.1.3.2 Associated service activations

1.1.4.1.1.3.2.1 Sender side

· D-Data Request  
	User Data
	CMGroundMessage APDU (cmContactRequest)


· SA-Send Request 
	Local Entity ID
	Ground CM

	Remote Entity ID
	Airborne CM

	User Data
	CMGroundMessage APDU (cmContactRequest)


· SSO-ProtectSign

	Source peer
	Ground CM

	Destination Peer
	Airborne CM

	User Data
	CMGroundMessage APDU (cmContactRequest)

	Algorithm Identifier
	MAC-appendix


· SE-Transfer Request 
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : CMGroundMessage APDU (cmContactRequest)

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


1.1.4.1.1.3.2.2 Receiver side

· SE-Transfer Indication
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : CMGroundMessage APDU (cmContactRequest)

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· SSO-ProtectSignCheck

	Source peer
	Ground CM

	Destination Peer
	Airborne CM

	Security item
	atnProtectSign {

unprotected : CMGroundMessage APDU (cmContactRequest)

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}


· SA-Send Indication
	Local Entity ID
	Airborne CM

	Remote Entity ID
	Ground CM

	User Data
	CMGroundMessage APDU (cmContactRequest)


· D-Data Indication
	User Data
	CMGroundMessage APDU (cmContactRequest)


1.1.4.1.1.4 Air initiated data transfer phase

1.1.4.1.1.4.1 Mapping the expression of the need to an implementation

1.1.4.1.1.4.1.1 Sender side
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The expressed need : « Subsequent to CM-logon when the ground CMA entity and the aircraft CMA entity wish to exchange a data item Data3, such as a request for additional application entity public keys, the sender, say V, authenticates the data item by MACing it using the CMA session key MacKeyU,V established during CM-logon as follows: MAC ( MacKeyU,V; V || U || CountV,U || Data3 ); V is the sender’s identity and U is the recipient’s identity. Inclusion of U and V enables detection of attacks in which an adversary bounces a data item sent by the aircraft or ground back to its sender. CountV,U is a 16-bit counter indicating the number of data items sent over the RF channel by its sender secured under MacKeyU,V during this CMA session. Inclusion of CountV,U enables detection of attacks in which an adversary replays a previously sent data item. The data item Data3 is then sent over the RF channel along with the MAC value calculated on it. This ensures the authenticity of Data3. »

b) The translation of the need : « When a request for sending Data over a secured Dialogue is made, a security item needs to be appended to the Dialogue User data, which permits the receiving peer to check the integrity of the received data and the origin of the sending peer. »
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The implementation of the need : « The D-DATA Request over a secured Dialogue, triggers the computation of an appendix on the D-DATA Request User data, the senders (V) and the receiving (U) Dialogue users, on a counter (CountV,U) of the User data sent from the sending to the receiving entity, and on the session key (MacKeyU,V) established between the sending and receiving peers. The Dialogue control function then transmits to its peer the D-DATA Request user data together with the appendix. To do this, the S-ASO builds an exchange item, under the form of a SESE APDU containing the D-DATA Request user data, and the appendix.» This SESE APDU is sent using the Presentation services. This can be implemented following the sequence of service primitives described on the right part of the drawing and in 1.1.4.1.1.4.2.1.

1.1.4.1.1.4.1.2 Receiver side

The implementation of the need : « The incoming SESE APDU contained on the Presentation user data parameter, because it arrives on a secured Dialogue, triggers the check of the appendix contained in the SESE APDU, using the identity of the peer Dialogue User (V), the identity of the local Dialogue User (U), the counter (CountV,U) of the User data sent from the sending to the receiving peers, and the unprotected part of the SESE APDU (i.e. original D-DATA request user data). » This can be implemented following the sequence of service primitives described on the right part of the drawing and in 1.1.4.1.1.4.2.2.

1.1.4.1.1.4.2 Associated service activations

1.1.4.1.1.4.2.1 Sender side

· D-Data Request  
	User Data
	CMAircraftMessage APDU (cmContactResponse)


· SA-Send Request 
	Local Entity ID
	Airborne CM

	Remote Entity ID
	Ground CM

	User Data
	CMAircraftMessage APDU (cmContactResponse)


· SSO-ProtectSign

	Source peer
	Airborne CM

	Destination Peer
	Ground CM

	User Data
	CMAircraftMessage APDU (cmContactResponse)

	Algorithm Identifier
	MAC-appendix


· SE-Transfer Request 
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : CMAircraftMessage APDU (cmContactResponse)

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


1.1.4.1.1.4.2.2 Receiver side

· SE-Transfer Indication
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : CMAircraftMessage APDU (cmContactResponse)

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· SSO-ProtectSignCheck

	Source peer
	Airborne CM

	Destination Peer
	Ground CM

	Security item
	atnProtectSign {

unprotected : CMAircraftMessage APDU (cmContactResponse)

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}


· SA-Send Indication
	Local Entity ID
	Ground CM

	Remote Entity ID
	Airborne CM

	User Data
	CMAircraftMessage APDU (cmContactResponse)


· D-Data Indication
	User Data
	CMAircraftMessage APDU (cmContactResponse)


1.1.4.1.1.5 Dialogue end : Request-Indication phase

1.1.4.1.1.5.1 Mapping the expression of the need to an implementation

1.1.4.1.1.5.1.1 Initiating side
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No explicit need was expressed for Dialogue ending phase. The choice was to consider this phase as equivalent to data transfer phase, with respect to security consideration, and to transfer security related information together with user data using ACSE Release service.

b) « When a request for ending a secured Dialogue is made, a security item needs to be appended to the Dialogue User data, which permits the receiving peer to check the integrity of the received data and the origin of the sending peer. »
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The implementation of the need : « The D-END Request over a secured Dialogue, triggers the computation of an appendix on the D-END Request User data, the senders (V) and the receiving (U) Dialogue users, on a counter (CountV,U) of the User data sent from the sending to the receiving entity, and on the session key (MacKeyU,V) established between the sending and receiving peers. The Dialogue control function then transmits to its peer the D-END Request user data together with the appendix. To do this, the S-ASO builds an exchange item, under the form of a SESE APDU containing the D-END Request user data, and the appendix.» This SESE APDU is sent using the A-RELEASE Request service. This can be implemented following the sequence of service primitives described on the right part of the drawing and in 1.1.4.1.1.5.2.1.

1.1.4.1.1.5.1.2 [image: image16.wmf] 
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Receiver side

a) The implementation of the need : « The incoming SESE APDU contained on the A-RELEASE Indication user information parameter, because it arrives on a secured Dialogue, triggers the check of the appendix contained in the SESE APDU, using the identity of the peer Dialogue User (V), the identity of the local Dialogue User (U), the counter (CountV,U) of the User data sent from the sending to the receiving peers, and the unprotected part of the SESE APDU (i.e. original D-END request user data). » This can be implemented following the sequence of service primitives described on the left part of the drawing and in 1.1.4.1.1.5.2.2.
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1.1.4.1.1.5.2 Associated service activations

1.1.4.1.1.5.2.1 Initiating side

· D-End Request  
	User Data
	Not used


· SA-Send Request 
	Local Entity ID
	Ground CM

	Remote Entity ID
	Airborne CM

	User Data
	Not Used


· SSO-ProtectSign

	Local peer
	Airborne CM

	Remote Peer
	Ground CM

	User Data
	Not Used

	Algorithm Identifier
	MAC-appendix


· SE-Transfer Request 
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : absent

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· A-Release Request  
	Reason
	“normal”

	User Information
	SESE PDU


1.1.4.1.1.5.2.2 Receiver side

· A-Release Indication 
	Reason
	“normal”

	User Data
	SESE PDU


· SE-Transfer Indication
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : absent

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· SSO-ProtectSignCheck

	Source peer
	Ground CM

	Destination Peer
	Airborne CM

	Security item
	atnProtectSign {

unprotected : absent

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}


· SA-Send Indication
	Local Entity ID
	Airborne CM

	Remote Entity ID
	Ground CM

	User Data
	Not Used


· D-End Indication 
	User Data
	Not Used


1.1.4.1.1.6 Dialogue end : Response-Confirmation phase

1.1.4.1.1.6.1 Mapping the expression of the need to an implementation

1.1.4.1.1.6.1.1 Receiver side
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No explicit need was expressed for Dialogue ending phase. The choice was to consider this phase as equivalent to data transfer phase, with respect to security consideration, and to transfer security related information together with user data using ACSE Release service.

b) « When a response for ending a secured Dialogue is made, a security item needs to be appended to the Dialogue User data, which permits the receiving peer to check the integrity of the received data and the origin of the sending peer. »

c) [image: image19.wmf] 
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The implementation of the need : « The D-END Response over a secured Dialogue, triggers the computation of an appendix on the D-END Response User data, the senders (V) and the receiving (U) Dialogue users, on a counter (CountV,U) of the User data sent from the sending to the receiving entity, and on the session key (MacKeyU,V) established between the sending and receiving peers. The Dialogue control function then transmits to its peer the D-END Response user data together with the appendix. To do this, the S-ASO builds an exchange item, under the form of a SESE APDU containing the D-END Response user data, and the appendix.» This SESE APDU is sent using the A-RELEASE Response service. This can be implemented following the sequence of service primitives described on the left part of the drawing and in 1.1.4.1.1.6.2.1.
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Initiating side

a) The implementation of the need : « The incoming SESE APDU contained on the A-RELEASE Confirmation user information parameter, because it arrives on a secured Dialogue, triggers the check of the appendix contained in the SESE APDU, using the identity of the peer Dialogue User (V), the identity of the local Dialogue User (U), the counter (CountV,U) of the User data sent from the sending to the receiving peer, and the unprotected part of the SESE APDU (i.e. original D-END Response user data). » This can be implemented following the sequence of service primitives described on the right part of the drawing and in 1.1.4.1.1.6.2.2.

1.1.4.1.1.6.2 Associated service activations

1.1.4.1.1.6.2.1 Receiving side

· D-End Response
	Result
	“affirmative”

	User Data
	Not Used


· SA-Send Request 
	Local Entity ID
	Airborne CM

	Remote Entity ID
	Ground CM

	User Data
	Not used


· SSO-ProtectSign

	Source peer
	Airborne CM

	Destination Peer
	Ground CM

	User Data
	Not used

	Algorithm Identifier
	MAC-appendix


· SE-Transfer Request 
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : absent

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· A-Release Response
	Reason
	“normal”

	User Data
	SESE PDU

	Result
	« affirmative »


1.1.4.1.1.6.2.2 Initiating side

· A-Release Confirmation
	Reason
	“normal”

	User Data
	SESE PDU

	Result
	« affirmative »


· SE-Transfer Indication
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : absent

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· SSO-ProtectSignCheck

	Source peer
	Airborne CM

	Destination Peer
	Ground CM

	Security item
	atnProtectSign {

unprotected : absent

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	CheckResult
	


· SA-Send Indication
	Local Entity ID
	Ground CM

	Remote Entity ID
	Airborne CM

	User Data
	Not Used


· D-End Confirmation
	Result
	“affirmative”

	User Data
	Not Used


The full scenario described above is summarized in the following picture:

	Dialogue
	SA-Service
	SESE
	ACSE
	Présentation
	Session
	Transport
	Session
	Présentation
	ACSE
	SESE
	SA-Service
	Dialogue
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1.1.4.1.2 Ground initiated Air-Ground Communications

1.1.4.1.2.1 Dialogue establishment: Request-Indication phase

1.1.4.1.2.1.1 Mapping the expression of the need to upper layers functionality

1.1.4.1.2.1.1.1 Initiator side

a) The expressed need : « The ground CMA entity forms a CM-update request message Data1 consisting of some update data including an indication that it is requesting a secure connection, its identity V, the aircraft CMA entity’s identity U, a time field TimeV, and ground application entities’ identities and public keys for the applications that the aircraft supports along with indications for each application type of whether the public key for the application type is shared by all locations of that application type within the CM domain (e.g., all ADS applications use the same public key). It signs Data1 using ECDSA under its private signing key dsig,V: sV = Sign (dsig,V; Data1). The ground CMA entity sends the CM-update request message along with sV and certificate paths from the aircraft’s State CA’s public key to the ground CMA entity’s signing and key agreement public keys to the aircraft CMA. The ground CMA entity retains its signature sV for use later.»

b) The translation of the need : « When a request for establishing a Dialogue specifies that this Dialogue should support key management, there need to be a security item sent from the initiating peer to the receiving peer, which permits the former to provide security related information to the latter.»

c) The implementation of the need : « The D-START Request following the CM-UPDATE Request, because it contains a request for establishing a Dialogue supporting Key Management, triggers the computation of an appendix (sV) on the D-START Request User data, the airborne (U) and ground (V) Dialogue users and a locally computed time field (TimeV). The Dialogue control function then transmits to its peer : the D-START Request User Data, the ground Dialogue user (V), the time field (TimeV) and the appendix (sV). To do this, the S-ASO builds an exchange item, under the form of a SESE APDU containing a validity element (the time field (TimeV), the certificate paths from the aircraft’s State CA’s public key to the ground CMA entity’s signing and key agreement public keys, and the appendix (sV)), and an AARQ APDU containing the identity of the Dialogue User (V) in calling-AP-title and calling-AE-qualifier, the D-START Request user data in user-information, the sender-acse-requirements set to « Authentication », and the SESE APDU in the calling-authentication-value. » This AARQ APDU is sent using the Presentation services. This can be implemented following the sequence of service primitives described on the left part of the drawing and in 1.1.4.1.2.1.2.1.

1.1.4.1.2.1.1.2 Receiver side

a) The expressed need : « The aircraft CMA entity receives the CM-update request message along with sV and sees that the message requests a secure connection. It recovers from the message the ground CMA entity’s identity V, its identity U, the time field TimeV, the application entities’ identities and public keys, and the certificate paths. It checks the certificate paths using its copy of its State CA’s public key. It retrieves the ground CMA entity’s public signing key Qsig,V from its signature key certificate. It verifies the received signature sV is a valid ECDSA signature on Data1 using Qsig,V, and it verifies that U is correct and TimeV corresponds with the current time. (Note that the aircraft CMA entity may optionally cache sV and use it to check that initial CM-update requests are not replayed even during a single time period.) If all these checks are successful, the aircraft CMA entity accepts the ground CMA entity’s update request.»

b) The translation of the need : « When the receiving peer receives the security item containing security information, it first checks the validity of the associated information and then computes the security related data which it will use for subsequent exchanges with its peer.»

c) The implementation of the need : « The incoming AARQ APDU, because it specifies need for authentication, triggers the check of the appendix (sV), using the identity of the peer Dialogue User (V), the identity of the local Dialogue User (U), the user information, the certificate paths from the aircraft’s State CA’s public key to the ground CMA entity’s signing and key agreement public keys, and the time field (TimeV) contained in the AARQ APDU. The need for authentication is specified, in the incoming AARQ APDU, by the fact that the sender-acse-requirements is set to « Authentication » ; this triggers the check of the appendix (sV), and the time field (TimeV) contained in the SESE APDU, itself contained in the calling-authentication-value field, together with the identity of the peer Dialogue User (V) contained in the calling-AP-title and calling-AE-qualifier fields, the identity of the local Dialogue User (U) and the user-information field of the AARQ APDU. »

1.1.4.1.2.1.2 Associated service activations

1.1.4.1.2.1.2.1 Initiator side

1.1.4.1.2.1.2.2 Initiator side

The CM-UPDATE Request leads, according to «2.1.5.3.3.7 CM-update and CM-server-facility-update service request», to the activation of the D-START Request service with the following parameters:
· D-START Request 
	Called Peer ID
	CM Update Aircraft Address

	Called Sys-ID
	

	Called Presentation Address
	

	Calling Peer ID
	CM Update Facility Designation

	Calling Sys-ID
	

	Calling Presentation Address
	

	DS‑User Version Number
	CM‑air‑ASE version number = 2

	Security Requirements
	Abstract value “Secured Dialogue Supporting Key Management”.

	Quality‑of‑Service
	Routing Class: CM UPDATE Class of Communication

Priority: “flight regularity communications”

RER: “Low”

	User Data
	CMGroundMessage APDU (cmSecureUpdate)


· SA-START Request
	Calling Entity ID
	Ground CM

	Called Entity ID
	Airborne CM

	User Data
	CMGroundMessage APDU (cmSecureUpdate)


· SSO-Sign

	Source peer
	Ground CM

	Destination Peer
	Airborne CM

	Appendix type
	Signature-appendix

	User data
	CMGroundMessage APDU (cmSecureUpdate)



The Destination peer addresses the ground CM and is under the form of an AP-Title or PSAP derived (4.3.3.3.2.2.2 a) ) from the ICAO Facility Designator present in the SA-START Request Calling Entity ID parameter. The Source peer addresses the airborne CM and is under the form of an AP-Title or PSAP derived (4.3.3.3.2.2.2 a) ) from the ICAO Aircraft Identifier present in the SA-START Request Calling Entity ID parameter.

· SE-Transfer Request 
	Security exchange identifier
	atnEstablishSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnEstablish {

  atnCertificates {

      ground CM signature key certificate path

      key agreement key certificate path

  }

  atnSignature {


algorithmId : absent


validity : timeField(ATNSecurityDateTime)


value : ecdsa-Signature(ECDSA-Sig-Value)

  }

}

	Item identifier
	atn-establish = {1 3 27 5 1 2}

	Start flag
	True

	End flag
	Not used


· A-Associate Request  
	Mode
	Not Used (default value)

	Application Context Name
	CM ASE = {1 3 27 3 2}

	Application Context Name List
	Not Used

	Calling AP Title
	Retrieved from Calling Peer ID (CM Update Facility Designation), of from local knowledge.

	Calling AE Qualifier
	Not Used (No Calling Sys-ID)

	Calling AP Invocation‑identifier
	Not Used

	Calling AE Invocation‑identifier
	Not Used

	Called AP Title
	Not Used

	Called AE Qualifier
	Not Used

	Called AP Invocation‑identifier
	Not Used

	Called AE Invocation‑identifier
	Not Used

	ACSE Requirements
	“Authentication”

	Authentication‑mechanism Name
	Not Used

	Authentication‑value
	SESE PDU

	User Information
	D-Start User data (CMGroundMessage APDU (cmSecureUpdate))

	Calling Presentation Address
	Local Calling Presentation Address

	Called Presentation Address
	Derived from Called Peer ID (CM Update Aircraft Address)

	Presentation Context Definition List
	Not Used

	Default Presentation Context Name
	Not Used

	Quality of Service
	D-Start QOS {

  Routing Class:


- CM UPDATE Class Of Communication Service, or


- “ATSC: No Traffic Type Policy Preference”,

  Priority: “flight regularity communications”,

  RER: “low”

}

	Presentation Requirements
	Not Used (Default value)

	Session Requirements
	No Orderly Release (NOR), Duplex

	Initial Synchronization Point Serial No
	Not Used

	Initial Assignment of Tokens
	Not Used

	Session‑connection Identifier
	Not Used


1.1.4.1.2.1.2.3 Receiver side

1.1.4.1.2.2 Dialogue establishment : Response-Confirmation phase

1.1.4.1.2.2.1 Mapping the expression of the need to an implementation

1.1.4.1.2.2.1.1 Receiver side

a) The expressed need : « The aircraft CMA entity forms an initial CM-update response message Data2 (i.e., ACSE AARE APDU) including an indication that it has accepted the ground CMA entity’s request for a secure connection, the ground CMA entity’s identity V (i.e., V’s CM AE-title), the aircraft CMA entity’s identity U (i.e., U’s CM AE-title), and the aircraft CMA entity’s random challenge RandU. It calculates the tag on its identity U, the ground CMA entity’s identity V, a sixteen bit unsigned counter value CountU,V which is initially 000116, Data2 and sV using HMAC under the CMA session key MacKeyU,V as: MAC (MacKeyU,V; U || V || CountU,V || Data2 || sV). The aircraft CMA entity sends the initial CM-update response Data2 along with the tag to the ground CMA entity.»

b) The translation of the need : « When receiving peer accepts the establishment of a Dialogue which supports key management, a security item needs to be sent back to the initiating peer, which permits the former to provide security related information to the latter.»

c) The implementation of the need : «The D-START Response negative following the CM-UPDATE Indication, because it contains a refusal for establishing a Dialogue supporting Key Management, triggers the computation of a new appendix (tag) on the session key (MacKeyU,V ), the airborne (U) and ground (V) Dialogue users, a sixteen bit unsigned counter value (CountU,V), and the initial appendix (sV). To do this, the S-ASO builds a SESE APDU containing a validity element (the random challenge (RandU), the appendix (tag), and an AARE APDU containing the responder-acse-requirements set to « Authentication », and the SESE APDU in the responding-authentication-value. ». This AARE APDU is sent using the Presentation services. This can be implemented following the sequence of service primitives described on the left part of the drawing and in 1.1.4.1.2.2.2.1.

1.1.4.1.2.2.1.2 Initiator side

a) The expressed need : « The ground CMA entity reconstructs U || V || CountU,V || Data2 || sV and checks the tag it received is valid using HMAC with SHA-1 under the session key MacKeyU,V. If this check is successful, the ground CMA entity accepts the aircraft CMA entity’s update response and concludes that the initial CM-update security check has been successful.»

b) The translation of the need : « When the initiating peer receives the security item in response, it first checks the validity of the associated information and, then, computes the security related data which it will use for subsequent exchanges with its peer.»

c) The implementation of the need : « The incoming AARE APDU, because it specifies acceptance for authentication, triggers the check of the appendix (tag) using the session key (MacKeyU,V ), the airborne (U) and ground (V) Dialogue users, the counter of exchanges between the airborne peer and the ground peer (CountU,V), and the user information contained in the AARE APDU. The acceptance for authentication is specified, in the incoming AARE APDU, by the fact that the responder-acse-requirements is set to « Authentication » ; this triggers the check of the appendix (tag), and the random challenge (RandU), contained in the SESE APDU, itself contained in the responding-authentication-value field, together with the identity of the airborne (U) and ground (V) Dialogue Users, and the user-information field of the AARE APDU. »

1.1.4.1.2.2.2 Associated service activations

1.1.4.1.2.2.2.1 Receiver side

· D-Start Response 
	Security Requirements
	Abstract value “Secured Dialogue Supporting Key Management”.

	Quality‑of‑Service
	Routing Class: CM UPDATE Class of Communication

Priority: “flight regularity communications”

RER: “Low”

	Result
	“rejected(permanent)”

	User Data
	Not used


· SA-START Response
	Called Entity ID
	Airborne CM

	Calling Entity ID
	Ground CM

	User Data
	Not used


· SSO-GetCertificatePath

	Entity ID
	Ground CM

	Key usage
	“keyAgreement”



The Entity ID addresses the ground CM and is under the form of an AP-Title or PSAP derived (4.3.3.3.3.2.2 a) ) from the ICAO Facility Designator present in the SA-START Response Called Entity ID parameter. 

· SSO-Sign

	Source peer
	Airborne CM

	Destination Peer
	Ground CM

	Appendix type
	MAC-appendix

	User Data
	Not Used



The Source peer addresses the ground CM and is under the form of an AP-Title or PSAP derived (4.3.3.3.3.2.2 a) ) from the ICAO Facility Designator present in the SA-START Response Called Entity ID parameter. The Destination peer addresses the airborne CM and is under the form of an AP-Title or PSAP derived (4.3.3.3.3.2.2 a) ) from the ICAO Aircraft Identifier present in the SA-START Response Calling Entity ID parameter.

· SE-Transfer Request 
	Security exchange identifier
	atnEstablishSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnEstablish {

  atnCertificates: absent

  atnSignature {


algorithmId : absent


validity : random


value : hmac-Tag

  }

}

	Item identifier
	AtnEstablish security exchange item

	Start flag
	False

	End flag
	absent


· A-Associate Response 
	Application Context Name
	CM ASE = {1 3 27 3 2}

	Responding AP Title
	Not Used

	Responding AE Qualifier
	Not Used

	Responding AP Invocation‑identifier
	Not Used

	Responding AE Invocation‑identifier
	Not Used

	ACSE Requirements
	“Authentication”

	Authentication‑mechanism Name
	Not used

	Authentication‑value
	SESE PDU

	User Information
	Not Used

	Result
	“rejected(permanent)” 

	Diagnostic
	Not used

	Responding Presentation Address
	Local Presentation address

	Presentation Context Definition Result List
	Not used

	Default Presentation Context Result
	Not used

	Quality of Service
	D-Start QOS {

  Routing Class:


- CM UPDATE Class Of Communication Service, or


- “ATSC: No Traffic Type Policy Preference”,

  Priority: “flight regularity communications”,

  RER: “low”

}

	Presentation Requirements
	Not used

	Session Requirements
	No Orderly Release (NOR), Duplex

	Initial Synchronization Point Serial No
	Not used

	Initial Assignment of Tokens
	Not used

	Session‑connection Identifier
	Not used


· SA-END Request

	Local Entity ID
	Airborne CM

	Remote Entity ID
	Ground CM

	Severity
	“low”


1.1.4.1.2.2.2.2 Initiator side

· A-Associate Confirmation 
	Application Context Name
	CM ASE = {1 3 27 3 2}

	Responding AP Title
	Not Used

	Responding AE Qualifier
	Not Used

	Responding AP Invocation‑identifier
	Not Used

	Responding AE Invocation‑identifier
	Not Used

	ACSE Requirements
	“Authentication”

	Authentication‑mechanism Name
	Not Used

	Authentication‑value
	SESE PDU

	User Information
	Not Used

	Result
	“rejected(permanent)”

	Result Source
	ACSE Service User

	Diagnostic
	Not Used

	Responding Presentation Address
	Ground CM Presentation address

	Presentation Context Definition Result List
	Not Used

	Default Presentation Context Result
	Not Used

	Quality of Service
	D-Start QOS {

  Routing Class:


- CM UPDATE Class Of Communication Service, or


- “ATSC: No Traffic Type Policy Preference”,

  Priority: “flight regularity communications”,

  RER: “low”

}

	Presentation Requirements
	Not Used

	Session Requirements
	No Orderly Release (NOR), Duplex

	Initial Synchronization Point Serial No
	Not Used

	Initial Assignment of Tokens
	Not Used

	Session‑connection Identifier
	Not Used


· SE-Transfer Indication
	Security exchange identifier
	atnEstablishSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnEstablish {

  atnCertificates: absent

  atnSignature {


algorithmId : absent


validity : random


value : hmac-Tag

  }

}

	Item identifier
	AtnEstablish security exchange item

	Start flag
	False

	End flag
	absent


· SSO-SignCheck

	Source peer
	Airborne CM

	Destination Peer
	Ground CM

	User Data
	Not used

	Certificate path
	Not used

	Security item
	atnEstablish {

  atnCertificates: absent

  atnSignature {


algorithmId : absent


validity : random


value : hmac-Tag

  }

}


· SA-Start Confirmation
	Called Entity ID
	Airborne CM

	Calling Entity ID
	Ground CM


· SA-END Request

	Local Entity ID
	Ground CM

	Remote Entity ID
	Airborne CM

	Severity
	“low”


· D-Start Confirmation 
	DS‑User Version Number
	CM-air-ASE version number = 2

	Security Requirements
	Abstract value “Secured Dialogue Supporting Key Management”

	Quality‑of‑Service
	D-Start QOS {

 Routing Class:


- CM UPDATE Class Of Communication Service, or


- “ATSC: No Traffic Type Policy Preference”,

 Priority: “flight regularity communications”, 
RER: “low”

}

	Result
	“rejected(permanent)”

	Reject Source
	DS User

	User Data
	Not used


1.1.4.2 Secured Dialogue

1.1.4.2.1 Dialogue establishment: Request-Indication phase

1.1.4.2.1.1 Mapping the expression of the need to upper layers functionality

1.1.4.2.1.1.1 Initiator side

a) The expressed need : « When the ground application entity and the aircraft application entity wish to exchange a data item Data4, such as a D-Start or D-Data item, the sender, say W, authenticates the data item by MACing it using the application session key MacKeyY,W as follows: MAC (MacKeyY,W; W || Y || CountW,Y || Data4 ) W is the sender’s identity and Y is the intended recipient’s identity. The data item Data4 is then sent over the RF channel along with the MAC value calculated on it. This ensures the authenticity of Data4. »

b) The translation of the need : « When a request for establishing a Dialogue specifies that this Dialogue should be secured without support for key management, a security item needs to be appended to the Dialogue User data, which permits the receiving peer to check the integrity of the received data and the origin of the sending peer. »

c) The implementation of the need : « The D-START Request over a secured Dialogue, triggers the computation of an appendix on the D-STARTRequest User data, the senders (W) and the receiving (Y) Dialogue users, on a counter (CountW,Y) of the User data sent from the sending to the receiving entity, and on the session key (MacKeyY,W) established between the sending and receiving peers. The Dialogue control function then transmits to its peer the D-START Request user data together with the appendix. To do this, the S-ASO builds an exchange item, under the form of a SESE APDU containing the D-START Request user data, and the appendix, and an AARQ APDU containing the identity of the Dialogue User (W) in calling-AP-title and calling-AE-qualifier, the SESE APDU in the calling-authentication-value, the sender-acse-requirements set to « Authentication ». » This AARQ APDU is sent using the Presentation services. This can be implemented following the sequence of service primitives described on the left part of the drawing and in 1.1.4.2.1.2.1.

1.1.4.2.1.1.2 Receiver side

The implementation of the need : « The incoming The incoming AARQ APDU, because it specifies need for authentication, triggers the check of the appendix contained in the SESE APDU, using the identity of the peer Dialogue User (W), the identity of the local Dialogue User (Y), the counter (CountW,Y) of the User data sent from the sending to the receiving peers, and the unprotected part of the SESE APDU (i.e. original D-START request user data). » This can be implemented following the sequence of service primitives described on the right part of the drawing and in 1.1.4.2.1.2.2.

1.1.4.2.1.2 Associated service activations

1.1.4.2.1.2.1 Initiator side

· D-START Request 
	Called Peer ID
	Aircraft address parameter value as specified in contract request

	Called Sys-ID
	

	Called Presentation Address
	

	Calling Peer ID
	ICAO facility designation parameter value as specified in contract request

	Calling Sys-ID
	

	Calling Presentation Address
	

	DS‑User Version Number
	Not used

	Security Requirements
	Abstract value “Secured Dialogue”.

	Quality‑of‑Service
	Routing Class: Air Traffic Service Communication ATSC

Priority: “high prirority flight safety message”

RER: “Low”

	User Data
	aDS-periodic-contract-PDU


· SA-Send Request 
	Local Entity ID
	Ground ADS

	Remote Entity ID
	Airborne ADS

	User Data
	aDS-periodic-contract-PDU


· SSO-ProtectSign

	Source peer
	Ground ADS

	Destination Peer
	Airborne ADS

	User Data
	aDS-periodic-contract-PDU

	Algorithm Identifier
	MAC-appendix


· SE-Transfer Request 
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : aDS-periodic-contract-PDU

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· A-Associate Request  
	Mode
	Not Used (default value)

	Application Context Name
	{1 3 27 3 0}

	Application Context Name List
	Not Used

	Calling AP Title
	Retrieved from Calling Peer ID (ICAO facility designation parameter value as specified in contract request), of from local knowledge.

	Calling AE Qualifier
	Not Used (No Calling Sys-ID)

	Calling AP Invocation‑identifier
	Not Used

	Calling AE Invocation‑identifier
	Not Used

	Called AP Title
	Not Used

	Called AE Qualifier
	Not Used

	Called AP Invocation‑identifier
	Not Used

	Called AE Invocation‑identifier
	Not Used

	ACSE Requirements
	“Authentication”

	Authentication‑mechanism Name
	Not Used

	Authentication‑value
	SESE PDU

	User Information
	D-Start User data (aDS-periodic-contract-PDU)

	Calling Presentation Address
	Local Calling Presentation Address

	Called Presentation Address
	Derived from Called Peer ID (Aircraft address parameter value as specified in contract request)

	Presentation Context Definition List
	Not Used

	Default Presentation Context Name
	Not Used

	Quality of Service
	D-Start QOS {

  Routing Class: Air Traffic Service Communication ATSC,

  Priority: “high prirority flight safety message”,

  RER: “low”

}

	Presentation Requirements
	Not Used (Default value)

	Session Requirements
	No Orderly Release (NOR), Duplex

	Initial Synchronization Point Serial No
	Not Used

	Initial Assignment of Tokens
	Not Used

	Session‑connection Identifier
	Not Used


1.1.4.2.1.2.2 Receiver side

· A-Associate Indication 
	Mode
	Absent

	Application Context Name
	{1 3 27 3 0}

	Application Context Name List
	Absent

	Calling AP Title
	ADS Aircraft AP Title

	Calling AE Qualifier
	Absent

	Calling AP Invocation‑identifier
	Absent

	Calling AE Invocation‑identifier
	Absent

	Called AP Title
	Absent

	Called AE Qualifier
	Absent

	Called AP Invocation‑identifier
	Absent

	Called AE Invocation‑identifier
	Absent

	ACSE Requirements
	“Authentication”

	Authentication‑mechanism Name
	Absent

	Authentication‑value
	SESE PDU

	User Information
	aDS-periodic-contract-PDU

	Calling Presentation Address
	Airborne Calling Presentation Address

	Called Presentation Address
	CM LOGON Facility Designation

	Presentation Context Definition List
	Absent

	Default Presentation Context Name
	Absent

	Quality of Service
	D-Start QOS {

  Routing Class: Air Traffic Service Communication ATSC,

  Priority: “high prirority flight safety message”,

  RER: “low”

}

	Presentation Requirements
	Absent

	Session Requirements
	No Orderly Release (NOR), Duplex

	Initial Synchronization Point Serial No
	Absent

	Initial Assignment of Tokens
	Absent

	Session‑connection Identifier
	Absent


· SE-Transfer Indication
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : aDS-periodic-contract-PDU

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· SSO-ProtectSignCheck

	Source peer
	Ground CM

	Destination Peer
	Airborne CM

	Security item
	atnProtectSign {

unprotected : aDS-periodic-contract-PDU

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}


· SA-Send Indication
	Local Entity ID
	Airborne CM

	Remote Entity ID
	Ground CM

	User Data
	aDS-periodic-contract-PDU


· D-Start Indication 
	Calling Peer ID
	ADS Aircraft Address, from Calling AP Title.

	Calling Sys-ID
	Not Used (No Calling Sys-ID)

	Calling Presentation Address
	Not Used

	DS‑User Version Number
	Not Used

	Security Requirements
	Abstract value “Secured Dialogue”

	Quality‑of‑Service
	Routing Class: Air Traffic Service Communication ATSC

Priority: “high prirority flight safety message”

RER: “Low”

	User Data
	aDS-periodic-contract-PDU


1.1.4.2.2 Dialogue establishment : Response-Confirmation phase

1.1.4.2.2.1 Mapping the expression of the need to an implementation

1.1.4.2.2.1.1 Receiver side

a) The expressed need : « When the ground application entity and the aircraft application entity wish to exchange a data item Data4, such as a D-Start or D-Data item, the sender, say W, authenticates the data item by MACing it using the application session key MacKeyY,W as follows: MAC (MacKeyY,W; W || Y || CountW,Y || Data4 ) W is the sender’s identity and Y is the intended recipient’s identity. The data item Data4 is then sent over the RF channel along with the MAC value calculated on it. This ensures the authenticity of Data4. »

b) The translation of the need : « When a the receiving peer accepts the establishment of a secured Dialogue, a security item needs to be appended to the Dialogue User data, which permits the initiating peer to check the integrity of the received data and the origin of the peer. »

c) The implementation of the need : «The D-START Response following the ADS-periodic-report, because it contains an acceptance for establishing a secured Dialogue, triggers the computation of a new appendix (tag) on the D-START Response User data, the sender (Y) and the receiving (W) Dialogue users, on a counter (CountY,W) of the User data sent from the sending to the receiving entity, and on the session key (MacKeyY,W) established between the sending and receiving peers. The Dialogue control function then transmits to its peer the D-START Response user data together with the appendix. To do this, the S-ASO builds an exchange item, under the form of a SESE APDU containing the D-START Response user data, and the appendix, and an AARE APDU containing the SESE APDU in the calling-authentication-value, the sender-acse-requirements set to « Authentication ». » This AARE APDU is sent using the Presentation services. This can be implemented following the sequence of service primitives described on the left part of the drawing and in 1.1.4.2.2.2.1.

1.1.4.2.2.1.2 Initiator side

1.1.4.2.2.2 Associated service activations

1.1.4.2.2.2.1 Receiver side

· D-Start Response 
	Security Requirements
	Abstract value “Secured Dialogue”.

	Quality‑of‑Service
	Not Used

	Result
	“accepted”

	User Data
	aDS-periodic-report-PDU


· SA-Send Request 
	Local Entity ID
	Airborne ADS

	Remote Entity ID
	Ground ADS

	User Data
	aDS-periodic-report-PDU


· SSO-ProtectSign

	Source peer
	Airborne ADS

	Destination Peer
	Ground ADS

	User Data
	aDS-periodic-report-PDU

	Algorithm Identifier
	MAC-appendix


· SE-Transfer Request 
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : aDS-periodic-report-PDU

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· A-Associate Response 
	Application Context Name
	{1 3 27 3 0}

	Responding AP Title
	Not Used

	Responding AE Qualifier
	Not Used

	Responding AP Invocation‑identifier
	Not Used

	Responding AE Invocation‑identifier
	Not Used

	ACSE Requirements
	“Authentication”

	Authentication‑mechanism Name
	Not used

	Authentication‑value
	SESE PDU

	User Information
	Not used

	Result
	“accepted” 

	Diagnostic
	Not used

	Responding Presentation Address
	Local Presentation address

	Presentation Context Definition Result List
	Not used

	Default Presentation Context Result
	Not used

	Quality of Service
	D-Start QOS {

  Routing Class: Air Traffic Service Communication ATSC,

  Priority: “high prirority flight safety message”,

  RER: “low”

}

	Presentation Requirements
	Not used

	Session Requirements
	No Orderly Release (NOR), Duplex

	Initial Synchronization Point Serial No
	Not used

	Initial Assignment of Tokens
	Not used

	Session‑connection Identifier
	Not used


1.1.4.2.2.2.2 Initiator side

· A-Associate Confirmation 
	Application Context Name
	{1 3 27 3 0}

	Responding AP Title
	Not Used

	Responding AE Qualifier
	Not Used

	Responding AP Invocation‑identifier
	Not Used

	Responding AE Invocation‑identifier
	Not Used

	ACSE Requirements
	“Authentication”

	Authentication‑mechanism Name
	Not Used

	Authentication‑value
	SESE PDU

	User Information
	Not Used

	Result
	“accepted”

	Result Source
	

	Diagnostic
	Not Used

	Responding Presentation Address
	Ground ADS Presentation address

	Presentation Context Definition Result List
	Not Used

	Default Presentation Context Result
	Not Used

	Quality of Service
	D-Start QOS {

  Routing Class: Air Traffic Service Communication ATSC,

  Priority: “high prirority flight safety message”,

  RER: “low”

}

	Presentation Requirements
	Not Used

	Session Requirements
	No Orderly Release (NOR), Duplex

	Initial Synchronization Point Serial No
	Not Used

	Initial Assignment of Tokens
	Not Used

	Session‑connection Identifier
	Not Used


· SE-Transfer Indication
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : aDS-periodic-report-PDU

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· SSO-ProtectSignCheck

	Source peer
	Airborne CM

	Destination Peer
	Ground CM

	Security item
	atnProtectSign {

unprotected : aDS-periodic-report-PDU

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}


· SA-Send Indication
	Local Entity ID
	Ground CM

	Remote Entity ID
	Airborne CM

	User Data
	aDS-periodic-report-PDU


· D-Start Confirmation 
	DS‑User Version Number
	Absent

	Security Requirements
	Abstract value “Secured Dialogue Supporting Key Management”

	Quality‑of‑Service
	D-Start QOS {

  Routing Class: Air Traffic Service Communication ATSC,

  Priority: “high prirority flight safety message”,

  RER: “low”

}

	Result
	“accepted”

	Reject Source
	Not used

	User Data
	aDS-periodic-report-PDU


1.1.4.2.3 Air initiated data transfer phase

1.1.4.2.3.1 Mapping the expression of the need to an implementation

1.1.4.2.3.1.1 Sender side

a) The expressed need : « When the ground application entity and the aircraft application entity wish to exchange a data item Data4, such as a D-Start or D-Data item, the sender, say W, authenticates the data item by MACing it using the application session key MacKeyY,W as follows: MAC (MacKeyY,W; W || Y || CountW,Y || Data4 ) W is the sender’s identity and Y is the intended recipient’s identity. The data item Data4 is then sent over the RF channel along with the MAC value calculated on it. This ensures the authenticity of Data4. »

b) The translation of the need : « When a request for sending Data over a secured Dialogue is made, a security item needs to be appended to the Dialogue User data, which permits the receiving peer to check the integrity of the received data and the origin of the sending peer. »

c) The implementation of the need : « The D-DATA Request over a secured Dialogue, triggers the computation of an appendix on the D-DATA Request User data, the senders (W) and the receiving (Y) Dialogue users, on a counter (CountW,Y) of the User data sent from the sending to the receiving entity, and on the session key (MacKeyY,W) established between the sending and receiving peers. The Dialogue control function then transmits to its peer the D-DATA Request user data together with the appendix. To do this, the S-ASO builds an exchange item, under the form of a SESE APDU containing the D-DATA Request user data, and the appendix.» This SESE APDU is sent using the Presentation services. This can be implemented following the sequence of service primitives described on the right part of the drawing and in 1.1.4.2.3.2.1.

1.1.4.2.3.1.2 Receiver side

The implementation of the need : « The incoming SESE APDU contained on the Presentation user data parameter, because it arrives on a secured Dialogue, triggers the check of the appendix contained in the SESE APDU, using the identity of the peer Dialogue User (W), the identity of the local Dialogue User (Y), the counter (CountW,Y) of the User data sent from the sending to the receiving peers, and the unprotected part of the SESE APDU (i.e. original D-DATA request user data). » This can be implemented following the sequence of service primitives described on the right part of the drawing and in 1.1.4.1.1.1.4.2.2.

1.1.4.2.3.2 Associated service activations

1.1.4.2.3.2.1 Sender side

· D-Data Request  
	User Data
	aDS-periodic-report-PDU


· SA-Send Request 
	Local Entity ID
	Airborne ADS

	Remote Entity ID
	Ground ADS

	User Data
	aDS-periodic-report-PDU


· SSO-ProtectSign

	Source peer
	Airborne ADS

	Destination Peer
	Ground ADS

	User Data
	aDS-periodic-report-PDU

	Algorithm Identifier
	MAC-appendix


· SE-Transfer Request 
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : aDS-periodic-report-PDU

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


1.1.4.2.3.2.2 Receiver side

· SE-Transfer Indication
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : aDS-periodic-report-PDU

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· SSO-ProtectSignCheck

	Source peer
	Airborne CM

	Destination Peer
	Ground CM

	Security item
	atnProtectSign {

unprotected : aDS-periodic-report-PDU

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}


· SA-Send Indication
	Local Entity ID
	Ground ADS

	Remote Entity ID
	Airborne ADS

	User Data
	aDS-periodic-report-PDU


· D-Data Indication
	User Data
	aDS-periodic-report-PDU


1.1.4.2.4 Ground initiated data transfer phase

1.1.4.2.4.1 Mapping the expression of the need to an implementation

1.1.4.2.4.1.1 Sender side

a) The expressed need : « When the ground application entity and the aircraft application entity wish to exchange a data item Data4, such as a D-Start or D-Data item, the sender, say W, authenticates the data item by MACing it using the application session key MacKeyY,W as follows: MAC (MacKeyY,W; W || Y || CountW,Y || Data4 ) W is the sender’s identity and Y is the intended recipient’s identity. The data item Data4 is then sent over the RF channel along with the MAC value calculated on it. This ensures the authenticity of Data4. »

b) The translation of the need : « When a request for sending Data over a secured Dialogue is made, a security item needs to be appended to the Dialogue User data, which permits the receiving peer to check the integrity of the received data and the origin of the sending peer. »

c) The implementation of the need : « The D-DATA Request over a secured Dialogue, triggers the computation of an appendix on the D-DATA Request User data, the senders (W) and the receiving (Y) Dialogue users, on a counter (CountW,Y) of the User data sent from the sending to the receiving entity, and on the session key (MacKeyY,W) established between the sending and receiving peers. The Dialogue control function then transmits to its peer the D-DATA Request user data together with the appendix. To do this, the S-ASO builds an exchange item, under the form of a SESE APDU containing the D-DATA Request user data, and the appendix.» This SESE APDU is sent using the Presentation services. This can be implemented following the sequence of service primitives described on the right part of the drawing and in 1.1.4.2.3.2.1.

1.1.4.2.4.1.2 Receiver side

The implementation of the need : « The incoming SESE APDU contained on the Presentation user data parameter, because it arrives on a secured Dialogue, triggers the check of the appendix contained in the SESE APDU, using the identity of the peer Dialogue User (W), the identity of the local Dialogue User (Y), the counter (CountW,Y) of the User data sent from the sending to the receiving peers, and the unprotected part of the SESE APDU (i.e. original D-DATA request user data). » This can be implemented following the sequence of service primitives described on the right part of the drawing and in 1.1.4.1.1.1.4.2.2.

1.1.4.2.4.2 Associated service activations

1.1.4.2.4.2.1 Sender side

· D-Data Request  
	User Data
	aDS-cancel-contract-PDU


· SA-Send Request 
	Local Entity ID
	Ground ADS

	Remote Entity ID
	Airborne ADS

	User Data
	aDS-cancel-contract-PDU


· SSO-ProtectSign

	Source peer
	Ground ADS

	Destination Peer
	Airborne ADS

	User Data
	aDS-cancel-contract-PDU

	Algorithm Identifier
	MAC-appendix


· SE-Transfer Request 
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : aDS-cancel-contract-PDU

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


1.1.4.2.4.2.2 Receiver side

· SE-Transfer Indication
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : aDS-cancel-contract-PDU

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· SSO-ProtectSignCheck

	Source peer
	Ground CM

	Destination Peer
	Airborne CM

	Security item
	atnProtectSign {

unprotected : aDS-cancel-contract-PDU

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}


· SA-Send Indication
	Local Entity ID
	Airborne ADS

	Remote Entity ID
	Ground ADS

	User Data
	aDS-cancel-contract-PDU


· D-Data Indication
	User Data
	aDS-cancel-contract-PDU


1.1.4.2.5 Dialogue end : Request-Indication phase

1.1.4.2.5.1 Mapping the expression of the need to an implementation

1.1.4.2.5.1.1 Initiating side

a) No explicit need was expressed for Dialogue ending phase. The choice was to consider this phase as equivalent to data transfer phase, with respect to security consideration, and to transfer security related information together with user data using ACSE Release service.

b) « When a request for ending a secured Dialogue is made, a security item needs to be appended to the Dialogue User data, which permits the receiving peer to check the integrity of the received data and the origin of the sending peer. »

c) The implementation of the need : « The D-END Request over a secured Dialogue, triggers the computation of an appendix on the D-END Request User data, the senders (V) and the receiving (U) Dialogue users, on a counter (CountV,U) of the User data sent from the sending to the receiving entity, and on the session key (MacKeyU,V) established between the sending and receiving peers. The Dialogue control function then transmits to its peer the D-END Request user data together with the appendix. To do this, the S-ASO builds an exchange item, under the form of a SESE APDU containing the D-END Request user data, and the appendix.» This SESE APDU is sent using the A-RELEASE Request service. This can be implemented following the sequence of service primitives described on the right part of the drawing and in 1.1.4.1.1.1.5.2.1.

1.1.4.2.5.1.2 Receiver side

a) The implementation of the need : « The incoming SESE APDU contained on the A-RELEASE Indication user information parameter, because it arrives on a secured Dialogue, triggers the check of the appendix contained in the SESE APDU, using the identity of the peer Dialogue User (V), the identity of the local Dialogue User (U), the counter (CountV,U) of the User data sent from the sending to the receiving peers, and the unprotected part of the SESE APDU (i.e. original D-END request user data). » This can be implemented following the sequence of service primitives described on the left part of the drawing and in 1.1.4.1.1.1.5.2.2.

1.1.4.2.5.2 Associated service activations

1.1.4.2.5.2.1 Initiating side

· D-End Request  
	User Data
	Not used


· SA-Send Request 
	Local Entity ID
	Ground CM

	Remote Entity ID
	Airborne CM

	User Data
	Not Used


· SSO-ProtectSign

	Local peer
	Airborne CM

	Remote Peer
	Ground CM

	User Data
	Not Used

	Algorithm Identifier
	MAC-appendix


· SE-Transfer Request 
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : absent

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· A-Release Request  
	Reason
	“normal”

	User Information
	SESE PDU


1.1.4.2.5.2.2 Receiver side

· A-Release Indication 
	Reason
	“normal”

	User Data
	SESE PDU


· SE-Transfer Indication
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : absent

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· SSO-ProtectSignCheck

	Source peer
	Ground CM

	Destination Peer
	Airborne CM

	Security item
	atnProtectSign {

unprotected : absent

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}


· SA-Send Indication
	Local Entity ID
	Airborne CM

	Remote Entity ID
	Ground CM

	User Data
	Not Used


· D-End Indication 
	User Data
	Not Used


1.1.4.2.6 Dialogue end : Response-Confirmation phase

1.1.4.2.6.1 Mapping the expression of the need to an implementation

1.1.4.2.6.1.1 Receiver side

a) No explicit need was expressed for Dialogue ending phase. The choice was to consider this phase as equivalent to data transfer phase, with respect to security consideration, and to transfer security related information together with user data using ACSE Release service.

b) « When a response for ending a secured Dialogue is made, a security item needs to be appended to the Dialogue User data, which permits the receiving peer to check the integrity of the received data and the origin of the sending peer. »

c) The implementation of the need : « The D-END Response over a secured Dialogue, triggers the computation of an appendix on the D-END Response User data, the senders (V) and the receiving (U) Dialogue users, on a counter (CountV,U) of the User data sent from the sending to the receiving entity, and on the session key (MacKeyU,V) established between the sending and receiving peers. The Dialogue control function then transmits to its peer the D-END Response user data together with the appendix. To do this, the S-ASO builds an exchange item, under the form of a SESE APDU containing the D-END Response user data, and the appendix.» This SESE APDU is sent using the A-RELEASE Response service. This can be implemented following the sequence of service primitives described on the left part of the drawing and in 1.1.4.1.1.1.6.2.1.


1.1.4.2.6.2 Associated service activations

1.1.4.2.6.2.1 Receiving side

· D-End Response
	Result
	

	User Data
	Not Used


· SA-Send Request 
	Local Entity ID
	Airborne CM

	Remote Entity ID
	Ground CM

	User Data
	Not used


· SSO-ProtectSign

	Source peer
	Airborne CM

	Destination Peer
	Ground CM

	User Data
	Not used

	Algorithm Identifier
	MAC-appendix


· SE-Transfer Request 
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : absent

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· A-Release Response
	Reason
	“normal”

	User Data
	SESE PDU

	Result
	« affirmative »


1.1.4.2.6.2.2 Initiating side

· A-Release Confirmation
	Reason
	“normal”

	User Data
	SESE PDU

	Result
	« affirmative »


· SE-Transfer Indication
	Security exchange identifier
	atnProtectSignSE

	Invocation Identifier
	Unambiguous Identifier

	Security exchange item
	atnProtectSign {

unprotected : absent

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	Item identifier
	atnProtectSign security exchange item

	Start flag
	True

	End flag
	absent


· SSO-ProtectSignCheck

	Source peer
	Airborne CM

	Destination Peer
	Ground CM

	Security item
	atnProtectSign {

unprotected : absent

appendix {


algorithmId : absent


validity : absent


value : hmac-Tag

  }

}

	CheckResult
	


· SA-Send Indication
	Local Entity ID
	Ground CM

	Remote Entity ID
	Airborne CM

	User Data
	Not Used


· D-End Confirmation
	Result
	“affirmative”

	User Data
	Not Used


The full scenario described above is summarized in the following picture:
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