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1. Organizational Matters
Sub-Group 3 (Security) of Working Group B of the ATN Panel held their first meeting December 4 - 7, 2000 at the Best Western Hotel in Laurel, MD, USA hosted by ARINC.

1.1. Introduction of members. 

The attendance list is Attachment 1.

1.2. Review of Agenda.

The meeting was to be entirely devoted to the development of guidance material.

1.3. Working Papers.

No working papers were distributed prior to the meeting.

2. Review of  Status
A review of the ad-hoc meeting held in September was conducted. The agreement on the outline of Part II Chapter 2 and Part V Chapter 4 was described. Assignments related to development of material for these two parts were summarized.

2.1. Outline and Assignments

2.1.1. Part II Chapter 2.

Section/Title






Author

1.
Introduction




Mike Bigelow

1.1
Purpose

1.2
Structure of ATN Security ConOps

2. Overview of ATN Security



Honeywell

2.1 Introduction

2.2 Application Security

2.3 Inter-domain Security

3. ISO Security Framework



Mike Bigelow

3.1 Security Overview

3.2 Introduction to ISO Security

3.3 Application of Security Framework to ATN

4. ATN Security Environment



Honeywell

4.1 Introduction

4.2 Definitions

4.3 Structure of the ATN

4.4 ATN Security within the ATN Structure

4.5 ATN Public Key Infrastructure

5. ATN Security Operational Scenario


Honeywell

5.1 Introduction

5.2 Assumptions and Pre-Conditions

5.3 Operational Scenario Description

6. Support for Non-secure Communications

Mike Bigelow

6.1 Accommodation for ATN Package 1 Operation

6.2 Accommodation for ATN Package 2 Operation

2.1.2. Part V Chapter 4.

Chapter 4.  ATN Security

ADVANCE \u 54.1
Introduction


Tom MacParland

4.1.1
Purpose

4.1.2
Scope

4.1.3
History

4.1.4
Structure

4.1.5
Security overview

4.1.6
Interrelationships with other SARPs

4.1.7
Structure of the SARPs

4.1.8
References


4.2
ATN Security Services


Tom MacParland

4.2.1
Access Control

4.2.2
Authentication

4.2.3
Data Integrity

4.2.4
Confidentiality

4.3
Security Mechanisms


Tom MacParland

4.3.1
Introduction

4.3.2
Symmetric Cryptography

4.3.3
Asymmetric Cryptography

4.3.4
Key Agreement

4.3.5
Message Authentication 

4.3.6
Digital Signatures

4.3.7
Encryption

4.3.8
Digital Certificates

4.3.9
Security Infrastructure

4.4
ATN Security Framework


Tom MacParland

4.4.1
Applicable Framework Standards

4.4.2
PKI Requirements

4.4.3
General IS/ES Security Requirements

4.4.4
ULCS Security Requirements

4.4.5
CM Security Requirements

4.4.6
(Domain-specific) Security Requirements for Other Applications

4.4.7
AMHS Security Requirements

4.4.8
SM Manager Security Requirements


4.4.9
Directory Service Security Requirements


4.4.10
 Security Audit Requirements


4.4.11
Security Requirements for Managed Systems

4.4.12
Backward Compatibility

4.5
ATN Public Key Infrastructure

4.5.1
Certificate Policy


Tom MacParland

4.5.2
Certificate Practices


Tom MacParland

4.5.3
ATN Unique Certificate Requirements


Tom MacParland

4.5.4
Compressed Certificates


Jim Simpkins

4.5.5
Example Encoding of Certificates


Jim Simpkins

4.5.6
ATN Certificate Path


Jim Simpkins

4.5.7
ATN Unique CRL Requirements


Tom MacParland

4.5.8
Certificate/CRL Validation


Tom MacParland

4.6
ATN Cryptographic Infrastructure


Jamie Chappell

4.6.1
General

4.6.2
Finite Field Arithmetic

4.6.3
Elliptic Curve Operations

4.6.4
Fundamental Techniques


4.6.5
ATN Primitives/Functions


4.6.6
ATN Key Agreement Scheme


4.6.7
ATN Digital Signature Scheme


4.6.8
ATN Message Authentication Scheme


4.6.9 ATN Encryption Scheme


4.7
ATN System Security Object


Jim Simpkins

4.7.1
SSO-Sign

4.7.2
SSO-SignCheck

4.7.3
SSO-ProtectSign

4.7.4
SSO-ProtectSignCheck

4.7.5
SSO-Certificate Check

4.7.6
SSO-GetCertificatePath

4.7.7
SSO-Stop


4.7.8
SSO Internal Functions


4.7.9
SSO Scenario sequence diagrams

2.2. Assignment Status

Status of the assignments as of the beginning of the meeting was reviewed.

2.2.1. Part II Chapter 2 Sections 1, 2, 3, and 5 had draft material.

2.2.2. Part V Chapter 4 Sections 1, 3, 5, 6 and 7 had draft material.

All sections were reviewed and updates proposed. One major change from the proposed outline was the reordering of sections 2 and 3 of Part 2 Chapter 2.

2.3. Completion Plans

A plan and schedule for completion of the material was developed and is as follows:

2.3.1. Next draft – December 31

Final Draft – January 31

Distribution – February 9

ACTION: All Assignees to complete and provide to MPB for distribution.

3. Continuing Validation Work
3.1. Upper Layers

Discussion with Frederic Picard on the need for support for upper layers validation. Not able to confirm participation by French.

Jim Lenz will work to clarify availability of two independent implementations to validate upper layers.

4. Schedule of meetings
4.1. Currently agreed to dates and location.

Next meeting February 27, 2001 in Honolulu.

ACTION: MPB to confirm dates and location in call to meeting to the subgroup.

4.2. Additional Meetings

To be discussed at Honolulu. 

5. Other Business
No other business proposed
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