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This paper provides a report of the fourth meeting of Sub-Group 3 of Working Group B.

Enclosed find the draft report of the fourth meeting of ATNP SGB3 please review and report any issues to the chair. The report will be finalized at the fifth meeting.

1 Organizational Matters
Sub-Group 3 (Security) of Working Group B of the ATN Panel held their fourth meeting 15 – 17 January, 2002 at the FAA Technical Center in Atlantic City, NJ, USA.

1.1 Introduction of members. 

The attendance list is Attachment 1.

1.2 Review of Agenda.

The proposed agenda was accepted and is Attachment 2

1.3 Working Papers.

The working paper list is Attachment 3.

1.4 Review of Draft Meeting Report.

The meeting 3 draft report was distributed as working paper sb3w0402. Receiving no comments by meeting end, the draft was made final and is available on the CENA server under the SGB3-3 subdirectory as sb3-rpt3.zip.

2 Doc 9739 Edition 2 material
2.1 Part 5 Chapter 4

Working paper sb3w0410 was introduced as the complete current draft of Part 5 Chapter 4 Security Guidance for 9705 Sub-Volume 8. The meeting was advised that this material had been submitted to the CENA server for review by the complete working groups but no comments had as yet been received. The original plan was to take comments from the working groups at the September 2001 meeting, which was cancelled. M. Bigelow took an action to determine if additional changes could be made.

The group conducted a detailed review and discussion on the Part 5 Chapter 4 guidance. Comments provided to T McParland will be worked and incorporated dependent on the outcome of M. Bigelow action.

ACTION: SG to return any additional comments for Meeting 5.

2.2 Part 2 Chapter 2

Working paper sb3w0409 was introduced as the complete current draft of Part 2 Chapter 2 – Concept of Operations for the ATN Security Services. The meeting was advised that this material had been submitted to the CENA server for review by the complete working groups but no comments had as yet been received. The original plan was to take comments from the working groups at the September 2001 meeting which was cancelled. M. Bigelow took an action to determine if additional changes could be made.

The meeting provided additional comments on this material to M. Bigelow and M. Olive.

ACTION: TM to determine status of 9739 Ed 2 and pass on to SG.

ACTION: SG to return any additional comments for Meeting 5.

ACTION: TM to update and supply to CCB by {TBD}. 

3 Continuing Validation Work
3.1 Reports

Working Paper w0408a

3.1.1 Honeywell

Honeywell presented a paper (sb3w0408a) which was the final report on their validation of the portion of the ATN SARPs related to the Public Key Infrastructure (PKI). Honeywell, under contract to NASA, has conducted exercises to validate the ATN SARPs SV8 PKI requirements.  Using its PKI Laboratory, Honeywell evaluated four Commercial Off-the-Shelf (COTS) PKI products to ascertain compliance with the PKI requirements.  The results of the testing showed that, while not all the products were currently compliant, some were and thus there is confidence that when the ATN 'rolls out' there will be commercial PKI products available to support it.

4 Doc 9705 Draft Edition 3 material
4.1 SME Report – Tom McParland

4.2 PDRs

4.2.1 PDR 1030008 – Resolved

Covers a number of defects found during the development of guidance material. These changes have all been incorporated in the material produced for Ed 3 of 9705.

4.3 Issues

4.3.1 Mike Olive brought up two issues not covered by PDR 1030008. These are:

1) An inconsistent use of the return result in Sections 8.6.3.2 and 8.6.3.4. Following review the group agreed and passed the action to Jamie Chappell to generate a PDR and submit to Tom.

ACTION: JC to generate PDR and pass to TM for processing.

2) Multiple calls to Retrieve/Verify in Section 8.6.3.2.1 d2 and d3 and 8.6.3.5.1 a and b. The group reviewed in detail and agreed to a proposed solution.  Action assigned to Jim Simpkins to generate a PDR and submit to Tom.

ACTION: JS to generate PDR and pass to TM for processing.

4.3.2 Notification to AEEC of necessary avionics changes

The issue of informing AEEC of the need for an avionics form/fit specification was discussed. The group agreed that this was something which should come from WGB and from ICAO based on the publication of new SARPs. Mike Bigelow agreed to take the action to produce an input paper to the next meeting to be passed to WGB at Phuket and then forwarded via Masoud to the AEEC.

ACTION: MPB to produce working paper on the need for AEEC coordination.

4.3.3 Guidance on the need to secure applications

The issue of the need to secure the ATN applications to preclude tampering (either during or subsequent to development) that would allow the system to be compromised. A suggestion that addition to guidance as opposed to establishing separate requirements was accepted (this is due to the difficulty with levying requirements on implementation issues). A suggestion was also offered that guidance should point to Common Criteria/FIPS 140 .

ACTION: SG to produce working paper with the proposed changes.

5 ATNP/3 to ATNP/4 Work
5.1 Work Program

5.1.1 Consideration of early implementation of confidentiality

Three papers were presented (sb3w0409, sb3w0410 and sb3w0411 covering the mechanism of adding confidentiality to the existing specification. Discussion followed on the best course to follow based on the apparent ease of implementation. Several actions resulted as follows:

ACTION: TM to investigate the status of Ed 3 of 9705 and possibility of making updates prior to publication.

ACTION: TM to investigate the possibility of proposing an amendment to Ed 3 of 9705 vice deferring confidentiality to Ed 4.

5.1.2 WP0404 – SB3 Work Program

MPB presented the paper which is an attempt to itemize the SB3 work program and provide the basis for tracking. The group agreed to look this paper over and provide update, comments, and corrections as appropriate to Mike.

ACTION: SG review sb3w0404 and provide input to TM.

ACTION: TM update based on SG input and additional work.

5.2 Schedule of meetings

5.2.1 Currently agreed to dates and location.

Next meeting (5) March 12 – 14 Phuket prior to the WGB meeting.

ACTION: TM to provide dates and location in call to meeting to the subgroup.

5.2.2 Additional Meetings

Meeting 6 – {Proposed} June or July – Venue {TBD}
ACTION: TM to poll subgroup for meeting 6 dates and location.

Meeting 7 – to be held August September or October in Location TBD (prior to WGB meeting and based on dates and location set by the complete working groups).

6 Other Business
No other business proposed
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