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This paper presents the Work Program of WGB SG3.

1 Introduction

The work program approved by WGB for SGB3 has been broken down into a number of tasks to allow tracking and parallel activities on the various tasks.

2 Work Program Tasks

2.1 Task 1 – Guidance material (Doc 9739 Ed 2) Completion

2.1.1 Description

The sub-group planned and the Working Groups approved two contributions of guidance material covering Security Services for inclusion in Doc 9739 These were a stand-alone Concept of Operation for security within the ATN and detailed guidance on the security provisions in Doc 9705 Sub-Volume 8. The locations within Doc 9739 designated for this material are Part 2 Chapter 2 for the Concept of Operations and Part 5 Chapter 4 for the detailed material on SV8. This material will need to be updated based on comments as well as ongoing work.

2.1.2 Schedule

During the latter half of 2000 and the first half of 2001, both parts of the guidance were developed, reviewed and submitted as draft material for inclusion in Ed 2 of Doc 9739. As of this time (January 14, 2002) ICAO has not published this Edition.

2.2 Task 2 – SARPs (Doc 9705 Ed 3) Maintenance

2.2.1 Description

Changes to the Sub-Volume 8 baseline in Edition 3 Doc 9705 will be through the normal CCB process. Tom McParland has agreed to serve as SME8.

2.2.2 Schedule

This will be an ongoing activity.

2.3 Task 3 – ATN SARPs Enhancements

2.3.1 Description

1. Security for Connectionless Transport – item e) from WGB terms of reference

2. Secure GACS – item e) from WGB terms of reference

3. Secure Multicast – item e) from WGB terms of reference

2.3.2 Schedule

TBD

2.4 Task 4 – Addition of Confidentiality to Security Services (item d from WGB terms of reference)

2.4.1 Description

2.4.2 Schedule

2.5 Task 5 – Recommendation on ‘Sunset Date’ for non-secure operation

2.5.1 Description

As a result of consideration at the third meeting, the group has adopted an approach of developing a description of the necessary criteria to be met prior to the establishment of a sunset date. This will take the form of a report from the subgroup.

2.5.2 Schedule

TBD

2.6 Task 6 – Other Annex Enhancements

2.6.1 Description

The subgroup originally considered the possibility that additions related to Security and required infrastructure (e.g. establishment of PKI Infrastructure) would be necessary to Annexes other than Annex 10 (specifically Annex 17 and Doc 8973). Following discussions with the Panel Secretary at the third meeting, the group feels that it would be more appropriate to propose updates to the affected sections of Annex 10 (i.e. Communications Procedures)

2.6.2 Schedule

TBD

3 Recommendation

The subgroup is requested to consider this material, endorse this approach, make necessary modifications and additions, and establish schedules for all tasks.
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