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This paper presents a proposal to extend the ATN security solution in the Internet Communications Service such that Routed CLNP PDUs may be optionally protected when two ground ATN BISs are connected via an untrusted subnetwork.

1.
Introduction

The ATN security solution in the Internet Communication Service (ICS) provides for protection of routing information exchanged between two ATN BISs. More specifically, it provides authentication of IDRP BISPDUs but it does not include authentication of CLNP PDUs exchanged between two ATN Routers.  From the ATN perspective protection of user data (carried in NPDUs) is supplied on an end-to-end basis using Upper Layer security provisions.

In considering various implementation options, security provisions beyond what is available in the current ATN security solution may be desired.  Specifically, if two Ground ATN BIS routers are connected over an untrusted public subnetwork, it may be desirable to provide protection of all data exchanged between them.  This protection would mitigate attacks launched within the untrusted subnetwork. Note that this protection is not meant to be a replacement for end-to-end security.  There are a number of ways to implement security across an untrusted subnetwork including the use of dedicated equipment specific to the subnetwork technology or using Internet Protocol Security (IPSec) if the subnetwork happens to be an IP subnetwork.

2.
Proposal to Extend IDRP Security Solution

Rather than implement a subnetwork specific or IPSec approach to securing traffic between two ATN BIS routers connected via an untrusted subnetwork, the current IDRP security solution could be extended with relative ease.  The major advantage of this approach is that ATN Public Key Certificates, which are needed anyway to support ATN security generally and to support IDRP BISPDU authentication specifically, could also be used for authenticating CLNP traffic.  The net effect of the proposed approach would be to provide a service to ground ATN routers similar to the service IPSec “Tunnel Mode” provides to IP security gateways, e.g., IP routers.

IDRP security as specified in Doc 9705 Edition 3 is a straightforward process in the ground-ground case.  It is essentially a three-step process.  The first step occurs during the IDRP OPEN BISPDU exchange.  At this time, the BISs exchange Public Key Certificates and a Random Variable.  The next step is for each BIS to use this information along with their respective Private Keys to derive a shared key by invoking the ATN Key Agreement Scheme.  The third step is to authenticate all subsequent BISPDUs.  This is accomplished by placing a “tag” in the Validation Pattern field of each BISPDU transmitted and to check this field in each received BISPDU.  The tagging and checking operations are carried out with the derived shared key using the ATN Message Authentication Code Scheme.  The ATN MAC scheme is based on the popular HMAC message authentication code, which as it turns out is the same authentication mechanism for IPSec.

The proposed approach would be to use step one and two as described to derive a shared secret key; however, step three would be extended to not only tag and check BISPDUs but to also tag and check CLNP PDUs.  There are at least two options for accomplishing this.

2.2
Option 1 – Implement NLSP
One way to implement authentication of CLNP PDUs is to implement appropriate options of the Network Layer Security Protocol as specified in ITU-T Recommendation X.273. (NLSP is also published as ISO/IEC International Standard 11577.)  As described in the standard, this protocol is used to provide security services in support of an instance of communication between lower layer entities.  The standard provides for various placements of the protocol within the network layer supporting both connection-oriented and connectionless service. Figure 1 depicts the insertion of NLSP in a connectionless environment. Essentially a new protocol is inserted in the network layer, which exchanges a new PDU type called a Secure Data Transfer PDU to carry CNLP PDUs in a protected fashion. The standard was approved in 1994 however it has not been widely implemented.
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Figure 1. Operation of NLSP-CL over Untrusted Subnetwork

2.1
Option 2 – Carry NPDUs within Protected IDRP BISPDUs

An alternative approach would be simply to carry routed CLNP PDUs within IDRP.  This would of course exclude those CLNP PDUs which carry IDRP BISPDUs, i.e., CLNP PDUs whose source and destination addresses are the NETs of the BISs themselves.  Figure 2 depicts the encapsulation of routed CLNP PDUs within a BISPDU with a new BISPDU Type.  The apparent advantage of this option is that all of the processing which would otherwise be required to implement NLSP (e.g., maintenance of a distinct security association with sequence and other state information) is already being provided. 
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Figure 2. Encapsulation of Routed CLNP PDU within IDRP BISPDU

3.
Conclusion

The ICS security solution could be extended to support protection of CLNP PDUs.

4.
Recommendation

a)
It is recommended that the subgroup/working group endorse the proposal to extend the ICS security solution to have an option to protect routed CLNP PDUs in addition to BISPDUs.

b)
Contingent on recommendation a), the Security Subgroup would further develop Option 2 described in this paper.
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