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This paper proposes an approach to development of the ICAO policy on mandate of security services and a draft policy.

Introduction

A work item of subgroup B3 is to develop a recommendation of a suitable date for the mandate of ATN operation using Security Services (i.e. a sunset date). This paper proposes an approach to development of the recommendation and proposes a draft policy.

Approach

At the third meeting of SGB3 it was agreed that the method of determining the appropriate sunset date would be to describe the criteria which must be met before a mandate could be met and assign expected time frames in which to meet the criteria. This documentation would take the form of a Security Transition Plan.

At the fourth meeting an amendment to this method was suggested. That being to consider adding the security transition specifics to the existing Planning and Implementation Guide. The expected time frames associated with each of the criteria would be part of the input paper proposing changes to that document and could then be incorporated in that document or not as deemed appropriate.

Recommendation

The subgroup develop updates to Chapter 4 of the Planning and Implementation Guide, covering the various criteria which must be met prior to the establishment of a mandate on the use of Security Services and assign expected time frames in which each of these could be expected to be met.

Further that the group consider the attached ‘strawman’ policy as a basis to identify those area for which criteria must be developed.

Attachment

Strawman ICAO policy on mandate of Security Services

With due regard to the fact that voluntary equipage of aircraft with ATN Security Services is not expected to result in a sufficiently high ratio of equipped aircraft for real benefits to accrue at an early stage and mindful of the essential role ATN Security Services will play in the overall ATM, this ICAO Policy considers that:

· Aircraft ATN Security Services may be mandated in well defined areas/airspace volumes selected on the basis of an identified need for additional ATM capacity, covering designated aircraft operations in that airspace, on condition that:

· An appropriate independent risk analysis has been performed, showing a positive benefit for the whole ATM system; and

· The minimum airborne & ground security services are specified and agreed amongst all stakeholders prior to publication of the mandate; and

· The capability is based on ATN and functionality defined in ICAO ATN SARPS or subset(s) thereof; and  

· ATN ground and airborne systems within the jurisdiction of the mandate are globally inter-operable; and

· ATS systems serving the areas/airspace volumes where aircraft ATN security services is to be mandated are enabled for use progressively, commencing not later than the publication of the mandate and achieving full capability and coverage not later than the date of the mandate; and

· A set of incentives for early aircraft ATN Security Services equipage (e.g. in the form of  Service Level Agreements between aircraft operators and air traffic service providers, resulting in lower user charges for equipped aircraft) are implemented effective not later than the date of publication of the mandate; and

· The time-scale from publication to the effective date of the mandate and associated certification material is not less than 5 years; and

· Appropriate arrangements are made for those aircraft, which cannot be economically equipped, ensuring however, that such arrangements do not adversely affect equipped aircraft (e.g. unequipped aircraft may be accommodated outside of the airspace volumes defined in the mandate).

Furthermore:

· The date shall be chosen to coincide with the earliest time ATN Security Services may be considered as essential, but with due regard to the time needed by airspace users to meet the mandate in an orderly fashion.

· The mandate shall be published after having been processed via the normal route of generating new requirements, including those for certification, (e.g. ENPRM in the future in Europe) in a clear and unambiguous manner via an AIS instrument appropriate to the State(s) party to the mandate, and which carries the force of law. While an AIC may be published as the instrument of pre-notification, it is not considered as appropriate for publishing compulsory requirements.
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