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SUMMARY

This working paper provides draft Guidance material for the draft 3rd edition enhancements ICS3-06. (IDRP Authentication).  It is an update to SG B1 Working Paper 126.

3.4.6.5  Authentication and

Security


3.4.6.5.1ADVANCE \r 12This section provides guidance relating to ICS information security.  It does not address physical security; however, physical security measures protecting ATN routers subnetworks, and other components from attacks, including unauthorized access and physical attacks, will need to be employed by administrations and other organizations. Each will need to consider what measures are appropriate to local circumstances.  Additional guidance relating to security may be found in Part II, Chapter 2 for operational concepts and in Part V, Chapter 4 for implementation details on the security services invoked in the ICS.
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3.4.6.5.2 Information security measures are introduced in Edition 3 of the Document 9705. ATN information security is provided on a peer-to-peer basis.  Accordingly, ATN security is generally placed in the upper portion of the communication protocol stack.  For end systems, this leads to placement in the Upper Layers Communications Service.  For Intermediate Systems, it leads to placement within IDRP.   ATN BISs provide secured exchanges of routing information based on provisions in ISO/IEC 10747.  ISO/IEC 10747 provides mechanisms for signalling the desired type of authentication and carrying authentication data during establishment of an IDRP connection, and provides for authentication of individual BISPDUs using a validation pattern field.

3.4.6.5.3  ISO/IEC 10747 defines three distinct types of  “authentication”, the first two of which are used by ATN BISs.  IDRP Type 1 authentication does not actually provide an authentication service; rather, it is essentially a data integrity service. IDRP Type 1 authentication appends a validation pattern field to each BISPDU using the Message Digest 4 (MD4) algorithm. IDRP Type 2 authentication on the other hand provides for strong authentication.  As will be further described in this section, IDRP Type 2 authentication performs an authenticated key agreement process during connection establishment, after which BISPDUs are tagged in the validation pattern field with a keyed message authentication code using the HMAC algorithm. IDRP Type 3 authentication is not used because it only provides simple authentication using a password for identity verification.

3.4.6.5.4    In terms of security services ATN BISs provide peer entity authentication, data origin authentication, and data integrity, which is in the form of protection from replay and manipulation. Peer entity authentication is the corroboration that a peer entity in an IDRP connection is the one claimed. Peer entity authentication provides confidence at the time of usage that an entity is not attempting a masquerade.  Air-Ground BISs support single entity (also termed unilateral) peer entity authentication of Airborne BISs.  Air-Ground BISs and Ground BISs support mutual entity authentication with peer Air-Ground and Ground BISs.  An Airborne BIS may support peer entity authentication of Air-Ground BISs as a matter of local policy. The rational for not requiring mutual entity authentication over air-ground subnetworks is based on bandwidth considerations and the relative consequence of an attack against the routing information base of an Air-Ground router versus an attack against the routing information base of an Airborne router.  It is clear that the former attack would be of more severe consequence than the latter, and therefore ATN BISs, which support ATN security services, apply strong authentication to exchanges affecting the ground routing information base.  It is important to note, however, that mutual authentication is not precluded and thus ATN Air-Ground BISs, which provide ATN security services, are capable of mutual entity authentication.  Data origin authentication is the corroboration that the source of data received is as claimed. Air-Ground BISs and Ground BISs support data origin authentication of routing information.  As in the case of peer entity authentication, an Airborne BIS may support data origin authentication of Air-Ground BISs as a matter of local policy.  ATN authentication exchanges must be accomplished securely, in particular, the exchanges must be protected from replay and manipulation attacks.  A replay occurs when a message, or part of a message, is repeated to produce an unauthorized effect. Manipulation is the replacement, insertion, deletion, or misordering of user data during a communication by an unauthorized entity.   Protection of routing information from replay and manipulation is provided by Air-Ground BISs and Ground BISs.   An Airborne BIS may support protection of routing information from replay and manipulation as a matter of local policy.  ATN BISs provide security services using the ATN cryptographic infrastructure.  The ATN cryptographic infrastructure defines security schemes for key agreement, digital signature, and keyed message authentication.  

3.4.6.5.5 Authentication is generally achieved in an asymmetric cryptographic environment by the claimant demonstrating possession of a private key.  In IDRP Type 2 authentication, ATN BISs demonstrate possession their private keys indirectly.  They explicitly demonstrate possession of a shared secret key by using the key in a Message Authentication Code applied to the BISPDUs that they exchange, i.e., through the HMAC tag in the validation pattern field. Possession of the shared secret key implies possession of a specific private key since the shared secret key could only be successfully derived under the key agreement scheme if the claimant is also in possession of a private key corresponding to an authentic public key. The claimant’s public key is known to be authentic because it is obtained from a trusted third party, i.e., in a certificate signed by a certificate authority. 

3.4.6.5.6 Protection from replay and manipulation  is provided initially through a challenge-response exchange.  A random variable is generated by each intermediate system and sent in the OPEN BISPDUs.  The random variables are included as shared data in derivation of the MAC key for the connection.  Verification of the challenge is achieved if the first UPDATE BISPDU contains a valid MAC tag.  Subsequent BISPDUs are protected from replay and manipulation by sequence numbers and unique source and destination identification information, which as part of the IDRP protocol is included in the MAC tag.

3.4.6.5.7  Figure fig_no 1 depicts a high level view of ATN intermediate systems use of ATN security schemes for the air-ground case with single entity authentication.  This case begins with the ISH exchange (steps 1 and 2). During the ISH exchange, the Airborne and Air-Ground Routers signal that Type 2 authentication is to be performed and that the peer’s Public Key Certificate need not be sent in the OPEN BISPDU.  Note that if either router does not signal support for Type 2 authentication (i.e., a Package-1 router), then the IDRP connection will be established without security (i.e., with Type 1 authentication) unless the local policy of the “Type 2” router prohibits an unsecured service. The Air-Ground Router will next retrieve the Aircraft’s Public Key Certificate and validate it using the ATN Digital Signature Scheme (step 3).  Note that the Air-Ground Router may also perform validation prior to sending its ISH PDU, provided the ISH is sent by the Airborne Router first. If validation of the certificate path fails, then the connection will not be established. The routers next exchange IDRP OPEN BISPDUs (steps 4 and 5).  The OPEN BISPDUs are tagged with Message Digest 4 (MD4) check values.  As described in 3.4.6.5.3, this insures data integrity. If the Air-Ground Router was unable to retrieve the aircraft’s certificate, then the Air-Ground Router will signal that the airborne router should send its public key certificate in the OPEN BISPDU.  If the Airborne Router has already sent an OPEN BISPDU without including its public key certificate and receives an OPEN BISPDU with public-key certificate required, it will re-send the OPEN BISPDU with its public-key certificate.  The Air-Ground Router and Airborne Router will next derive a Shared Session Key for the IDRP connection using the ATN Key Agreement Scheme (steps 6 and 7).  Subsequent IDRP BISPDUs are tagged using the ATN Keyed Message Authentication Code Scheme (step 8).  When the initial Update BISPDUs are exchanged, the Air-Ground Router is assured of the identity of the Airborne Router.   As described in 3.4.6.5.5, this assurance is because the Airborne Router has transmitted a message sealed using a shared session key which was derived using the Airborne Router’s private key. The source of routing information is assured by the same reasoning for all subsequent Update BISPDUs.  The Airborne Router is also assured of integrity of BISPDUs it received. However, because the Airborne Router has not obtained an authentic copy of the Air-Ground Router’s public key, it does not have either entity or data origin authentication assurance.  However, the Airborne router does have assurance of the data integrity of all  BISPDUs it receives. 

3.4.6.5.8  Figure fig_no 2 depicts a high level view of ATN intermediate systems use of ATN security schemes for the air-ground case with mutual authentication. This case begins with with the ISH exchange (steps 1 and 2), during which the Airborne and Air-Ground Routers signal that Type 2 authentication is to be performed.  The Airborne Router also signals that the Air-Ground Router’s Public Key Certificate is to be sent in the OPEN BISPDU.  As in the case of single entity authentication, if either router does not signal support for Type 2 authentication, then the IDRP connection will be established without security unless the local policy of the peer router prohibits an unsecured service. For mutual authentication an Airborne router will signal public key certificate required if the public key has not been pre-stored; otherwise, it will signal public key certificate not required. An Air-Ground router signals public key certificate required if access to a supporting certificate delivery service is not available; otherwise, it will signal public key certificate not required.  The Air-Ground Router will retrieve the Aircraft Public Key Certificate and validate it using the ATN Digital Signature Scheme (step 3). If validation of the certificate path fails, then the connection will not be established. The Air-Ground Router will next send an IDRP OPEN BISPDU with its Public Key Certificate tagged with a MD4 check value (step 4).  Upon receipt of BISPDU, the Airborne Router validates the Public Key Certificate using the ATN Digital Signature Scheme (step 5).  If validation fails, the connection will not be established.  The Airborne Router then sends an IDRP OPEN BISPDUs tagged with  an MD4 check values (step 6).  Inclusion of the MD4 check value insures data integrity. If the Air-Ground Router was unable to retrieve the aircraft’s certificate, then the Air-Ground router will signal that the airborne router should send its public key certificate in the OPEN BISPDU. If the Airborne Router has already sent an OPEN BISPDU without including its public key certificate and receives an OPEN BISPDU with public-key certificate required, it will re-send the OPEN BISPDU with its public-key certificate.  The Air-Ground Router and Airborne Router will next derive a Shared IDRP Session Key using the ATN Key Agreement Scheme (steps 7 and 8).  Subsequent IDRP BISPDUs are tagged using the ATN Keyed Message Authentication Code Scheme (step 9).  When the initial Update BISPDUs are exchanged, each router is assured of the identity of the peer.   As described in 3.4.6.5.5, this assurance is because the Airborne Router has transmitted a message sealed using a shared session key which was derived using the peer router’s private key. The source of routing information is assured by the same reasoning for all subsequent Update BISPDUs.  The data integrity of subsequent BISPDUs is also assured because the ATN Keyed Message Authentication Code Scheme.

3.4.6.5.9  The ground-ground case operates in a similar manner.  See Figure fig-no 3. This case begins with an exchange of IDRP OPEN BISPDUs (step 1).  Both OPEN BISPDUs contain Public Key Certificates and are tagged with MD4 check values which insures  data integrity.  Upon receipt of the OPEN BISPDUs, each router validates the received Public Key Certificate using the ATN Digital Signature Scheme (step 2).   Both routers will then derive a Shared IDRP Session Key using the ATN Key Agreement Scheme (step 3).  Subsequent IDRP BISPDUs are sealed/authenticated using the ATN Keyed Message Authentication Code Scheme (step 4).  When the initial Update BISPDUs are exchanged, each router is assured of the identity of the peer router.    The assurance is because the peer router has transmitted a message sealed using a shared session key, which was derived using the peer router’s private key. The source of routing information is assured by the same reasoning for all subsequent Update BISPDUs.  The data integrity of all Update BISPDUs is also assured because the ATN Keyed Message Authentication Code Scheme.
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