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1. Introduction

1.1 Scope

This paper provides proposed additional Guidance Material for the ATN SARPs in fulfilment of actions accept by Eurocontrol at the first meeting of ATNP/WG-B. i.e.

· To support the adoption of the resolution of PDR 98060006
· To support the adoption of the resolution of PDR M0040002
2. Guidance Material in support of the resolution of PDR 98060006

This PDR proposes a new mechanism for informing aircraft about the capabilities of Air/Ground Datalinks using information uplinked on the ISH PDU.

In support of this resolved PDR, a new section 3.4.10.3.5 is proposed, with subsequent sections renumbered accordingly.

2.1 Proposed New Section 3.4.10.3.5

3.4.10.3.5 Use of the ISH PDU in Route Initiation

The main purpose of the exchange of ISH PDUs during Route Initiation is to enable unambiguous identification of the two routers in order to ensure that only a single IDRP adjacency is established. However, the ISO/IEC 9542 ISH PDU structure itself was designed to be extensible, and provides a mechanism that can support the introduction of new features for backwards compatibility and to exchange information about the routers and the datalink. 

The ISH PDU is structured into a fixed header plus a variable number of options parameters, each identified by a distinct one byte code. The ISO standard requires implementations to ignore options parameters with parameter codes that it does not understand. This means that new parameters can be created and used without destabilising existing implementations. It is thus possible to define new options parameters which can declare information on the sending Router’s capabilities, or on the capabilities of the subnetwork over which the ISH PDU is sent. Such parameters will be ignored by older systems. When an ISH PDU is transmitted by an older system, a receiving system that can understand the new parameter may interpret the absence of the parameter as either:

a) implying the capabilities of a Router compliant with the initial SARPs, or, 

b) in the absence of any parameter declaring subnetwork capabilities, implying that such capabilities will need to be determined from a priori knowledge, or some other existing mechanism.

The only drawback with this approach is that ISO has not set aside a mechanism for non-ISO specification of parameter codes. If the ATN SARPs define new ISO/IEC 9542 ISH PDU parameters then it may do so, but their future use by an ISO standard cannot be ruled out.

However, the current standard only uses eight bit parameter codes with bits 6 and 7 set to one, and there is no reason to suppose that parameter codes with either bit 6 or bit 7 set to zero (both bits set to zero are not permitted by the ISO standard) are likely to be defined. The ATN SARPs may thus make use of parameter codes in these ranges with a high probability that they will never be used by ISO.

Additional ISH PDU options parameters are currently used to provide information on the router’s capabilities, and by the Air/Ground Router to inform an airborne router about datalink capabilities.

3.4.10.3.5.1 The ATN Data Link Capabilities Parameter

This is in itself an extensible parameter and is used by routers to inform each other about their support of new features. Currently it is used for the following purposes:

a) To inform a peer router about whether or not the router supports IDRP type 2 authentication. 

This is a new capability and routers compliant with edition 2 of the SARPs will not support this function. Later versions may optionally support it. 

Absence of the ATN Data Link Capabilities Parameter implies that the capability is not supported and may not be used when establishing an IDRP Adjacency.

However, a router may support the ATN Data Link Capabilities Parameter and use it for other purposes and hence the presence alone of this parameter is not sufficient to imply support of type 2 authentication. Hence, the parameter provides to means to signal explicitly that IDRP type 2 authentication is or is not supported and hence whether it may be used when establishing an IDRP Adjacency.

b) Public Key Certificate Required

If IDRP type 2 authentication is supported then both sides must possess a valid public key certificate for their peer router in order to perform authentication. 

This certificate can be passed in the BISOPEN PDU. However, it is of the order of several hundred bytes and may be available through an alternative mechanism (e.g. an online directory or a local database). If such a mechanism is available then the router signals this by explicitly indicating that the public key certificate is not required.

Note that if the certificate was not located when the BISOPEN was exchanged, this can be indicated through error codes and the BISOPEN repeated. Explicitly not requiring the certificate is thus recommended whenever it is probable that it is available. There is no need to ensure that the certificate is available.

c) Mobile Subnetwork Capability Parameter Supported

The Mobile Subnetwork Capability parameter was introduced in edition 2 of the SARPs in order to provide a better means of signalling the properties of a datalink to an airborne router. However, the older and less efficient mechanism of the 1st edition (uplinking new IDRP routing information) was not deleted in order to support older routers.

The 3rd edition introduces a means to signal support of the Mobile Subnetwork Capability parameter within the ATN Data Link Capabilities Parameter. An Air/Ground Router compliant with the 3rd edition can now recognise airborne routers that understand the Mobile Subnetwork Capability parameter and thus avoid having to re-advertise routes whenever the mix of datalinks between an air/ground and an airborne router changes.

3.4.10.3.5.2 The Mobile Subnetwork Capability parameter 

The Mobile Subnetwork Capability parameter was introduced in edition 2 of the SARPs in order to provide an efficient mechanism by which an Air/Ground Router can signal to an Airborne Router, the traffic types supported and ATSC class assigned to a given air/ground datalink.

This parameter is included in the uplink ISH PDU generated by an Air/Ground Router during the Route Initiation process. It applies only to the specific datalink on which the ISH PDU is exchanged and to no other datalink that may support the same router to router adjacency.

In the first octet of the parameter, a bit map indicates which traffic types may be exchanged over the datalink, while the second octet, if present, identifies the ATSC class assigned to the datalink.

On receipt, the Airborne Router will record this information and take it into account when performing routing decisions according to section 5.3.2 of the ATN SARPs.

This mechanism replaces a previous mechanism used in edition 1 of the ATN SARPs. The previous mechanism required the Air/Ground Router to aggregate together the traffic types permitted and ATSC class information for the datalinks supporting a given air/ground adjacency, and include this information in the uplinked routes. However, this forced a re-advertisement whenever there was a change to the mix of datalinks (e.g. a new datalink was added or an existing one terminated), and did not readily permit the Airborne Router to determine which traffic types were permitted on which datalink, and the ATSC class of each datalink. The mechanism only really worked properly when the adjacency was restricted to a single datalink.

The use of the Mobile Subnetwork Capability parameter avoids these problems.

3. Guidance Material in support of the resolution of PDR M0040002

This PDR identified the need for better datalink integrity and its resolution introduced an extended transport checksum.

In support of this resolution, a new section, 3.3.2.2.7 is proposed, and subsequent sections renumbered. It is also necessary to make editorial changes to the existing 3.3.2.2.7 in order to reflect changes to the negotiation phase.

3.1 Proposed New Section 3.3.2.2.7

3.3.2.2.7 The Extended Transport Checksum
Analysis of the safety requirements has shown that it is necessary to provide assurance that the probability of mis-delivery of messages such as a CPDLC uplink clearance is less that “remote”. Remote is here interpreted as better than 1 in 107. In order to meet this requirement in a practicable and cost effective manner, a high quality end-to-end checksum is required that can demonstrate that a message has been delivered without corruption and to the correct destination. 

The ISO standard provides a 16-bit checksum for each TPDU covering the user data and TPDU header. The checksum is computed according to Fletcher’s algorithm and has been mathematically shown to provide data integrity with an undetected error rate of the order of 1 bit in 105. This is inadequate for ATN purposes for two reasons:

a) It is clearly insufficient to provide assurance that a message will be delivered with an undetected error rate of no more than one message in 107, and

b) No protection is provided against corruption of addressing information.

In consideration of the second issue, while it is true that the CLNP header has a mechanism for a similar checksum over the CLNP header, this is not a true end-to-end mechanism, does not provide the required integrity, and is anyway lost by the LREF compression algorithm.

In order to provide sufficient assurance, the ATN SARPs specify a 32-bit transport checksum. This is also computed by Fletcher’s algorithm, and the same mathematics can be applied to show that an undetected error rate of 1 in 1010 can be achieved. Furthermore, the scope of the extended checksum includes the Source and Destination NSAP Addresses in its computation. This allows verification of the checksum to demonstrate not just message integrity but also delivery to an intended recipient.

With a typical ATN TPDU size of less than 103 bits including the NSAP Addresses, even on a simple analysis, this checksum can be shown to meet the safety requirements.

3.3.2.2.7.1 The Checksum Algorithm
The properties of ones-complement checksum algorithms have been investigated and described by Fletcher
. In his paper, he describes the algorithm for the computation of ones-complement checksums with an arbitrary number of check digits, and shows how to calculate their error detection properties. He also shows that such algorithms can provide error detection properties as good as CRCs but with much less computational effort.

In ISO/IEC 8073, the checksum algorithm is based on this work and is a specific implementation of a ones-complement checksum. In this implementation, instead of appending the check digits to the end of the packet (as in Fletcher’s original description), the check digits are inserted into the TPDU header. In order to permit verification of the checksum without having to manipulate the received TPDU, these check digits are not the same as those that would be appended to the end of the packet but are derived from them. The derivation is the straightforward result of the solution of a pair of simultaneous equations.

The same approach is used for the computation of the CLNP Header checksum.

3.3.2.2.7.1.1 16 bit Ones Complement Checksums
Ones complement checksums as described by Fletcher are calculated using a set of accumulators and ones-complement arithmetic. In the case of a 16-bit checksum, two accumulators are defined with the arithmetic performed modulo 255 (i.e. ones complement). Fletcher labels these accumulators C(0) and C(1) and initialises them to zero. The algorithm them iterates over the successive bytes (B) of the packet or frame in sequential order of transmission, performing the following computation for each byte:

C(0) = C(0) + B;  /* module 255 */

C(1) = C(1) + C(0) /* Module 255 */

Once all bytes have been processed in this way, the checksum bytes are output as:

- C(1) – C(0)

and

 C(1).

in that order, and appended to the end of the packet. By inspection it can be shown that performing the same algorithm on the received packet or frame including the received check bytes will result in both C(0) and C(1) taking the value zero on completion of the iterative processing of the received bytes. If they are non-zero then a transmission failure may be assumed.

In the case of the ISO/EIC 8073 transport checksum, the check digits are not appended to the TPDU, but are instead inserted at bytes n and n+1 of the TPDU, which are set to zero when the computation is first performed. In order to simply the verification stage, byte n is set to the value X and byte n+1 to the value Y, such that when the checksum computation is performed over the received TPDU (without any trailing check digits) the accumulators C(0) and C(1) will be zero on completion and successful verification. For a TPDU of length L bytes, X and Y are calculated from:

- C(0) = X + Y

- C(1) = (L- n+1)X + (L-n)Y

These equations are simply derived by considering how C(0) and C(1) are computed and are two simultaneous equations which, when solved yield:

X = C(1) + (L-n)C(0)

Y = C(1) – (L-n+1)C(0)

Fletcher’s analysis shows that the fraction of errors that are undetected in an arithmetic checksum is 

1/MR
where M = 2K – 1 for ones complement arithmetic

R is the number of check digits and K is the number of bits in each check digit.

For the 16 bit checksum, R = 2 and K = 8, the undetected error rate may be computed as 1.538 x 10-5.

Fletcher also analyses burst errors where the burst is of the same length as the number of check digits i.e. KR bits. He shows that the undetected error rate for a ones complement checksum is no more than 

R/2KR + K –1
which may be computed as 2.384 x 10-7.

Fletcher also shows that all single bit errors are detected and that for a 2 digit checksum, all double bit errors are detected provided that they are separated by less than 

K(2K – 1) bits

i.e. 2040 bits or 255 eight bit bytes.

3.3.2.2.7.1.2 32 bit Ones Complement Checksums

In order to achieve a better undetected error rate, the number of check digits needs to be increased. Simply extrapolating from Fletcher’s work, it is possible to define a checksum using four accumulators that also iterates over every byte (B) in a packet or frame, such that:

C(0) = C(0) + B;  /* module 255 */

C(1) = C(1) + C(0) /* Module 255 */

C(2) = C(2) + C(1) /* Module 255 */

C(3) = C(3) + C(2) /* Module 255 */

The check digits that are appended to the end of the packet are, in transmission order:

- (C(3) + C(2) + C(1) + C(0))

3 x C(3) + 2 x C(2) + C(1) 

-(C(2) + 3 x C(3))

and

-C(3).

Using Fletcher’s analysis, the undetected error rate (with R = 4) is 2.36504 x 10-10, the fraction of undetected 32 bit bursts is of the order of 1011, all single bit errors are detected, as are all double bit errors when the spacing is less that 6120 bits (756 bytes).

If we are to insert check digits within a TPDU in the same manner as for the 16 bit checksum, then for the checksum bytes W, X, Y, Z, the following simultaneous equations must be solved:

- C(0) = W + X + Y + Z

- C(1) = (L- n+1)W + (L-n)X + (L-n-1)Y + (L-n-2)Y

- C(2) = 
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- C(3) =
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It is not readily possible to solve such equations analytically for W, X, Y and Z and it appears that a significant computational effort would be involved in their computation. It is thus preferable to use a conventional four digit trailer for the check digits.

In the ATN implementation, these check digits are stored in the TPDU header in order to comply with the standard TPDU format, but have to be moved to the end of the TPDU before the verification stage.

3.3.2.2.7.2 Negotiation of the Use of the Extended Transport Checksum
As with the current transport checksum, use of the Extended Transport Checksum is negotiable. It is also backwards compatible with implementations that are compliant with ISO/IEC 8073 only.

The negotiation mechanism takes advantage of a requirement in ISO/IEC 8073 to ignore unrecognised parameters in the CR TPDU. This permits new parameters (identified by new parameter codes) to be inserted in the CR TPDU header and used to declare support of new features. A responder that does not recognise the new parameter will ignore it and analysis of its response will show that it has not responded to the new feature. A responder that does recognise it will respond appropriately, typically by including another new parameter in the CC TPDU header.

The use of the Extended Transport Checksum is proposed by including a new CR TPDU parameter that contains the value of the extended checksum computed for the CR TPDU. This is in addition to including the normal transport checksum.

A responder that does recognise this parameter will interpret it as a request to use extended transport checksums; its value is used to verify the integrity of the CR TPDU. The response to this will be a CC TPDU that also includes the Extended Transport Checksum parameter, this time computed for the CC TPDU. The normal transport checksum is omitted from the CC TPDU. The initiator recognises the inclusion of the Extended Transport Checksum as agreement to use an Extended Transport Checksum for every TPDU exchanged on this transport connection; the value of the checksum is also validated.

A responder that does not recognise this parameter will ignore it and respond with a CC TPDU that includes the normal transport checksum. The initiator recognises it as a rejection of the proposal and normal checksums are used instead.

3.3.2.2.7.3 Computation of the Extended Transport Checksum

The Extended Checksum is computed by creating the TPDU, including the Extended Checksum Parameter with a value of zero, and assuming that the source and destination NSAP Addresses form a “pseudo trailer” to the TPDU. The checksum is then calculated by considering the TPDU and pseudo trailer as forming a single packet and by applying the 32-bit checksum algorithm as described above. The checksum is inserted into the TPDU header (replacing the zero octets) and the TPDU passed to the Network Layer for onward transmission. The pseudo trailer does not form part of the TPDU and is not transmitted.

The validity of including NSAP Addresses in a transport layer computation has been questioned. However, it should be noted that the source and destination NSAP Addresses for a given transport connection are a property of the transport layer and not the network layer. This is emphasised in the ISO standard by the general requirement that association of a received TPDU with a transport connection using the source and destination NSAP Addresses and the DST-REF parameter. The Transport Layer Managed Object definitions also include the NSAP Addresses as transport layer management information.

3.3.2.2.7.4 Validation of the Extended Transport Checksum

On receipt, the Extended Transport Checksum is validated by:

a) Recreating the Pseudo Trailer from the Source and Destination NSAP Addresses reported by the Network Layer;

b) Transferring the Extended Checksum octets from the TPDU header to the end of the pseudo trailer and replacing them in the header by zero octets.

c) Performing the checksum computation on the received TPDU and pseudo trailer concatenated together as a single packet.

The checksum is validated providing the checksum accumulators are all zero at the end of this computation. 

� Fletcher, J. G., "An Arithmetic Checksum for Serial Transmissions," IEEE Transactions on Communications, Vol. COM-30, No. 1, January 1982, pp. 247-252.
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