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SUMMARY

This information paper presents an overview of enterprise management issues associated with the Aeronautical Telecommunication Network (ATN).  ATN is based on the Open Systems Interconnection (OSI) Model, using ISO standards and protocols.  This architecture stipulates that the Common Management Information Protocol (CMIP) shall provide management services.  Current ATM facilities implement a Transmission Control Protocol/Internet Protocol (TCP/IP) architecture that uses the Simple Network Management Protocol (SNMP) for management.  To manage the overall ATM enterprise during transition to the ATN infrastructure, interoperability issues between SNMP and CMIP must be resolved.  This paper describes some candidate approaches to mitigate these concerns.

1. Background

This paper presents guidance for managing global Air Traffic Management (ATM) assets as a federated enterprise. The global ATM infrastructure is intended to ultimately conform to the Aeronautical Telecommunication Network (ATN) Document 9705 that mandates the International Standards for Organization (ISO) standards, which includes the Common Management Information Protocol (CMIP) for network management. Since legacy ATM infrastructure is based on Transmission Control Protocol/Internet Protocol (TCP/IP), and managed by Simple Network Management Protocol (SNMP), this paper will discuss interface mechanisms between these protocols to support global ATM enterprise management.

2. Discussion

Systems conforming to the ATN Standard and Recommended Practices (SARP) are managed by the CMIP protocol, as defined in ISO/IEC 9595-2 and ISO/IEC 9596-1 and –2 standards. The CMIP provides a large set of management capabilities and mechanisms to govern the amount of traffic generated by management functions. It also specifies distinct operations on objects and their attributes.  Attributes and actions of these objects are stored in the Guidelines for the Definition of Managed Objects Management Information Base (GDMO MIB), as defined in ISO/IEC 10165-4.

The SNMP is basic. It contains a limited set of fundamental operations (e.g., Get, Set, and Trap), as defined in Request for Comments (RFC) 1157. SNMP manages objects defined in a storage model called the Internet MIB, as defined in RFC 1156. The MIB defines common status variables that can be monitored by managers and agents. Customized functions are defined on an as-needed basis in specified MIB extensions.

Both CMIP and SNMP use Abstract System Notation One (ASN.1) to represent management information data types. CMIP supports all ASN.1 types, while SNMP allows only a subset.

SNMP operates over the User Datagram Protocol (UDP) of the Internet Protocol Suite (IPS) to provide connectionless transport communication services. This environment does not provide security mechanisms.

The SNMPv2 (RFC 1905) was developed to improve SNMP in the following areas:

· Enhanced security, including options for authorization, authentication, and encryption.

· Support for underlying transports beyond UDP, such as TCP and OSI

· Manager-to-manager communications.

· Multiprotocol support.

· Improved error recovery.

SNMPv2 manages objects in the Internet MIB-II, as defined in RFCs 1907, 2011, 2012, and 2013. Although SNMPv2 lives in theory, it has not been widely deployed because of proliferation of implementations, which has affected compatibility between managed entities.

The different variants of SNMPv2 are to be consolidated in SNMPv3. The SNMPv3 specification (RFC 2572) was approved in April 1999. It also works with the MIB-II data structure, as defined above.

SNMPv3 is an extensible SNMP Framework that supplements the SNMPv2 Framework, by supporting the following:

· New message format

· Security for Messages

· Access Control

· Remote configuration of SNMP parameters

Within the network management community, there evolved an interest in an approach that would implement the robust functionality of CMIP over a TCP/IP infrastructure, which became known as CMIP over TCP/IP (CMOT), and was defined in RFC 1189.  This approach did not gain commercial acceptance, however the network management community within Internet Engineering Task Force (IETF) adopted the desired CMIP functionality in the latter versions of SNMP.

2.1 Comparison

Both SNMP and CMIP include messages that can be used to signal events.  Important considerations of these protocols and functionality include:

· SNMP uses polling mode, where CMIP uses event-driven mode

· SNMP messages must fit in a single UDP packet of 484 octets

· CMIP allows for Manager-to-Manager communications

· SNMP does not support multiple replies to requests; CMIP supports this feature

· CMIP is designed for use over Transport Protocol (TP) Class 4, which is mandated in the ATN standards

· SNMP overhead is substantially lower than other management protocols (e.g. SNMPv2, SNMPv3, CMIP)

· CMIP messages over Association Control Service Element (ACSE) or Remote Operations Service Element (ROSE) protocols allows for up to 10K octets

3. Interworking CMIP and SNMP

Industrial standards and technologies are available to provide interoperating capabilities and services between CMIP and SNMP (including SNMPv2, and SNMPv3).

The prevalent framework for homogeneous management systems includes a Manager module, with Agent modules reporting to and taking directives from the Manager.  In heterogeneous environments, proxies are used to provide an interface between different management protocols, as shown in Figure 1.  More advanced management protocols – such as CMIP, and SNMPv3 integration with Internet MIB-II, as defined in RFC 1451 - allow Manager-to-Manager exchanges of inter-domain information.
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Figure 2 shows a candidate generic architecture that adapts diverse management protocols, based on development efforts within the Telemanagement Forum and Object Management Group.  This approach interfaces Managed Resources and their designated Boundary Management Systems using the following modular functions:

· Protocol/Message Adapter to bridge semantic differences in disparate management mechanisms

· Validation of management service requests and responses

· Mapping of management functionality between management domains

· Common Info Structure to manage a common store of management information

This architecture includes a Common Object Repository that contains object-oriented entities relevant to the management of the enterprise.  The Service Level Log function records events affecting the system, which supports the Common Management Services suite that provides Session Management, Administration, Audit, and Security functionality.

The protocols and entities are not limited to those depicted, but are representative of those used in management solutions.









MR = Managed Resource

BMS = Boundary Management System

Figure 2.  Management Architecture

CMIP and SNMP are established management protocols that have been discussed in this paper. 

Some non-traditional management methodologies are also depicted.  For example, Application Program Interface (API) tends to perform well, but only for specific applications.  One example of an applicable API is the X/Open Management Protocol (XMP), which is being developed by the X/Open Distributed Systems Management Program.  This API is tailored to work with both SNMP and CMIP. Remote Procedure Calls (RPC) can also be used to exercise management functionality established in Data Base Management Systems.  For object-oriented environments, Object Request Brokers (ORB) communicate in compliance with the Internet Inter-ORB Protocol (IIOP), in the context of the Common ORB Architecture (CORBA), to allow distributed objects to invoke services over the Internet.

3.0 Summary

The ATM infrastructure is a global telecommunications enterprise, consisting of many autonomous networks of diverse architectures.  These networks are managed by different protocols and standards, such as CMIP and SNMP.  To manage an entity of such broad scope, focus must be maintained on interworking these domains.

Mature proven approaches, such as SNMP and CMIP, are prevalent among communications devices and networks, and are designed for network management. Technologies are becoming available to bridge the gap between various network management protocols.  The Telemanagement Forum and Object Management Group have conducted much of this work,  which  includes a generic architecture and enabling techniques for such interfaces.

One technique is the use of specific APIs (e.g. XMP) for native applications.  Object Oriented technologies, such as CORBA and IIOP can be used to generically interface management objects. These approaches would provide functionality that is more robust for exchanging management information and services within the ATN Cross-Domain Systems Management (CDSM).
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5.0 Abbreviations

ACSE
Association Control Service Element

API
Application Program Interface

ASN
Abstract Syntax Notation

ATM
Air Traffic Management

BMS
Boundary Management System

CDSM
Cross-Domain Systems Management

CMIP
Common Management Information Protocol

CMIS
Common Management Information Services 

CMOT
CMIP over TCP/IP

CORBA
Common Object Request Broker Architecture

GDMO
Guidelines for Definition of Management Objective

IETF
Internet Engineering Task Force

IIOP
Internet Inter-ORB Protocol

MIB
Management Information Base

MR
Managed Resource

NOC
Network Operations Center

ORB
Object Request Broker

OSI
Open Systems Interconnection

ROSE
Remote Operations Service Element

RPC
Remote Procedure Calls

SMI                             Structure of Management Information

SNMP
Simple Network Management Protocol

TCP/IP
Transmission Control Protocol/Internet Protocol

UDP
User Datagram Protocol 


XMP
X/Open System Management – Management Protocol
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